To Trust of Not To Trust

What Every Startup Needs To Know About Privacy and Cybersecurity

CONNECTS Seminar at Carnegie Mellon: November 9, 2022
John Funge, DataTribe




Drivers License Attributes on 2D Barcode by State

Source: http://mantascode.com/us-drivers-license-barcode-attributes-by-state/
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“Mark Zuckerberg declared in
2010 that privacy is no longer a
“social norm,” but bought the four

houses abutting his Palo Alto
home to help ensure his own

privacy.”

Schneier, Bruce. Data and Goliath




“I believe there's an opportunity to
set a new standard for private

communication platforms...”

Mark Zuckerberg, A Privacy-focused Vision for Social Media, March 2019
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Major Cyber Incidents Over Time

Major cyber incidents 2016
Yahoo

2007 2011 2013 (500m records)
DDoS on Estonian Sony PSN Yahoo! 2015 2017
govt. sites data breach (3bn records) Anthem WannaCry
2014 (80m records)
2010 Sony Picture
Stuxnet hack

‘ 2017
NotPetya

2018
Google+ (52m records)

2018
Marriott
(500m records)

» 2020

2018
Twitter (330m records)

2018

Facebook (90m records)
2011 ' 2017

RSA SecurlD infiltration 2014 2015 Uber (57m records)

Ebay US federal 2016
2009 14 d LinkedIn (112m records)
DDoS attack on govt./financial 2012 (145m records) (21m records)

websites in South Korea Dropbox
(68m records)

2016
Bank of Bangladesh attack
(estimated $81m stolen)

Source: https://www.munichre.com/en/risks/cyber-risks.html




20K - 40K

Estimated # of
Paycheck-Collecting
Nation State Offensive Hackers Worldwide




“It takes 20 years to build a reputation
and five minutes to ruin it.”

Warren Buffett
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What We’ll Talk About

 Big Picture
* Few Startup Axioms

* Privacy

» Security

e Questions
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Big Picture
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So, how does this apply to startups?
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Axiom 1: Focus
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Axiom 2: Stage Appropriateness
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Axiom 3:

Find trustworthy trail guides early
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Privacy




v

A Sea Change in the Last 5 Years

For example...
* Privacy Management Platform OneTrust
° Founded 201 6 Privacy Management Software
« Today

« 2,700 Employees
« $4.5B valuation as of July 2023
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Context

 Ever Increasing Digitalization of Life

* Cloud Computing = Democratizing Big Data
* GDPR & CCPA ... and numerous others...
Al

*No System is 100% Secure



Regulations and Trends

* There Are Many, It’s Sort of a Mess

« Some Key Regulations To Be Aware Of

State-level Data Breach Laws

General Data Protection Regulation (GDPR), Digital Services Act (DSA)
Fair Credit Reporting Act (FCRA)

Gramm-Leach-Bliley

Can Spam Act

Telephone Consumer Protection Act

Children’s Online Privacy Protection Act (COPPA)

Health Insurance Portability and Accountability Act (HIPPA)

Federal Election Commission

* Trends

v

National “GDPR-like” Regulation Coming to U.S.
California Consumer Privacy Act (CCPA & CPRA)
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Making Sense of It All

* Minimize what you collect
* Handle sensitive data with care
» Carefully evaluate privacy trade-offs

* Diligently protect
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Key Concepts In CCPA

* Right to access
* Right to deletion
* Right to knowing if sold, and for what purpose

* Right to opt out
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US State Privacy Legislation Tracker 2022

Comprehensive Consumer Privacy Bills

BUSINESS

CONSUMER RIGHTS OBLIGATIONS

LEGISLATIVE STATUTE/BILL
STATE PROCESS (HYPERLINKS) COMMON NAME

Right against automated decision making
Prohibition on discrimination (exercising rights)

Right of access

Right of rectification

Right of deletion

Right of restriction

Right of portability

Right to opt out of sales

Private right of action

Opt-in default (requirement age)
Notice/transparency requirement
Risk assessments
Purpose/processing limitation

LAWS SIGNED (TO DATE)

California Consumer Privacy Act
) ) CCPA (2018; effective Jan. 1,2020) X X &~ Ll * X
California ' California Pri Riohte Act O S e e
. alifornia Privacy Rights Ac X X L X X
Proposition 24 (2020; fully operative Jan. 1, 2023) X "B X 16 X X
Colorado Privacy Act
Colorado SB 190 (2021; effective July 1, 2023) X X X P X X X S/A13 X X X X
Connecticut SB6 Connecticut Data Privacy Act X X X P X X X~ 316 X X X X
(2022; effective July 1, 2023)
s Virginia Consumer Data Protection Act
Virginia B SB 1392 (2021 effective Jan, 1, 2023) X X X P X X X /13 X X X X
Utah Consumer Privacy Act
Utah sB221 (2022; effective Dec. 31, 2023) X ‘B o * X

Source: https://iapp.org/resources/article/us-state-privacy-legislation-tracker/



“Toxic Data” & Data Breach Laws

BakerHostetler Personal Information (i.e., “Personal Identifying

2 Information”)
An individual's first name or first initial with last name with one of the following
identifiers:
Ohio Rev. Code Ann. §§ 134712 (state agencies), 1349.19 (persons and 1. Social Security number.
businesses), 1349.191-192 (2007) 2. Driver's license or identification card number.

3. Account number, credit or debit card number, in combination with and linked
to any required security or access code, or password that would permit access
to an individual's financial account.

Persons Covered

Any person, including any business that is conducted in Ohio and that owns, licenses
or maintains computerized data that includes personal information.

Download

Any state agency or agency of a political subdivision.

Encryption/Notification Trigger

If the data is encrypted, redacted or altered by any method or technology in such a

\

— | https://www.bakerlaw.com/BreachNotificationLawMap
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Security




Advanced Threat Protection

Sconsa o

Eye FORTINET ¢ e

o e
Vsymantec MR VOTIRO @ercuums | |

X lastiine Dfchler B mime

WALL SOPHOS [JSPAMIN
SON
A Sednie CurTES
=

DNS Securlty
JECAT 4
»

L. st Infoblox

on

Cybive, AT
| |

ronnner| | Towen O J v
| [viooE=
| &

neustar
SECURE 6! ™

o

portnox

Network Firewall
- cuanastor endian [Frosewonr FomTINET

)0rA0 CHEE] © v O

@ Hstoe

Fop—

oty

SOPHOS

= Cyber

SMOKESCREEN

ACALVIO> Attivo Counter
‘ TRAPX

C Guardicore WV Vieer

Traditional MSSP
atst IOEII 67
£ =

W 011y [l secsevmciois

MegP

7 Symantec % PAADO RAPIDT) Bevthess | n sy

Risk Assessment & Visibilty
Ebobix Yowommcs & cavirin G

Securty Ratings
BITSIGHT corax
FICO 5

o~

Panorays

5 FOELVE

oo @

tenable @ UpGuard

resesanss ) OPAG @) Outpost

' REDSEAL
mxsaiss &

Pen Testing & Breach Simulation

G cmn

GRC

Bl = Lockmath
Metricsream  NEtUrix
RESOLVER RSA

Rsam

@ worme
RAPID?

-

N\

Authentication
procaren G Calls

CORE BUI® =xostan & g

R s @

Meotrix
© whes

@fovation Nok Nok

.

A o
P SIVERFIRT tascent
UNIKEN @ v-KEY

pusn @ Sho
UNB(JUND

Owu‘. NA

RSA

@ HITACH!
thycotic

ilantus.
ORACLE

) welcome

<

okta

THALES

vetnank
Q Remestont
Identity Governance

@SailPoint §

O W
) simeio

radus

APERIO @ sarswone

-

radiftw
SCADfence Y 255V

ICs + Or
BELDEN

.

R X

& cvrence

DRAGC
11IHALO

endian

MW dime.

O

boet & LumETA NETSC

Sec

Cysner  PIWARE

s THALes B G

Bl sucx
=< DEVO
FoATINET ) Han'

3 log

logpoint :Logr

DF:Et8  QPalantic

splunk

€ CYBER TRIAGE

@ucuﬂlw

#sersecurty  splunk

\ AWAKE
esentire
Fluency

Q INTER C

) Han!

observe il

ERAMI
SECURONX

BVECTRA

PINEE Erenrcr

A Huntsman

RSA

@sumol

niver auriong

I McAfee

e
Reblaze

S|e.a|m V/symantec /B TREND M

a

U HcAfee

@ somansA

exabeam

n

hythm

s

MILL

Security Incident Response
ayehu (S secomr

-

DARK | LIGHT
<©FireEye
RAPIDF)
servicenow.
€ SWIMLANE

Security Analytics
3 Bay Dynamics

¥ DARK

exabeam

ND O THETA

SH-Pe surWsouase
SOPHOS —

oLP
8 2| |y

oo

Froscisomr @ )

7 Symantec

§ authenTics avast  Avecto [ Av

. B oo §

HCeckPont coMODO ™S ©
nStnct  ENDGAME. will) $gERICOM

FLIATINET :

™ UOricAfee

AhnlLab
il

(SBarkly
Carbon Black.

13 Check Point

- @SD rsecune®

o, intego  jvanti

DEdgeWave s cRICOM KASPERSKY

®

Menlo

¥ roncepomr ATINET

ipwss e i Secwrity
QMenlo

proofpoint. ¢ randed R
@cveon

SOPHOS
e vmware
Endpoint Detection & Response

TYrentrs WEBROOT

Carbon Black.
vtex
I roncesomr
néxthink
promisec

0 Countertack »
©Cynet
ENDGAME 1 FewoR pr
WHuNTRESS ~
@®weres opentextt I
RSA  secro

O TANIUM

sl

KASPERIKY

eye
O ponda
SOPHOS

Wt

[P SPAMINA

¥ Symantec

p ziften

Data Privacy
[cown]
0

ooariass| | bemien Ccoorez [iatex datiphy

oo (i e
= @ Mo
Do (B §secn § smon (s Lome § sPmON
N\ vanonis VERA

7. zecumon o

= Trustare trustQhuty & wheewtes

4i@ Anomaui Blueliv.
brandprotect. ()

»

OEclocticia FERSIGHT

Cyber

{ #@JASK « FLASHPOINT |GRX

R Nucteon -

Eye

Automotive

U HcAfee 1 glackBery [

d Fevcune EYMOTIVE

% Cy servicenow 1 Sixgil

NEMISTO

WIPA * leidos

@) ZEROFOX s

AN 4
NEC QPTIV e 28

PN

UPLEV:=L

© acew

R

vmware

AuT@TIX
FirstData
NS @

DIOCATCH N 330 "
FORTER
pondera rsxified

IdenTrust

tex

n
FIATINET

% sift science
IMV
Infrastructure
& BB setteicious @
) (e ouomar Cioua

¢ =

4

Container

— anchore (.’ aqua ‘ca

. @ Sourvese

e

©OSysdig @ Twistiock

@ saton

CCENTRI@)
wcon [ s 0T (ISR
opentext’ riSCure 2

" sePO

o

NIFYD 4y simility

b cavirin = o

veenane EOGEWSE (L

WAF & Application Security
( A (
citrix

ergon (& romnner wwema @

"
vy

Al
QaQ

INTRAST

@ ek

\cLg Penta ez

@ouwrs

7

Tradwre RAPID W Sueur

@ sqreen Temriannir Wy THREAT

Macunetix 18 s (2 cecowsx
MICRO

L B
RAPID

Fasoo hackerone IEM
I PARASOFT @ouus

BSitelLock ¥ sonarsource
snyk

O Suba

RIS + RogueWave

\# Synock  SYNOPSYS

tenable

Gwne

[ seTTER
oM

1t BlackBory
—

13 Chack Pt
o 14 K
[Peax] pradeo
¥ symantec (3 TeleSign ATEsKALABS
wandera:  // wickr

QQ cell

Lookout

Q@ rsafe

SOTI

7 roERIUM

mver AAREA1 WAstrolD [DINEIINETY
[

(@ cvsoneT

NI DldgeWove Orioye | FoRceomT
>

FORATINET W Greath

mimecast -«

malguad UMcAfee B

A Quacd
SRS

MLABS FW’P@Y(
[ SPAMINA

FTNG ctonomo & Trifium Upstream
e CUIO  rsecne® 4

WALL SOPHOS ¥ Symantec

TREND
ey

votiRo

([Tode Secure

V' Symantec WEBROOT // wickr

woysen @ Chain ¥, ‘edge
< = "Nu
IDEE
vchain € xage

Man:

guardtime =

Rremme g sho

emailage ethoca <

@ Kount'

5 socune

FICO feedzai

W NetGuarcians

@ fovation

' MagicCube

Token!D Metrix. LNIKEN @ techaology

U HcAfee g

y €




A Simple Way of Breaking It Down

Offense Defense

Nation-State /

J

Companies & Criminals Criminals Companies

Kids in the Basement /
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General Guidelines

* Focus on doing the basics well

* Invest where there Is risk
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Top 5 Checklist

From Harvard Belfer Center Cybersecurity Campaign Playbook

1. Establish a culture of security awareness
Use the cloud
Use two-factor authentication

Encrypted messaging for sensitive comm.

o k~ O Db

Plan and prepare

Source: https://www.belfercenter.org/cyberplaybook
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Improving your security is a process.
You can take control.
Don’t just throw your hands up.
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Other Things to Keep in Mind
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Be Vigilant of Open Source Tools You Use

*)owRsp

DevSecOps Top 10 Osonatype

https://owasp.org/www-project-top-ten




Third Party Risk

Get HubSpot free

® English v

HubSEbt

Q

Contact Us Q

Software v  Pricing  Resources v

Your Information is Safe

and Available

Data Pr

Our products and services are transforming the sales and marketing

industries with the Inbound revolution, but the backbone of our success
is providing a safe and trustworthy place for marketing and sales data.

Protecting your data is our obsession.

About v

33 Dropbox

At Dropbox, the security
of your data is our
highest priority

See why millions of people
and organizations trust us

with their most important

work.

Visit the Business Trust Guide

See our plans.

A ATLASSIAN Products~  Forteams ~  Support

Trust

Reliability ~ Privacy ~ Compliance

—

.

platform Roadmap

Security at Atlassian

Security is built into the fabric of our Cloud products, infrastructure,
and processes, so you can rest assured that your data is safeguarded.

All security practices

Cloud product security

Security s built into the fabric of our Cloud
products. We employ numerous controls to

Security operations and best
practices

Our dedicated security team approaches.

safeguard your data including ion in
transit across our cloud services, external
vulnerability research such as our Bug
Bounty program, and more.

security holistically with a common
controls framework. Security threats are
prevented using our Atlassian Trust
Management System (ATMS), secure

Join your team

Login
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Customers & Partners May Hold You Accountable

+ Limitation of Liability. EXCEPT WITH RESPECT TO CLAIMS OF INDEMNITY,
BREACH OF CONFIDENTIALITY, BREACH OF DATA SECURITY
OBLIGATIONS, AND ARISING FROM A DATA INCIDENT (AS SET FORTH IN
SECTION XX),

EXCEPT WITH
RESPECT TO CLAIMS OF INDEMNITY, BREACH OF CONFIDENTIALITY,
BREACH OF DATA SECURITY OBLIGATIONS, AND ARISING FROM A DATA
INCIDENT (AS SET FORTH IN SECTION XX),

Source: https://www.winston.com/images/content/1/2/v2/124339/Negotiating-Contractual-Limitations-of-Liability-Provisions-PDF.pdf
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Regulatory Oversight Is On the Horizon

* March 1, 2023 — National Cybersecurity Strategy

STRATEGIC OBJECTIVE 3.3: SHIFT LIABILITY FOR
INSECURE SOFTWARE PRODUCTS AND SERVICES

* April 27, 2023 — CISA Attestation Form

Department of Homeland Security

Cybersecurity and Infrastructure Security Agency (CISA)

Secure Software Development Attestation Form Instructions
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Frameworks to Know About

 Just to know about...
* For when your startup scales... not for early-stage

*NIST

* https://www.nist.gov/cyberframework

» System and Organization Controls (SOC)

» Part of SSAE 16 by American Institute of CPAs
 https://www.aicpa.org/soc


https://www.nist.gov/cyberframework

v

Cyber Risk Insurance



Staying Up to Date

Audio

v

cyherwire

":’aﬂ'i ﬂ—l ns
daily

[ov]

Email

CYBER DAILY
LAW & BRIEFING

PERSPECTIVES POLICY

& &




“Complexity is the worst enemy of security...”

Schneier, Bruce. Data and Goliath
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Thank You

John Funge
DataTribe
john.funge@datatribe.com

!
N



mailto:john.funge@datatribe.com

