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1.1. LF Edge Akraino Project Overview  

-20 < Blueprints (aka Integration Projects), BPs Proposals & Development Projects 

     - set of Open Infrastructures & Application Blueprints (BPs)

- Coordination & Co-operation with Multiple Upstream Open Source
     Communities/SDOs as: 
        - Airship, 

        - LFN Anuket

        - OpenStack, 

       - ONAP, 

       - ETSI MEC, 

      - GSMA, 

      - TIP, 

      - CNCF

      - O-RAN 

Objective: To deliver a fully integrated stack
3
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- LF Edge Stages - Definitions & Expectations
  Every Foundation Project has an associated Maturity           
  Level, as voted on under the approved Project Lifecycle   
   Document (PLD) Process. 

- Projects of all maturities have access to Foundation   
    Resources.

- Stage 3: Impact Stage ('Top-Level') Definition
       - Projects that have reached their Growth Goals and are     
          now on a Self-sustaining Cycle of Development,  
          Maintenance, and Long-term Support. 

Impact Stage projects are widely used in Production 
Environments and have Large, Well-established Project 
Communities with a number of Contributors from at least two 
(2) Organizations.

1.1.1 LF Edge Akraino Project Overview: LF Edge TAC Stage 3 Project  



1.1.2 Akraino Project (Blueprint) Lifecycle States and Reviews phases 
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- Five (5) states that Projects goes through. 

- A Project Lifecycle may extend across 
     Multiple Projects and Akraino Releases. 

- The Procedure of moving from one(1) State to the next 
one is independent from the Akraino Release 
Lifecycle and the pace depends on each individual 
Project. 

- In order to effectively review Project progress, four (4) 
Reviews are built-in to the Project Lifecycle, namely,   

  
          1. Proposal, 
          2. Incubation, 
          3. Mature, 
          4. Core 
          5. Archived 



What is an Akraino Blueprint?

6

Benefits: Low Cost Large Scale Zero Touch 
Provisioning

Industry 
Adoption

Use Case Based Fully Integrated End 
to End Solution (CI / 

CD)

Proven and Tested by 
Community

Production QualityCommunity Life 
Cycle Support

Akraino Blueprints

OCP Whitebox/OEM 
H/W

Community Integrated, tested, deployable, end to end Edge Stack  

Since launch in 2018, Akraino continues to gain community support for 
collaboration and validation with 30+ blueprints



Dedicated, Operated Shared, XaaS

Regional Data 
CentersDistributed Devices and Systems Buildings / Factories / Smart Homes

Access
Networks

User Edge

Service Provider 
Edge

MCU-based 
devices

Smartphones, PCs, ruggedized 
IoT gateways and servers

in accessible to semi-secure 
areas

Server-based compute at Telco
Network and Edge Exchange Sites

Servers in secure on-prem 
data centers, MDCs

Embedded 
compute

Server-based compute at 
Regional Telco and Direct 

Peering Sites

Servers in traditional 
cloud data centers

Last M
ile N

etw
orks

Constrained Device Edge Smart Device Edge On-Prem Data
Center Edge Access Edge Regional Edge

LO
C
A
TIO

N
SAggregation 

Hubs/COs
Centralized Data 

Centers

ELIOT 
IOT GW/uCPE 

Connected Vehicle

IEC - Type 2-5

ICN
Multitenant Secure

Network Cloud Family

5G MEC - Enterprise 

R5+ Blueprints (New)
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Blueprints

Applications

Infrastructure

Tami-COVID19 – Rural Edge

Cassini – Smart Cities, 
Software Defined Camera Federated MEC Cloud 

Platform

Telco Appliance -Radio Edge 
Cloud (REC)

IIoT – Predictive Maintenance

Micro-MEC IEC - Type 1

5G MEC – Cloud Gaming

The AI Edge – Security, Autonomous 
Vehicle, Federated Learning

KNI Provider Access Edge 
(PAE) & Industrial Edge

Public Cloud Edge Interface

KubeEdge

Topology Prediction for 
Vehicular Networks 

1.1.3 LF Edge Akraino Project Overview - R5+ BPs  

Buffer at the Edge

SmartData Transaction



PCEI Release 5 Overview

12/7/2021The Linux Foundation Internal Use Only 8

❑ NBI APIs
❑ GIT Integration

❑ Dynamic Edge Cluster Registration

❑ Dynamic App Helm Chart Onboarding

❑ Automatic creation of Service Instance in 
EMCO and deployment of Apps

❑ Automatic Terraform Plan Execution

❑ Integrated Terraform Plan 
Executor
❑ Azure (PCC)

❑ AWS (PCC)

❑ Equinix Fabric (Interconnect)

❑ Equinix Metal (Bare Metal Cloud)

❑ Openstack (3PE)

❑ Equinix Fabric Interconnect
❑ Multi-Public Cloud Core (PCC) 

Orchestration 
❑ Kubernetes Edge
❑ Openstack Edge
❑ Cloud Native 5G UPF DeploymentPCEI Release 5 Demo Video Link

https://wiki.akraino.org/download/attachments/28968608/PCEI-ONAP-DDF-Terraform-Demo-Audio-v5.mp4?api=v2


1.1. 4 LF Edge Akraino Project Analytics - Commits by Contributors and Companies - 1 
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1.1.4 LF Edge Akraino Project Analytics - Commits by Contributors and Companies - 2 
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1.1.5 Akraino Project TSC Sub-committees 
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Akraino TSC Sub-Committees
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In a stand-out finding of interest to our Telco Customers, 95% of respondents from the 
Telecommunications Industry report using  Open Source. 

The high-level takeaway of the report is that:  "using Open Source SW across all Industries is no longer 
principally about making best use of IT Budgets. 

Lower Cost of Ownership has fallen off the top spot and now sits in sixth (6th) position. 

Today, the Strategic Benefits of using Open Source are valued more, 
including: 



Akraino Edge Stack
Security Sub-Committee
September 24, 2021

Daniil Egranov
Security Sub-Committee Co-Chair, Akraino

Randy Stricklin
Security Sub-Committee Chair, Akraino



Akraino Security Team 2021 Accomplishments

› Automated Lynis, Vuls and Kube-Hunter Log Output Pass/Fail 
Analysis

› Lynis – Reviewed Required Tests
› Formalized and Documented Lynis Incubation vs Maturity 

Requirements
› Platform Security for Akraino Blueprints

› Arm
› x86

› Release 4 and 5 Blueprint Reviews

12/4/2021 14



Akraino Security Team Future Plans

› Develop Minimum OS Version Support Document
› Ubuntu, CentOS, RHEL CoreOS, Debian

› Develop Minimum Security Tool Version Support Document
› Lynis, Vuls, Kube-Hunter, and OVAL (Vuls) database

› BluVal (Blueprint Validation):
› Integrate Automated Lynis, Vuls and Kube-Hunter Pass/Fail
› Enforce minimum versions of Vuls, Lynis and Kube-Hunter

› Version 1.0 Platform Security Whitepaper
› Investigate using LFX Security

12/4/2021 15



What is Platform Security?

12/6/2021The Linux Foundation Internal Use Only 16



Akraino Platform Security Objectives

12/6/2021The Linux Foundation Internal Use Only 17

• Maintain the integrity of the platform layer and provide a safe execution environment 
for the Akraino software stack.

• Define secure boot environments based on the platform HW Root-of-Trust.

• Provide protection of key platform assets.

• Provide a foundation for attesting the platform’s state of security.

• Provide requirements for securely updating the platform firmware.



Use Cases

12/6/2021 18

• Secure Boot with Disk Encryption
• Secure Supply Chain
• Platform Integrity and Trust

• Future: Confidential Computing
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1.1.5.1 Akraino IoT Area - 1 



ELIOT – Overview
ELIOT is project under Akraino approved blueprint family.It intends to develop a fully integrated edge network infrastructure and 
running edge computing applications on lightweight Edge Nodes. 

ELIOT targets on making the edge node a lightweight software stack which can be deployed on resource constraint edge 
devices like IOT-Gateway and uCPE,  by leveraging lightweight OS, container running environment and container orchestration 
applications.

ELIOT BP family target 2 use case:
● IoT gateway
● SD-WAN, WAN edge, uCPE

Edges

ELIOT target edge
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1.1.5.1 Akraino IoT Area - 2 
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1.1.5.1 Akraino IoT Area - 3 



30

1.1.5.1 Akraino IoT Area - 6  
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1.1.5.1 Akraino IoT Area - 7 
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Personal IoT Networks (PINs)

1.1.5.1 Akraino IoT Area - 8 
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1.1.5.1 Akraino IoT Area - 9 
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1.1.5.1 Akraino IoT Area - 10 
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The OPG believes that, for Operators to develop a 
Federated Edge Computing Platform such as the OP,
Requirements must be enforceable in Contracts by a 
Published Set of Standards.

To this end, the OPG proposes selecting ETSI ISG 
MEC and 3GPP to provide a Standard Reference for 
an Edge Service End to End (E2E) definition.

We note that 3GPP EDGEAPP Architecture and ETSI 
ISG MEC Architecture could complement each other 
in a way that is acceptable to OPG:


