Example of Phishing

CM Carnegie Mellon University <scammer@gmail com>
Carnegie Mellon University send you a secured document
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(i) If there are problems with how this message is displayed, click here to view it in a web browser.
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Dear userID@andrew.cmu.edu

Kindly use the link below to complete your 2021 Outlook Webmail User Authentication form. You can also
download the attachment for more information. To ensure there is not any service interruption, update
immediately!

CLICK Outlook Web Access

Best regards, \ http://www.phishylink.com/neverclick
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1. The message display name “Carnegie Mellon University
does not match the email address domain.

2. The message contains a suspicious attachment.
3. The message uses a generic greeting and odd signature.

4. The message conveys a sense of urgency by stating “To
ensure there is not any service interruption, update
immediately!”

5. The message has a call to action of a URL that does not
match the title of “Outlook Web Access”.



