Computing Services
COMPUTER EDUCATION

PREVENTING ID THEFT WITH IDENTITY FINDER FOR WINDOWS

CE 478

Identity Finder: Clean Up Action Matrix
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Data Type Clean Up Actions
. m % Secure 100 Shred gt:(' Quarantine ': ‘ Ignore
identity -

@ Password

@ Form Data

Configure Internet
Explore password &
form auto complete

Erase stored
password item

Erase stored form
auto complete item

a- Password

Configure Firefox
Master Password for
password storage

Erase stored
password item

a. Form Data

Configure Firefox
form auto complete

Erase stored form
auto complete item
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I - E-mail Message

Configure Outlook
profile password

Erase
email message

Ignore location or
identity match
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Files (DOC, DOCX,
XLS, XLSX, MDB,
MDBX)

Encrypt with MS Office
“password to open”

,-!':1..; Files (PDF)

Encrypt with Adobe
RC4 password

Text Files
(TXT, CSV,
HTM, HTML)

Redact
(overwrite identity
match with XXX)

OR

Encrypt inside
password protected zip

All Other Files

Encrypt inside
password protected zip

Overwrite with random
data before deleting

Move to designated
“gquarantine” location.
Overwrite original with

random data before

deleting. Optionally
leave behind reminder
in original location.

Ignore location or
identity match
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