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1 Introduction

On October 7th, 2023 Hamas and other Palestinian militant groups staged a land in-
vasion of Israel which sparked the currently ongoing Israel-Hamas war [1]. The con-
flict has stoked broader geopolitical tensions, as demonstrated by military exchanges
between Israel and Iran and increased aggression from Houthi militants, including to-
wards Western ships in the Red Sea [2]. In the week following 10/7, the United States
and other Western aligned nations were quick to declare support of Israel and certain
pundits predicted direct Western military involvement. The universal resonance of the
Israel-Palestine conflict (from which the Israel-Hamas war was born) has triggered
widespread praise and criticism of Western military aid to Israel. Such commentary
has dominated social media and increased divisions in Western politics. In the United
States, Palestinian sympathizers have decried political leaders for Israeli support and
primary election boycott movements have gained traction [3]. At the same time, mis-
information undermining American foreign intervention has circulated. In October, a
US congresswoman promoted a conspiracy, endorsed by prominent Russian officials,
that NATO weapons provided to Ukraine were used by Hamas to perpetrate 10/7 [4][5].
Congressmen used the story to bolster opposition to US foreign military aid, a move
directly aligned with Russian interests [6]. Such narratives deepen Western political di-
visions and could weaken influence on the world stage. Thus, this report will analyze
such dynamics via a two-part investigation: 1.How did anti-West and Western allies
sentiment shift in the week following 10/7? 2.Was this stance artificially ampli-
fied by motivated actors or mis/dis-information narratives? The analysis is based
on Telegram data collected in the week following 10/7. Telegram makes a good choice
for such investigation not only as the Ukraine weapons conspiracy circulated on this
platform [4], but more due to Telegram’s weak content-moderation [7].

2 Literature Review

These papers helped solidify Telegram as the chosen platform for this research and pro-
vided tips for tracking amplification and misinformation (relevant for the research ques-
tion's part 2), particularly the importance of analyzing forwarded content and identifying
communities and opinion leadership.
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Identification of Opinion Leaders in a Telegram Network of Forwarded Messages
In this paper by Giulia Tucci of Federal University of Rio de Janeiro, Tucci argues that
Telegram is particularly suited for the propagation of opinion leadership. Some of these
reasons are inherent to Telegram’s implementation. Unlike other messaging platforms
such as WhatsApp, the original authors are displayed whenever a post is forwarded.
The paper also provides practical approaches for filtering Telegram data to identify key
voices, for example, siloing forwarded content. Furthermore, due to the structure’s pro-
motion of opinion leadership, Tucci remarks on the transferability of social analysis
methods which previously succeeded with Twitter, such as the Open-Ord algorithm [8].

Misinformation and professional news on largely unmoderated platforms: the case
of telegram In the second paper, first-authored by Aliaksandr Herasimenka of Oxford
University, the authors detail the dynamics of misinformation flow on Telegram. The
key findings were that, what the authors call reliable or “professional news”, has far
greater reach on Telegram than misinformation. By contrast, misinformation is spread
within a smaller subset of communities, but within those communities, the content re-
ceives very high engagement. Furthermore, the authors found that forwarding messages
was the most common mechanism for spreading misinformation [7].

3 Methodology & Data

3.1 Data

Overview & Collection This study covers a Telegram dataset collected by Ian Kloo
of Carnegie Mellon University’s Societal Systems department. According to Kloo the
data “was collected using a list of 40 channels posting primarily pro-hamas content after
the 10/7 attacks". The list was provided in a now inactive google doc sourced by the
Reddit community. !"[Mr. Kloo] did a 1-hop snowball sample from that list of 40 to
capture any channels that the original 40 had forwarded content from. The resulting set
includes the major news/media/blog channels that were active during this 1-week period
after 10/7. All of the [resulting] data is from public channels.”

Pruning Given the scale of the dataset, pruning of the message nodeset (the larget)
was needed to reach a manageable size. This included the following: 1.Removed mes-
sages with blank text fields 2.Removed messages with no relationship data (no replies,
forwards, or authorship data) 3.Removed messages with text shorter than 4 characters

3.2 Stance Detection

The next step was propagating stance for network nodes via the ORA visualization soft-
ware Stance Detection report. The report applies an algorithm, developed by Sumeet
Kumar, which leverages weak supervision to propagate stances from a set of seed nodes

! See section 1 of Appendix for full list
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Table 1. Data breakdown

Node Types|Channel (1,096), Hashtag (2,784), Message (879,938), User (115,325), Url (310)
Networks |Channel x Channel - Forwarded From

Channel x Hashtag (contains in channel message)
Channel x Url

Message x Channel (contains)

Message x Channel - Forwarded From

Message x Channel - Replied by

Message x Hashtag (contains)

Message x Message - Replied By

Message x Url

Message x User - Forwarded From

Message x User - Replied By

User x Channel - Forwarded From

User x Channel - Posted To

User x Hashtag

User x Message - Authors

User x Url

User x User - Forwarded By

User x User - Replied By

Ties Binary

judiciously labeled in ORA [9]. For this research, first seed nodes were collected manu-
ally by searching the dataset for messages and hashtags which indicated at the text-level
“pro” or “anti” West and Western allies stances, and when found, assigned stances ac-
cordingly. The criteria used to label a message as having a “pro” West and Western allies
stance was whether the text demonstrated alignment with Western military or political
interests, or depicted Western or Western aligned individuals or entities as having attrac-
tive or admirable qualities. Such qualities can range into the very abstract. Some exam-
ples are demonstrations of strength, unity, loyalty, compassion, and morality. Messages
were assigned an “anti” stance which displayed the opposite, for example, weakness,
incompetence, or wickedness, or displayed aggression towards Western figures.

Table 2: Example Stance Detection Seed Nodes

Stance |Message

Pro President Biden: -"Many more families are waiting to hear what happened to their
family members, Holocaust survivors were kidnapped, every code of humanity has
been broken here." -"Israel has the duty to respond to the brutal attacks." -"Our
aircraft carrier, our fighter jets in the area and our weapons in the area are ready to
be used at any moment" -"I warn those who plan to harm Israel - don't do it! Don't do
this!" -"In Israel, over 1200 civilians, female soldiers, and children were murdered.
The United States mourns together with Israel" President of the United States Joe
Biden with an amazing speech. newskodkodgroup /GoogleTranslate from Hebrew]
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Anti  |#Update: Nato members countries will be face an cyber attack by us for support
Israel and being silent about PalestineGaza. Turkey excluded. Asian Country - India
will be attacked soon. Ifthey support Zionism you better secure your site because we
are coming. #MTB #AnonGhost #GhostClan #GHOSTSofPalestine #A1AgsaFlood
#OplsraelV2

When finding critical messages masses (>2 exclusively of one stance) associated
with a hashtag, channel, or url these nodes earned the same stance label.> The result was
the classifying of 82 seed nodes, 41 for each stance.3 After running the stance detection
algorithm through ORA, these stances were propagated in 4,255 nodes, including 3,194
"pro" nodes (channels: 4, hashtags: 1, messages: 3,180, users: 7, urls: 2) and 1,061
"anti" nodes (channels: 11, hashtags: 111, messages: 902, users: 26, urls: 11).

3.3 Dynamic Network Analysis

The stanced datasets will be split temporally into two networks. Each will have a con-
stant set of hashtags, users, urls, and channels. Time Period 1 will contain all messages
10/7 through 23:59 10/9. Time Period 2 will contain all messages 10/10 through 23:59
10/13 These networks will be compared to detect shifts in stances over 10/7 - 10/13.

3.4 BEND Analysis

To identify opinion leaders or potential mal-actors the research will leverage the BEND
& Community Assessment report in ORA, on largely forwarded data, stated by literature
to be a vehicle of opinion leadership. The BEND framework is used to taxonomize agent
maneuvers which aim to negatively or positively impact individuals or groups online.
The report identifies such maneuvers in one’s dataset. To help answer part 2 of the
research question, such classification can identify actors intentionally swaying Western
sentiment via targeted language or the spread of misinformation.

4 Results

4.1 Stance-Detection and Dynamic Network Analysis

Stance-Detection and Dynamic Network Analysis helped answer the research question
How did anti-West and Western allies sentiment shift in the week following 10/7?

Analysis Based on the Time Period 1 metrics (see Table 3), though “pro” nodes outnum-
ber “anti”, "anti" nodes' superior Total-Degree Centrality (TDC) and Betweenness Cen-
trality (BC) metrics confirm what is visible in this period's network graph (see Fig. 1).
The “pro” nodes cluster together in one large group (that seems to have 2 or 3 sub clus-

ters). This group appears to be an echochamber as the vast majority of its nodes have

2 For logistical reasons, 0 Users were selected as seed nodes for this paper’s stance detection
3 See Appendix 2 for seed node list
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Table 3. Time Period 1 (10/7 - 10/9) Metrics

5

119,791 nodes|# Nodes|% Total Nodes|% Stanced|Avg TDC  |Avg BC. # Messg. Views
Pro nodes 1,620 |1.352355352 |79.45 9.459876543|8.571296296|66,863,290
Antinodes  |419 0.349775859 |20.54 57.79236277|321.2136373|1,413,121

Figure 1. Time Period 1 (10/07 - 10/09) Network visualization generated via ORA. (a) Red =
"Anti" West stance (b) Blue = "Pro" West stance (¢) Green = Neutral stance (d) Nodes are sized
by view count (e) For clear visualization (given the size of the full message nodeset), neutral
messages (assigned no stance by Stance Detection) are removed from the visualizations. (f) For
clear visualization (given issues with populating stance to user nodes), user nodes are removed
from the visualizations. (g) Interactions by neutral nodes on stanced messages provide important
engagement information. Even if the entity engaging is neutral, that node can later adopt a stance
through this interaction or cause another node to be “infected”. Thus neutral channel and url nodes
were kept, also practical visually considering the relatively low number of such nodes
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the same stance and appear largely connected to each other (compared to other nodes
with different stances in the network). Furthermore, after inspecting this group in ORA,
it appears the vast majority of these nodes are for Hebrew-speaking audiences, justi-
fying the insularity somewhat. In the main network graph, the vast majority of nodes
are in Arabic and English. The “anti” nodes are spread across these two languages (as
well as some Russian) and are more intertwined with neutral nodes while forming a few
independent clusters. The relative diversity of the “anti” audience is echoed by "anti"
nodes’ higher total-degree centrality and betweenness scores (compared to the “pro”
nodes). By accessing more of the network the “anti” nodes have access to more con-
nections (TDC) and can connect nodes of different groups (BC). Despite this contrast
in stance dispersion throughout the network, it is worth noting there are a few dyads,
triads, and quadrads of “pro” nodes interacting with neutral and “anti” nodes.

Table 4. Time Period 2 (10/10 - 10/13) Metrics

119,791 nodes |# Nodes|% Total Nodes|% Stanced|Avg TDC  |Avg BC. # Messg. Views
Pro nodes 1,588 |1.32564216 |66.47 9.638539043|8.681570109|65,833,048
Anti nodes  |801 0.66866459  |33.53 44.06242197(358.9929187|2,827,168

Analysis When comparing Time Period 2 (see Table 4 and Fig. 2) to the previous, two
trends can be observed to answer research question part 1. Trend #1: “Pro” West nodes
declined across multiple metrics (see Table 5). Trend #2: “Anti” West nodes increased
across the same three metrics (see Table 6). From a network perspective, this growth
could be due to the influence of "anti" nodes (indicated by relatively high TDC and BC).

Table 5. Trend #1: “Pro” west sentiment nodes declined across multiple metrics.

"Pro" Node Metric Calculation % Difference
As a % of overall nodes 1.32564216/1.352355352| -2%

As a % percentage of stanced nodes|66.47/ 79.4 -16.28%
Message view counts 65,833,048/66,863,290 | -1.54%

Table 6. Trend #2 “Anti” west nodes increased across the same three metrics

"Anti" Node Metric Calculation % Difference
As a % of overall nodes 0.66866459/0.349775859| +191.21%
As a % percentage of stanced nodes|33.53/20.54 +163.2%
Message view counts 2,827,168/1,413,121 +200%

Trend #2 is corroborated by metrics across both time periods, but more dramatically
by Time Period 2's network visualization (see Fig. 2). The “pro” meta network looks
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-

Figure 2. Time Period 2 (10/10 - 10/13) Network visualization generated via ORA. See Fig. 1 for
interpretation notes.
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fairly similar to that of Time Period 1 (see Fig. 1) however “anti” has a markedly stronger
presence and appears more connected beyond its core cluster, confirmed by an uptick in
Average Betweenness Centrality (BC) for "anti" nodes (358.9929187 vs 321.2136373).

Both trends are supported by daily stance node and message view counts (see Ta-

ble 7, Fig. 3). The “anti” stance node count ultimately overtakes “pro” on 10/13.

Table 7. Stance node counts in the week following 10/7

# Pro Nodes|Pro Message View Count |# Anti Nodes|Anti Message View Count

10/07/2023|618 23,463,839 173 61,727

10/08/2023|459 20,183,898 247 618,528

10/09/2023|571 23,215,553 317 732,866

10/10/2023|495 21,640,921 274 671,410

10/11/2023 |425 16,156,242 390 1,550,665
10/12/2023|360 13,910,265 259 371,505

10/13/2023|350 14,125,620 355 233,588

Figure 3. Stance node counts in the week following 10/7

—8— # Pro Nodes
—B— # Anti Nodes

500 -

400 |-

Stance Node Counts

300 |-

200

Key Findings "Anti" West stances and viewership increased significantly and "pro"

! ! ! ! ! !
10/07  10/08 10/09 10/10 10/11  10/12

!
10/13

West stances and viewership decreased over the week of 10/7 - 10/13.*

* See Appendix 3 for network visualizations broken down for each day of the 10/7 - 10/13 period
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4.2 BEND analysis to identify stance manipulation

BEND analysis is intended to answer the research question's part 2: Were anti-Western
stances artificially amplified by motivated actors or mis/dis-information narra-
tives?. Thus far the ORA Bend report has been non-conclusive. As stated previously, the
current stance detection run includes no user seed nodes. Manually categorizing “pro”
or “anti” West users with the current dataset has proved difficult as not all users nodes
have ties to messages in the dataset, and many post users messages with conflicting
sentiments. Manual cross-checking of these profiles on Telegram itself has also yet to
bear significant fruit (given time elapsed some users have changed their aliases, deleted
their profiles or politically charged posts). Next steps for this project will prioritize
finding a robust set of user seed nodes (possibly by expanding the research dataset to
include active users linked to identified stance nodes). Partially due to the missing user
seed nodes and other execution flaws, the stance detection algorithm has not populated
many users, hindering BEND analysis. For this research question, the BEND report
requires communities from the “pro” and “anti” West stances, but with a scant number
of users labeled as such the results are not meaningful. Without stance-based communi-
ties BEND analysis is too noisy, concerning nodes irrelevant to the narrative. Thus no
agents highlighted by the BEND analysis thus far have contributed to this research.

5 Limitations

The research currently has many limitations to be addressed as work is continued.

5.1 Data

As stated previously the dataset originated from a list of pro-Hamas channels. Thus the
Key Findings are somewhat biased considering the voices in this dataset are more likely
to oppose the West and its allies (considered Hamas’ enemy). A counterargument is that
more nodes in the dataset are flagged as “pro” vs “anti” by stance detection, however the
network analysis made clear that the "anti" nodes hold more influence (as demonstrated
via TDC and BC metrics), and the visualization exhibited that many "pro" voices are
disconnected from the network's main discourse. Going forward all analysis should be
conducted on an expanded dataset which supplements the current data with more neutral
and Western-leaning channels, to offset any systemic political bias.

5.2 Stance Detection

There are multiple flaws in the current stance detection utilization. Firstly, the stance de-
tection algorithm is not optimized to use full messages as concepts, yet is being applied
as such. One should instead use hashtags or convert messages into semantic networks
[9]. Unfortunately given the size of the dataset (over 100k messages post-pruning), it
has proved difficult to convert these messages en mass. For this paper’s analysis, the
inferior method of messages as concepts was settled for. As a counterargument to this
limitation, spot-checking revealed the propagated stances to be largely accurate, the
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main limitation was how broadly the stances populated via connections (for example as
stated in section 4.2, failing to propagate stances to user nodes). Next steps will priori-
tize finding a solution to increase the effectiveness and accuracy of the stance detection
utilization. Secondly, the labeling of seed nodes via untrained human assessment is not
foolproof. To ensure unbiased classification either Al tools or a specialized third-party
should be brought into the loop. Such precautions will strengthen confidence in the key
findings. Though spot-checks provided confidence in the accuracy of each stance de-
tection run before conducting analysis, without specialized expertise, such validation is
as untrustworthy as the amateur seed node classification.

6 Conclusion

This paper's findings show a marked uptick in anti-Western sentiment in this large Tele-
gram dataset, in addition to a less dramatic, but consistent decrease in pro-Western
sentiment. The trend corresponds with public discourse worldwide. Furthermore the
sequestered nature of "pro" and "anti" voices mirrors increased political division and
polarity. However, it is not enough to sound-board real-world events with social media
discourse. Recent history has demonstrated that social networks can be the instigators of
real-world sentiment and not the echoers. Thus next steps in this research will focus on
improving methods to identify the source of the identified sentiment shift in Telegram.
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7 Appendix

7.1 Reddit Channels

Kumar, S. (2020). Social Media Analytics for Stance Mining A Multi-Modal Approach with

URL Channel
https://t.me/CyberAveng3rs https://t.me/CyberAveng3rs |CyberAveng3rs
https://t.me/SylhetGangSgOfficial  https://t.me/Sylhet-|SylhetGangSgOfficial
GangSgOfficial

https://t.me/anonymouscr02xhttps : //t.me/anonymowpson9iwuscr02c
https://t.me/panocteamhttps://t.me/panocteam panocteam
https://t.me/Teamplackcyber Army Teamylackcyber Army
https://t.me/xanonymoussudan xanonymoussudan
https://t.me/Hacker501 Hacker501
https://t.me/Hacktivistindonesia HacktivistIndonesia
https://t.me/Teamgeroxo f ficial Teamyeroxo f ficial
https://t.me/Team;nsane pakistan Team;nsanepakistan
https://t.me/altoufanteam altoufanteam
https://t.me/anoncybervn anoncybervn
https://t.me/anonghostofficialteam anonghostofficialteam
https://t.me/anonymousy, gt anonymousg gt
https://t.me/arabanonforce arabanonforce
https://t.me/cyb3ryraginz cyb3rgragOnz
https://t.me/d4rkd3mon d4rkd3mon
https://t.me/eaglecyberwashere eaglecyberwashere
https://t.me/ganosecteam ganosecteam
https://t.me/garudasecl garudasecl
https://t.me/insane,eam,k insane;eamyk
https://t.me/kepeam kep.eam
https://t.me/menelaus, 337 .hannel menelaus; 337 .hannel
https://t.me/muslimcyberarmymy muslimcyberarmymy
https://t.me/synixcybercrimemy synixcybercrimemy
https://t.me/tyrayyacker tyraypacker
https://t.me/talygat99 talygat99
https:/t.me/team1919 team1919
https://t.me/team host,,aroccan team host,,aroccan
https://t.me/teamy erox teamy,erox
https://t.me/team,.70yemen team,. 70yemen
https://t.me/teamanonforce teamanonforce
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URL Channel
https://t.me/teaminsanepk teaminsanepk
https://t.me/threatsec threatsec
https://t.me/tofanalagsaa tofanalagsaa
https://t.me/turkhckteam turkhckteam
https://t.me/CyberAveng3rs CyberAveng3rs
https://t.me/a3amore a3amore
https://t.me/AnonGhostOfficial Team AnonGhostOfficialTeam
https://t.me/AnonGhostPalestine AnonGhostPalestine
https://t.me/AnonGhostid AnonGhostid

7.2 Seed Node List

Nodeset ID

Node ID

Stance

Text

Message

10881,463866355

Pro

— / BREAKING: Iranian military
officials planned Hamas’s Saturday
surprise attack on Israel and gave the
green light for the assault at a meeting in
Beirut last Monday - Wall Street Journal
@Middlegastgpectator

Message

11117,155243385

Anti

Update: Nato member countries will be
face an cyber attack by us for supporting
Israel and being silent about
Palestine/Gaza. Turkey excluded. Asian
Country - India will be attacked soon. If
they support Zionism you better secure
your site because we are coming. MTB
AnonGhost GhostClan
GHOSTSofPalestine AlAgsaFlood
OplsraelV2
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Nodeset ID

Node ID

Stance

Text

Message

1138,682331416

Anti

Oooooooooooooood pamo
ceituac LEGION TEAM coBmecTHO ¢
RuBit / UserSec / AVOID nposoaut
caMyro MaclTabHYIO aTtaKy
uHbpacTpykTypsl CHHITHINA
Berymnenne B 6moxk HATO
pacleHnBaeTCs HAMHU Kak IpsMasi yrposa
Poccuiickoit @eneparun Cyomu Bama
0aHKOBCKasl CHCTeMa 3aKOHO/IaTelIbHbIE
opransl CMU u TpaHcniopTHas
uH(ppacTpykTypa OyIyT BBIBEJCHBI U3
MIPUBBIYHOTO pekuMa paboTsl banku [
https://www.hypo.fi https://check-
host.net/check-report/1240c9f6k873 (1]
https://www.aktia.fi TPAHCIIOPTHBIE
Y3JIbI [117] https://tyomarkkinatori.fi
https://check-host.net/check-
report/1240d9f8kab9 1]
http://www.expressbus.fi https://check-
host.net/check-report/12409d18k345
3akoHoxarenscTBo [ arbitration. fi
https://check-host.net/check-
report/1240bcdbka90 CMU (1]
https://www.infofinland.fi https://check-
host.net/check-report/1240d74ck7dc WE
ARE LEGION

Message

1170561909899929

Pro

5201z e ds cdsods - =d
I 1o 1des Tzads! Jos issd s
o0 ool s Aise) oz 5350 1 glomde
G0 10 s b Jposd 1o s s 5315 )
?Cklldk_is ao\gﬂ CL&_}‘ JOU‘"“ é&t’_ﬁuauu‘ e
g 230 Tala Iaapiiseas 1acald 3y 5o Tala
1‘.4‘15"? .. ui“é‘_a (éﬁ‘ﬂd ‘U‘“‘L‘}ﬁ“ﬁ aJate
loJssd do @l 5o J g Bidal fa sl
o5z 5B 05 I s abd s | 1dog o
suad s omea s 1db s
https://t.me/+qrYhbzHgujA1Mzgy

Message

1268008, 543265205

Anti

elzd [ 1Jaso 10 s do 0eb 1dzels 1A padlas
‘)st \duc\da ‘L%J_S g‘i‘u.n‘) }‘U“’LL‘OG‘A eud
1l 1 1 sds i disaics Ta sl Jios
1, < 1 1,
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Nodeset ID

Node ID

Stance

Text

Message

1268925,543265205

Pro

£lzd | <l pui s dasd bl dg)
seogblag) Jeasd sioood ddalos!:
O e Ju*‘)‘iﬁgﬁd s o gl ddqg_"ait £O
Ol SO0 galos slag Bl 1) pless
U{a)}&é

Message

15,714688137

Anti

NATO: 0 Siegedsec: 2 The astonishing
siegedsec hackers have struck NATO once
more!!1!!! “we tend to have fun breaching
intergovernmental alliances between large
nations :p”” We have gained access to the
following -Joint Advanced Distributed
Learning (jadl.act.nato.int) -NATO
Lessons Learned Portal
(nllp.jallc.nato.int)-331 Documents
-Logistics Network Portal (lognet.nati.int)
-588 Documents/Other files Communities
if Interest Cooperation Portal
(dnbl.ncia.nato.int(again :3) NATO
investment Division Portal
(diweb.hq.nato.int)-207 Documents
NATO standardization Office
(nso.nato.int)-2116 Documents We bring
to you over 3 thousand files totaling to
over 9GB of uncompressed Data!

Message

161594,633110472

Anti

t\cd Do \d\g_'qu g\éao; \d_,d\é\("_: \deu“_acié
weilad e Jltssd

Message

162647,633110472

Anti

UGJ\;# \dqf é)u_:ég_b\ U\Cad\d S
3J40 Vel dp Ve e sE sl 1de s
G588 5l a0 1dadd) s | dumacn lacale ) agy ol
1ds3 ¢ uasual wp ‘L‘U‘JL.?C“:“ Ol
3=ds 0o suase de 1d3s 0 Bdp sl s a3
SUBJs0 100 Oslze 13 1J3d »0 1 Uikl
|diuﬂg) iﬁ’JLﬁ‘ﬂ\ },\U‘J\Géd
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1631301633110472
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1839,1626824086

Pro

Elon Musk: "Khamenei's official position
is clear that the eradication of Israel is the
actual goal not just supporting
Palestinians"

Message

20667,627812349

Anti

o Idsas 5 1o e Jlsds 1d3so J

S =50 o3 Iz A d p 5 e dO) (0
1l ), Coo g pactl ) g 1dp sd SIdhads
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Iz A sis wlo oo s suaaldudus
1dla sl Jp adiss b sl 1 GBuacs e
unprovoked g s Jp o dol e oo
suach g 9l o Sl g ol (638 1 5d
s 00 10 1z e s oo dgose
As0ss. e A gl iz .
https://youtu.be/JwO6cGnn-
M8?si=M5PoWp7tw9ZsWbqe

Message

218561,350131755

Anti

Jedsods " J sost s Idagdsd g
8l sed s 1dasle &0 ldosos. Oz
U_‘JGQS" )uddé Jod ‘JJCJ
https://twitter.com/Roaastudies/sta-
tus/17106230211724821667t=VwXc
NHSxIFBhghsoGqZU-A&s=19

Message

221227,350131755

Anti
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Message

24546,877626902

Pro

— / Zelensky: Without Russia Hamas
could not have done this we must defeat
Russia @Middlegastgpectator

Message

258876,014183242

Anti
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Text

Message

2855508250624

Pro

Today since morning I have been in
constant contact with our diplomats and
intelligence. Due to the terrorist attack on
Israel and the threat to our citizens in
Israel an operational headquarters has
been established under the Ministry of
Foreign Affairs of Ukraine. As of now the
information about the possible death of
one Ukrainian citizen is being verified and
the search for two of our citizens is
underway. Please dear Ukrainians if you
are in Israel now be as careful as possible.
Follow the instructions of the security
forces and take care of yourself and others
around you. If you need anything please
contact our embassy by any means
available to you — Ukraine will help all its
people no matter what. Today the whole
world has seen horrific footage from Israel
— footage of terrorists abusing women and
men taking even the elderly hostage
without mercy... Today's terrorist attack
on Israel was thoroughly prepared and the
whole world understands which terror
sponsors could have encouraged and
organized this attack. Israel has every
right to protect itself from terror. So does
any other state. No support for terrorists!
Let the value of human life and the
intolerance of terror be the principles that
will finally unite the whole world.

Message

28561508250624

Pro

Fuck all that say Zelenskiy is a clown or
whatever I do not the fuck care and I will
not hide that I'm proud of my country and
our president from Ukraine. -T

Message

2939,973918433

Pro

Ukraine's Zelenskiy condemns 'terror
attack' in israel says country's right to
defence 'cannot be doubted'
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30337,917305716

Pro

[JJWSIJ: Iranian officials green-lighted
the Palestinian attack during a meeting in
Beirut Lebanon last Monday. - Since
August there has been close coordination
and bi-weekly meetings between Iranian
military advisors Hizbollah Hamas and
other factions to discuss and prepare the
plan of the attack on Israel.

Message

30574,917305716

Pro

U Zelensky: Without Russia Hamas
could not have done this we must defeat
Russia

Message

30751,917305716

Pro

[JUIf Ukraine does not resist Georgia or
the Baltic countries could be next to be
attacked by Russia - Georgian President
Salome Zurabishvili
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307653,612556270

Pro

FIRW ARWYR 237°7 N1 278777 PP
2N R222:* RIAP WIRY °P7°0 21MN MARD
95w 72397 Hwu SwIRY 22177 W 0 A
pi7mlaR kit mistialslalakia Rk aRirlvgivala}
TMARD DN 2PN RITPN MNWYN. RN
11377 217017 TIRN XY 707 227 2R, T
10 PWiT 2707 91710, IR0 X PRI RN
oYL, T R WMEA V970 NN 22070 Whno
2P°VIN WD, X1 WM pwewea 270 .
MEIPA WVIATA WL A ARTII 971 WA
797 °%RY 7290 ama. A% Wpan 0 R 1RA
WIRY - IR RIRA W OR P70, nnwhn
21971 ANXAN PRMT 330907 TR, X779 DD
7777 RN 29 ¥IAN 370 2Awn T XD 221910 NRRD.
1577 2710 VT MK 1310 23T VY 300 Twmn
a7 W 31991 Hn7In swaRy 19K, 090
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3077051612556270

Pro

9 2777 AATR RN OWIRY WX1Y 7190 RA
NRINN AP0, K9DY APLIN TN VY VY
SWARY. AMA2 MARD 33 R P 1190
*WIRD’D KPR RTD 29M12I1N0 1220770, 177 O
PNP2AY Y7 A7YN. PWIRY W 11N DAy ¥Y venn
- 1117, [0 @newsgodkodgroup

Message

308954,612556270

Pro
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309072,612556270

Pro
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309123,612556270

Pro
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309176,612556270

Pro
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309685,612556270

Pro
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309693,612556270

Pro

5¥IP2°0 72°19R12°0 2PN 13D 990 ITRY ARIT
oy vy HwR a7 nn. Foreign citizens
killed/missing in Israel: Total death
number 900+ (Updated Tuesday) USA -
14 dead/Several missing Canada - 1 dead
2 missing Great Britain - More than 10
dead or missing Argentina - 7 dead France
- 4 dead 13 missing including a 12 year
old boy Thailand - 12 dead 11 missing
Nepal - 10 dead Germany - 1 dead/Several
missing Russia - 1 dead Italy - 10
kidnapped including an infant Cambodia -
1 dead China - Number of
deaths/Casualties not confirmed Brazil - 3
injured Paraguay - 2 dead/missing Ukraine
- 2 dead Mexico - 2 kidnapped Ireland - 1
injured Tanzania - 2 injured ISIS and
Hamas are one - Israel's war is the war of
the free world [ @newsyodkodgroup
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310234,612556270

Pro
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310412,612556270

Pro
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311339,612556270

Pro
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Message

31750,917305716

Pro

[J[1Joint statement by US UK Germany
France Italy voices support for Israel
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Message

32045,917305716

Pro

[J[JUkrainian President Volodymyr
Zelenskiy: I have evidence proving that
Putin is behind everything that is
happening in Israel and Gaza.

Message

33098,917305716

Pro

[J[JBiden says Hamas is a terrorist
organization which aims to 'kill all jews'

Message

33218,917305716

Pro

[J[JNorth Korea is preparing to attack
South Korea using Hamas tactics. The
South Korean publication Yonhap News
reports with reference to the Joint Chiefs
of Staff of South Korea.

Message

33834,917305716

Pro

[JUBlinken says US discussing opening
corridors for civilian evacuation from
Gaza with Egypt and Israel

Message

34446,917305716

Pro

JJUS Secretary of State: I come here not
only as Secretary of State of the United
States but as a Jew whose grandfather
escaped murder

Message

34452,917305716

Pro

[JJBlinken: Hamas has only one agenda
which is to destroy Israel and kill the
Jews.

Message

34454,917305716

Pro

[JBlinken: Israel has the right and
obligation to defend itself and to ensure
that what happened does not happen
again.

Message

347998,274194128

Pro
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Message

34802,917305716

Pro

JJUS deployed A-10 attack aircraft to
AlDhafra Airbase UAE as a show of
support and deterrence.

Message

3488,973918433

Pro

South Korea's Joint Chiefs of Staff says
that "North Korea is preparing for the
possibility of launching a surprise attack
on South Korea using the same tactics as
Hamas' attack on Israel”
yna.co.kr/view/AKR202310...

Message

353777,274194128
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Message

35384,917305716

Pro

Such a hypocritical statement when you
take what happened in Artsakh *twice*
into consideration + Ukraine

Message

400077,111091836

Anti
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Message

400843,111091836

Pro
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Message

445,891295632

Anti

I reading the tweet of Falconfeedsio about
the report about us that we launch the
attack on nato countrys and India Some
bullshits indian dogs comments First thing
baby we fuck your country many times
now currently we relaxing your
Cyberspace we will back soon Second
thing is that you talk about DDos.DDos is
not a big deal down server for hour but its
good method to response the action
quickly! Bcz hacking the website take
time Next fuck you and your babies Your
babies got some extra fame it don't mean
that they hack all thing just hack 3class
sites But your children learn from us!
From zeemi Pakistani hacker Stop your
fucking mouth! We fuck your Delhi police
websiteleaked database You can't do
anything Last thing From next month or
from may be next week We Back again on
indian cyberspace Ask your babies to cry
hard! Try to secure your gov sites When
ever we fucked your gov sites You close
your server Recent examples Delhi police
library econiwas.beeindia We don't care
about your babies we keep them on our .
And we don't care what you think about us
Indkmb forever [10] Special thanks to
every single team that support us and
special thanks to Muslim hackers
community! And Anonymous for the
support! [0 [10J
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61804,712456226

Anti

J@ I Ve ndd 5o Vd s o Killnet
i_,)_,g._:\. i_, g\dic‘)‘_gc G LBL& ‘d?}“j&

1 scss s 13 bl ) oy bl e \d\aclq
15,505 10 J gpdlod aclaps 1z s
‘dJﬁd.ﬁ“ JC\JD ‘JJC“E 295‘) AJsd \déq_ﬁ‘) J
Sedo ddae 1J) o Sopls o)
lJgdasa $d3sss. Russian hackers from
Killnet have screwed Europe. Or rather
websites at 13 EU airports were cut off.
Now you can't keep track of schedules
flight status and much more. One can only
enjoy the great Russian and powerful.

Message

66702,955750293

Anti
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Message

7173511567939639

Anti
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7708,760202057

Anti

Oooooooooooooood pamo
ceituac LEGION TEAM coBmecTHO ¢
RuBit / UserSec / AVOID nposoaut
caMyro MaclTabHYIO aTtaKy
uHbpacTpykTypsl CHHITHINA
Berymnenne B 6moxk HATO
pacleHnBaeTCs HAMHU Kak IpsMasi yrposa
Poccuiickoit @eneparun Cyomu Bama
0aHKOBCKasl CHCTeMa 3aKOHO/IaTelIbHbIE
opransl CMU u TpaHcniopTHas
uH(ppacTpykTypa OyIyT BBIBEJCHBI U3
MIPUBBIYHOTO pekuMa paboTsl banku [
https://www.hypo.fi https://check-
host.net/check-report/1240c9f6k873 (1]
https://www.aktia.fi TPAHCIIOPTHBIE
Y3JIbI [117] https://tyomarkkinatori.fi
https://check-host.net/check-
report/1240d9f8kab9 1]
http://www.expressbus.fi https://check-
host.net/check-report/12409d18k345
3akoHoxarenscTBo [ arbitration. fi
https://check-host.net/check-
report/1240bcdbka90 CMU (1]
https://www.infofinland.fi https://check-
host.net/check-report/1240d74ck7dc WE
ARE LEGION
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7819681567939639
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7825,412626367

Pro

Today since morning I have been in
constant contact with our diplomats and
intelligence. Due to the terrorist attack on
Israel and the threat to our citizens in
Israel an operational headquarters has
been established under the Ministry of
Foreign Affairs of Ukraine. As of now the
information about the possible death of
one Ukrainian citizen is being verified and
the search for two of our citizens is
underway. Please dear Ukrainians if you
are in Israel now be as careful as possible.
Follow the instructions of the security
forces and take care of yourself and others
around you. If you need anything please
contact our embassy by any means
available to you — Ukraine will help all its
people no matter what. Today the whole
world has seen horrific footage from Israel
— footage of terrorists abusing women and
men taking even the elderly hostage
without mercy... Today's terrorist attack
on Israel was thoroughly prepared and the
whole world understands which terror
sponsors could have encouraged and
organized this attack. Israel has every
right to protect itself from terror. So does
any other state. No support for terrorists!
Let the value of human life and the
intolerance of terror be the principles that
will finally unite the whole world.
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Nodeset ID

Node ID

Stance

Text

Message

8768,700199033

Anti

[JJUpdate: All these Nato members
countries will be face cyber attacks by us
for support Israel & Silent about Palestine
issue... [1[] Without Turkey.[][1 Not only
Nato countries European countries also be
attacked by us soon.. Asian Country -
India South Korea & more countries will
be attacked soon. If they support Israel
after then their Cyberspace will be fcked
up. MTB MSF AlAgsaFlood OplsraelV2
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Update: Nato members countries will be
face an cyber attack by us for support
Israel and being silent about
Palestine/Gaza. Turkey excluded. Asian
Country - India will be attacked soon. If
they support Zionism you better secure
your site because we are coming. MTB
AnonGhost GhostClan
GHOSTSofPalestine AlAgsaFlood
Oplsrael V2
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Nodeset ID

Node ID

Stance

Text

Message

91714688137

Anti

Do you like leaks? Us too! Do you like
NATO? We don't! And so we present... a
leak of hundreds of documents retrieved
from NATO's COI portal intended only for
NATO countries and partners. These
documents are very delicious While we
were looking through it we had to relieve
our horniness many times! gay furries
pwn 31 nations ;3 "gdy furrl35 4r3
h4qlng th3 p14n37" Not even NATO can
withstand our seduction These documents
contain info about NEWAC AFPL FMN
JLSG STCO and more! (NATO really
likes acronyms >w<) We'd like to
emphasize this attack on NATO has
nothing to do with the war between Russia
and Ukraine this is a retaliation against the
countries of NATO for their attacks on
human rights (- Also its fun to leak
documents

w) W ehopethisattackwillgetthe
messageacrosstoeachcountrywithin
NATO.LEAK : https :

//mega.nz/ file/

JikyUY oCZXUjuXl

JHW N13G52W dy fms jt3n6VrT
Pm0Bp

GyGIdm8 x purrscutely *
enjoythese N AT Odocuments :
3We'llbebacksoon formore!

Message

9152,622643592

Anti

Update: Nato members countries will be
face an cyber attack by us for support
Israel and being silent about
Palestine/Gaza. Turkey excluded. Asian
Country - India will be attacked soon. If
they support Zionism you better secure
your site because we are coming. MTB
AnonGhost GhostClan
GHOSTSofPalestine AlAgsaFlood
OplsraelV2

Url

t.me/xAnonymous-
Sudan
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Nodeset ID |Node ID Stance |Text

Channel 1199627330 Pro  |m7win swaRY P17 207300 XY 90 v
TN W9 WY ®
oooooooooooooooo

@newsyodkodgroup

Channel 1463721328 Pro  |Zelenskiy / Official
Channel 1934065794 Anti  [Anonymous Sudan
Channel 1712456226 Anti  |AnonymousSudan Chat
Channel 1732999829 Anti  |Anti-NATO Coalition [ZOV]
Hashtag IsarelWeStandwith- Pro

you
Hashtag OPINDIA Anti
Hashtag Fuckindia Anti
Hashtag CyberErrorSystem Anti
Hashtag opindialol Anti
Hashtag OPALLIESOFIS- Anti

RAEL
Hashtag OPISRAELIAL- Anti

LIES
Hashtag AttackIndia Anti
Hashtag op;ndia Anti

7.3 Network Visualizations by Day 10/7-10/13

Interpretation rules outlined for main document visualizations also apply to the appendix
visualizations. (a) Red = "Anti" West stance (b) Blue = "Pro" West stance (c) Green
= Neutral stance (d) Nodes are sized by view count (e) For clear visualization (given
the size of the full message nodeset), neutral messages (assigned no stance by Stance
Detection) are removed from the visualizations. (f) For clear visualization (given issues
with populating stance to user nodes), user nodes are removed from the visualizations.
(g) Interactions by neutral nodes on stanced messages provide important engagement
information. Even if the entity engaging is neutral, that node can later adopt a stance
through this interaction or cause another node to be “infected”. Thus neutral channel
and url nodes were kept, also practical visually considering the relatively low number
of such nodes
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