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I. About the Organization

The Palau Ministry of Education (MOE) is responsible for the development and administration of
education throughout the nation’s public schools. This includes Finance, Transportation, Facilities
and Information Technology. The public school system includes sixteen elementary schools and one
high school. Its mission statement is as follows:

The mission of the Republic of Palau's Ministry of Education, in partnership with
parents and community, is to ensure that our children and youth preserve Palauan
culture and become contributing citizens and productive workers in a changing world.
This will establish a high quality of life and security for future generations of Palauan.

The organization receives funding from the Palau government as well as the US Department of
Education (US DOE) and other grants. One of the US DOE funding sources, the College Access
Challenge Grant, is the financial reason that the consultants are in Palau this year.

Il. Tablet Deployment Business Process Design

The MOE plans to deploy two hundred Apple iPads to 8" grade students in all elementary schools
this fall semester, with the total number of tablet devices reaching one thousand in the near future.
In order for MOE IT to manage the huge volume of tablets, a clear deployment business process is
required. Thus, the consultants designed a business processes and documented it as a business flow
diagram. Through this task, the consultants clarified:

Responsibilities for each role in organization on tablet deployment

Documents (user guides or procedures) which support smooth tablet deployment

Attribute information about tablet management which the MOE must maintain
Requirements for the Mobile Device Management System and other systems

The MOE IT staff was completely involved in the design process so that they could keep the
diagram up-to-date on their own. As a recommendation, this process documentation should expand
to the other business areas of MOE IT. This expansion will provide more overall capability.

I1l. Mobile Device Management Software Implementation

Given the high functionality of an Apple iPad, MOE IT wanted to implement software that would
manage the functionality of an iPad to maximize the educational value of the device. The
consultants created a software alternative to limit functionality without expending bandwidth on the
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MOE, designed setting criteria for incoming devices, and configured servers to support such
functionality distribution.

IV. Extended Access Implementation

It became clear that for incoming tablets, a wireless network would be required. Thus, the
consultants designed a wireless network for the school system and implemented access points into
Koror Elementary School as a model case. The outcomes consisted of general diagrams for all
schools (Network Policies and Design Steps) and specific diagrams for KES (Network Diagrams for
KES). The processes can be replicated to the other schools by the MOE IT staff. As a
recommendation, implementing a routing protocol will be helpful for expanding network capability.

V. RADIUS System Implementation

As the wireless infrastructure expands, a non-enterprise security system was becoming less
applicable to the environment supported by MOE IT. The consultants configured Open Directory
alternatives that were more sustainable and had better user interfaces, and configured an
authentication system to be implemented at each of the school networks.

VI. Additional Recommendations

MOE IT Management Enhancement

Strengthening IT management is one of the most difficult tasks for managers. MOE IT has faced
multiple problems in trying to establish an IT management processes. Through brainstorming
sessions with the community partner, the consultants introduced practical steps to implement and
enhance the IT management process at MOE IT. By following the given steps, MOE IT can
strengthen its IT management and can grow its future capability and capacity.

Technical Strategy Planning

The MOE should prioritize sustainability in future technical endeavors. As the Ministry continues to
undergo technical exercises, it will be important to opt for stable releases instead of feature releases
so that future maintenance is minimal.

Web Content Filtering

To save bandwidth, it will be necessary for the Ministry to start conversations of blocking sites
relating to social media, streaming, and piracy for the entire network. Bandwidth is one of the most
precious resources within the Ministry, and should be treated as such. While such actions may not
be popular, they will be critical in allowing bandwidth to go to more productive purposes.

Consulting Partner About the Consultants
Edwel Ongrung Andrew Schwartz
edwel@palaumoe.net andrewsc@andrew.cmu.edu

An undergraduate student in Information Systems
Computer Service Manager

Palau Ministry of Education Yasuyuki Nishihara
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I. About the Organization

Organization

The Palau Ministry of Education (MOE) is responsible for the development and administration of
education throughout the public schools in its nation. This includes Finance, Transportation,
Facilities and Information Technology. The school system includes sixteen elementary schools and
one high school. Its mission statement is as follows:

The mission of the Republic of Palau's Ministry of Education, in partnership with
parents and community, is to ensure that our children and youth preserve Palauan
culture and become contributing citizens and productive workers in a changing world.
This will establish a high quality of life and security for future generations of Palauan.

The organization receives funding from the Palau government as well as the US Department of
Education (US DOE) and other grants.

Facilities

The MOE is in charge of 118 buildings both academic and administrative encompassing 340,000
square feet of space. Each academic campus has one computer lab with an average of fifteen
machines.

The MOE central office building is housed a mile off the center of Koror, the main state of Palau.
The computer services department (MOE IT) has multiple offices and ample space to expand from a
technical perspective. All of the MOE’s technical spaces have more than adequate climate control
for any existing servers and future technology.

Programs

The MOE supports academic programming through curricular, technological and logistical support.
The school system is responsible for the education of 2,000 students and education is mandatory for
all students aged six to seventeen. Palau Community College handles all higher education and is
unaffiliated with the MOE. Currently they are involved in a grant program through the US DOE
called the College Access Challenge Grant (CACG). It is through this program that the consultants
are in Palau.
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Staff

The President of Palau, elected every four years for one or two terms, appoints the Minister of
Education who is in charge of all activities at the MOE. The MOE is divided into two bureaus, the
Bureau of Curriculum Instruction (BCI) and the Bureau of Education Advancement (BEA). Within
the BEA are Divisions of School Management, Personnel Management, and Research and
Evaluation. In addition to the divisions, there are small departments for Food Service,
Transportation, Finance, Materials, Facilities, and Information Technology. The heads of all
departments comprise the Management Team, which makes all decisions for the ministry.

The BEA employs sixty people that do not work directly for an individual school. Of those sixty,
five work for the IT department. The IT Department is led by Edwel Ongrung, the Computing
Services Manager who has been the community partner for several Technology Consulting in the
Global Community (TCinGC) endeavors at the MOE.

30% of MOE staff use computers on a daily basis. The staff also has access to computer labs in the
neighboring schools after hours for their own work. Based on a 2008 Survey, the IT Department
estimates that only 40% of the MOE staff has the computer literacy to use a word processing system
like Microsoft Word or Apple Pages.

Technology Infrastructure

The MOE uses computer systems with ranging platforms from OSX to Windows to Linux, and
mobile devices are also supported. The ministry contains a wireless network throughout the central
office building with WPA2 security protocols. Current infrastructure supports authentication, mail,
and web servers as well as some necessary requirements like DNS and DHCP. Most if not all
servers are run with open-source software that allows the MOE to keep costs down while still
having relatively reliable programs.

All external connections between MOE central office and each school have a DSL connection at
256Kbps (with the exception of three schools on dial-up). Internally all schools have wired
connections with one exception that Palau High School has a wireless network at 20Mbps. All
schools go through the MOE to get the Internet access.

Technology Management

All technology related issued are handled by Edwel and his four staff in the Computer Services
Department. The five of them recommend technical expansion plans to the Minister and the
Management Team for final decisions and funding. Edwel manages all fiscal and administrative
operations of the Computer Services.

Technology Planning

All technical issues are dealt with on an ad-hoc basis and there is no future IT strategic plan in
place.

Internal and External Communication

Given the size of the ministry, most non-essential information is transferred through peer
conversations. Any logistical information is sent by email, which has high reliability as it is sent
through the ministry’s intranet and does not have to leave the island. Files can be easily shared
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internally, and are normally done so via email. External Internet access is slow; but stable compared
to the standard level in the country.

With bandwidth being as slow as it is, any cloud-based service is not considered reliable to the
MOE. When it comes to improving infrastructure, the limiting factor is not the MOE, but the
satellite used to transmit data. The Palau Government is attempting to run a cable to Guam, but until
they do so (five to ten years) there will be a severe bandwidth restriction on the ministry for the
considerable future.

Information Management

Information is typically stored on paper or flat-file databases on an individual’s computer. In 2009,
student data was moved to a MySQL database and that has withstood the test of time. With that in
mind, other attempts to automate have taken unexpected lengths to complete. This has happened
because the staff did not take the time to learn how to effectively use the systems, and as such they
are not as willing to move to automation for fear of the duration of such a move. The CMU
partnerships have been the focal point behind most successful automation endeavors.

Business Systems

All business systems are taken care of by the national government. The MOE does not handle any
of its own accounting or payroll.

Il. Tablet Deployment Business Process Design

Motivation

The MOE plans to deploy 200 Apple iPads to all gt grade students in Palau to enhance their
educational experience. They already have 400 tablets (Samsung Galaxy Tablets) and deployed
them to schools; but the MOE does not have specific deployment processes to manage the tablets at
this time. The MOE plans to purchase an additional 400 iPads, meaning the MOE will have to
manage over 1,000 tablets in near future. Without specific deployment processes, tablet
management would be difficult due to the large scale of tablets which the MOE has to manage.
Therefore, designing clearly the business process will provide the MOE much needed sustainability

Outcomes

The tablet deployment process has been designed and approved by MOE IT as “Business Flow of
Tablet Deployment” (see appendix. B). The document clearly describes the processes in six
business areas related to tablet deployment:

1. Purchase: The MOE purchases new tablets

2. Deployment: The MOE deploys tablets to users in each school

3. Regular Update: = The MOE/Admin update tablet settings (ex. End of academic year)

4. Urgent Update: ~ The MOE/Admin update tablet settings urgently (ex. Security update)
5. Lost/Stolen: The User loses tablet/tablet is stolen

6. Tech Support: The User needs technical support to use the tablet

Designing a clear tablet deployment process bought the following outcomes:

e Clarified the responsibilities for each role in organization with relation to tablet deployment
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e C(larified the documents (user guides or procedures) which support smooth tablet
deployment

e C(Clarified the tablet management attribute information which the MOE must maintain

e C(larified the requirements for the Mobile Device Management System (MDM) (described in
Part III) and other systems related to tablet management like an inventory system.

The business process was designed through discussions with the community partners. The
consultants put the required tasks for each processes in order (ex. Receive iPads, Set up iPads,
Record iPad to inventory sheet, etc.) and clarified who is in charge of those tasks. Also, the
consultants created required documentation for some tasks (ex. iPad User guide, Configuration
Creation Guide, etc.). Through discussions, the consultants found maintaining the information about
tablets on the inventory systems in both the MOE and Ministry of Finance (MOF) was very
important. Thus, the consultants listed up the required information for the inventory systems and
clarified how to collect and maintain the information based on the iPad deployment. These steps
helped to fix the requirements for the Mobile Device Management System.

All the information above was put into a flowchart and shared with the community partners. MOE
IT will start deployment this August according to this business process. However, the flowchart is a
live document. If the change of a business situation requires amending the business process, the
flowchart should reflect the amendment. Community partners were involved the designing of the
tablet deployment process, therefore they can maintain the vitality of the flowchart.

As a supplementary outcome of the business process design, methods behind drawing a flowchart
using Microsoft Excel was extremely useful for MOE IT. The first time our community partner saw
the diagrams, they believed the charts were made with Microsoft Visio or another complicated
graphics software. However, the chart was drawn by mix of standard functions in Excel (Narrow
width of columns, Insert Shapes, Use Connectors, Snap to Grid, etc.). Student consultants showed
the creation process of flowcharts to the MOE IT staff. All techniques were small tips, but they will
be helpful for future opportunities to create flowcharts and diagrams.

Recommendations

MOE should expand the design and documentation process to other business areas in where the
staff has responsibility. Currently MOE IT does not have a documentation culture so IT
functionalities are not clarified and not shared among the staff and organization. For example, if a
member retires or quits the job without documentation, the process and knowledge that the member
has will be lost (This situation already appears in other business areas of the MOE). Thus, MOE IT
has a certain risk of its business continuity.

Even if the business areas and involved roles are different from the tablet deployment design case,
the steps to create business process are basically same, like the following processes:
1. Identify categories and roles involving the business process
Check the restrictions or backgrounds of the process
Draft the business flow
Specify the management factors for each process
Discuss the flow with stakeholders

AN

Approve the flow
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The consultants showed the methods to define and record business process shown as above and the
MOE IT Staff learned the creation steps one by one with the consultants. Expansion of the
documented area will mitigate business continuity risk and will provide sustainability to MOE IT

I1l. Mobile Device Management Software Implementation

Motivation

Given the high functionality of an Apple iPad, MOE IT wanted to implement software that would
manage the functionality of an iPad to maximize the educational value of the device. Low
bandwidth throughout the school system required devices controls to be operational offline, and an
already overburdened staff required a system that would need very low maintenance. Given that
students would hold onto a device for the entire year, devices would need to be secure in
maintaining their preferences, as students would have ample time to try to modify restricting
settings.

Outcomes

1. Created software alternative to limit functionality without expending bandwidth

When the consultants decided to implement a Mobile Device Management system, they did not
anticipate the long list of requirements that would be set to make the project viable. Requirements
often indirectly conflicted with each other, so over time the team and the client met to determine
prioritization for each requirement. After considerable vetting, the consultants narrowed the most
significant requirements to be as follows:

* System must be based in the Ministry of Education

* Devices must be restricted from accessing high-bandwidth/explicit content
* Devices must be limited even if they cannot connect to the MDM

¢ System must be free or with low and one-time cost

The consulting team used extensive research, debate, and models to design a business process by
which the most significant requirements could be met. Given that the software given to the
consultants was fixed, our process became an instance of configuring existing software as opposed
to bringing in new software.

2. Designed setting criteria for incoming iPads

The team then met with existing stakeholders within MOE IT and the Division of School
Management to design a set of limitations that would be imported into iPads as part of a
Configuration Profile. Once criteria were written, a process was designed which would allow
administrators, lab attendants or students to apply all software limitations to a single iPad through a
web interface or multiple iPads through a desktop application. While an intranet connection would
be required for a one-time installation, it would not be required to maintain those limitations.

3. Configured OS X Servers to support functionality

Multiple servers were configured to support different functions of the MDM. Authentication,
Configuration Profile and Caching were configured on different systems and each computer was
built with additional features to support the overall management of the devices and the entire
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ministry.

The process behind implementing an MDM kept in mind that if the team chose to implement an
Apple system, we would be able to rely on Apple Support given the purchasing plans of the MOE.
However, over time it was realized that as the MOE IT purchase did not qualify for the support the
consultants were anticipating given the location, the team had to again alter plans of requirements
and implementation.

Systems were designed with the user experience of an administrator in mind. While processes were
used extensively to integrate the system without relying on consistent Internet, the process was well
documented. With that in mind, the MOE IT staff will need to be diligent in making sure steps are
not skipped, or they will run into problems down the road dealing with this system and this software
will potentially be abandoned.

With respect to Mobile Device Management, no development experience will be necessary to
operate this system from a user or administrator perspective.

Recommendation

In future endeavors relating to an MDM, the consultant team recommends focusing on paid and/or
offline systems. Given the uncertainty of future Internet access, it seems that systems are more
likely to be sustainable if they focus on internal services.

With that in mind, the team does recommend services that connect schools to the MOE and to other
schools. While infrastructure is not reliable in endeavors off of Palau, the infrastructure is reliable
when contacting one school from another.

IV. Extended Network Access Implementation

Motivation

To use the tablet devices in different areas of the schools, all classrooms with tablet users needed to
have a wireless network; but before the student consultants came to Palau, the schools did not have
any wireless environment. Therefore, implementation of wireless network became an essential part
of the tablet deployment program.

Tablets will be provided into all 16 elementary schools in Palau. However, the student consultants
were only in Palau for 10 weeks. Thus, the consultants implemented the extended network into one
school, Koror Elementary School (KES), as a model case. MOE IT will eventually deploy the
extended network to other 15 elementary schools based on the KES network design.

Outcomes

Based on the KES’s current network, the consultants implemented the following items:

1. Create “Physical Network Diagram” and “Logical Network Diagram” for KES
Define “Network Policy” (Basic rules for IP addressing, naming of hosts, and port usage)
Define “Network Design Process” (General steps to design new or extended network)
Configure and evaluate network devices in the lab environment

U

Implement new access points into KES
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1. Create Network Diagrams for KES

As the first step of this task, the consultants created network diagrams after site surveys of KES,
because MOE IT did not already have network diagrams. The diagrams consists of a physical
diagram and a logical diagram (see Appendix. I ). Each diagram has the information below.

(Physical Diagram)

Location of device

Cabling route between devices

Name and type of device

e Photos of location and device
(Logical Diagram)

e Logical structure of devices
e [P address and network segment information
e Manufacture, Model, Hostname,
e Port information (Port number, Link speed, and Duplex setting)
e Physical location

2. Define Network Policies

MOE IT did not document rules for network design (though they had some rules) so that the
consultants defined the rules for the following items and documented them:

Rule for IP addressing
List of IP address

Rule for host names

Rule for port usage

3. Define Network Design Process

Based on the KES case, the consultants documented the general steps for network design which

consist of the following twelve steps (Please see Appendix. N for detailed information):
1. Fix purpose of new network

Pre-survey (Off-site, before visiting the site)

On-site survey

Create network diagram (Current)

Design new network (Create future network diagram)

Specify requirements for new network

Purchase new devices and cables/outlets

Configuration of network devices

e T R o

Test new network (Lab environment)
10. Implementation and Test (On-site)

Palau Ministry of Education Page 9 of 136
Andrew Schwartz & Yasuyuki Nishihara, Student Consultant Aug 8,2014



11. Follow up the 1% business day after implementation
12. Update management documents

4. Configure and Evaluate Network Devices

After the designing processes described above, the consultants developed a lab environment in the
MOE main office. In the environment, they implemented a virtual KES segment and tested whether
the network devices and some applications worked correctly.

5. Implement the Network Devices into KES

After evaluating the test result, MOE IT staff and consultants implemented the new network devices
into KES.

These processes above can be replicated for the other school’s network by the MOE IT staff
because the consultants clearly showed (and documented) the processes of network design and
implementation. Of course the detailed settings should be modified depending on the current
environment of each school; but the steps to design and to implement the extended network are
common as “the general steps to network designing” shows. Thus, the MOE IT staff can deploy the
extended network to the other fifteen schools.

Recommendation

A Routing protocol should be implemented in order to expand the MOE’s network flexibility and
use the network in a more dynamic fashion. The consultants had to move this recommendation out
of the scope of this project due to time constrains with the TCinGC program. However, the
consultants strongly recommend the implementation of the following.

The Current design of MOE’s WAN is like the following image.

:Source-NAT for
Outbound Transaction
by Router's WAN Address

MOE Office Se Default Route

Server

MOE WAN Segment
(PNCC Wide Area Ethernet)

NG Default G/W

NG OK

School C Segment School A Segment
School B Segment

The routers of each school and MOE’s WAN belong to the same network segment (MOE WAN
Segment). Currently, the routing protocol is not working in the MOE network which causes each
router to only know the segments that it itself has. As a result, the hosts in the network can only
communicate with the device in the same network segment and devices directly connected to the
router. For example, if the devices under school A router wans to access the server in MOE WAN
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segment, the transaction can reach to the server; but the return transaction cannot reach the device
because the router which the server belongs does not know the school A segment. To avoid this
problem, each router in the MOE WAN segment sets the source-NAT (Network Address
Translation) on the WAN interface. This configuration translates the source address of the device in
the school segment to the router’s WAN address so that the return transaction from the server can
access to the school router. The school router re-translates the destination address into the original
address of the device, and the transaction is completed.

This NAT setting fixes one of the transaction problems (in the chart, “School A Segment” case).
However, the server in MOE WAN segment still cannot find the devices under the school routers
(“School B Segment” case) and the devices cannot access the servers in the MOE office segment
beyond the MOE office router (“School C Segment” case. It is the same as the case nodes
communicate between two different school LAN segments). Only Internet requests work beyond
the MOE office router because the default route of the router is set towards the Internet (All
transactions whose destination is unknown to routers head to the Internet communication line).

Currently, the NAT setting may meet the MOE’s network requirement. However, if the MOE wants
to manage the nodes on the school’s LAN from the MOE office or MOE WAN segment, the NAT
setting will need to change. The current NAT setting consumes unnecessary CPU power of the
router, and may affect its performance.

To keep the capability of the network, the MOE should implement a routing protocol and make all
routers know the neighbor segments. Fortunately, the scale of the MOE network is small (each
school has only one or two segments), and the network structure is not changed dynamically (there
is no redundant network structure). Based on these conditions, basic routing protocol (like RIPv2 or
OSPF) can cover the whole network. The implementation steps of routing protocol are shown as
below:

1. Design routing topology based on the future requirement for the network
Choose the candidate of routing protocol based on the network design
Create configuration of routers and test them in the lab environment

Create transition plan for live network

U

Implement routing protocol into the live network

V. RADIUS System Implementation

Motivation

As the wireless infrastructure expands, a non-enterprise security system was becoming less
applicable to the environment supported by MOE IT. Single passwords for entire networks allow for
the high probability of unauthorized users, who will request just as much bandwidth as a regular
user. With bandwidth at a premium in Palau, restricting access is pivotal to allowing key users to
have a productive time online. As such the implementation of an enterprise authentication system
was necessary to prevent unauthorized access.

Outcomes
1. Configure Open Directory service to replace existing MOE LDAP server
The consulting team worked to build an LDAP - Open Directory system on an Apple OS X Server.
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The new OD server was tested against multiple services that are used in the MOE and were
currently using the original LDAP server. The consulting team was not able to fully move the MOE
over to the new server, but was able to provide the system and documentation to do so when the IT
staff is ready. In addition, the services that were set up were configured to authenticate through the
OD server. As multiple servers were configured, the devices could be easily set to integrate load
balancing and failure recovery.

2. Configure FreeRADIUS system to meet MOEIT’s needs

The team configured FreeRADIUS, an open-source authentication system, to allow for future
expansion of wireless access points. Given that the team had devised a naming scheme for all
devices, it was possible to hard code future names and IP addresses into the RADIUS configuration.
The authentication system was also connected to the Open Directory Service created on the same
machine, and documentation was provided for future configuration.

VI. Additional Recommendations

MOE IT Management Enhancement

MOE IT has the responsibility to manage whole enterprise system in the MOE. The current MOE’s
IT management, however, is not well defined and is not working in some essential IT management
areas (several problems occurred in such management areas due to lack of the management
processes).

The student consultants had brainstorming sessions with the community partner about MOE IT
management enhancement (Please see discussion materials in Appendix. S). Through the sessions,
the consultants created guidelines to strengthen the management. The path is described as the
following steps;

Know your systems

List up current problems for MOE IT and drill down the root causes of the problem
Analyze common/significant IT management areas where the causes are covered
Define rules/procedures to manage the targets in the IT management areas

Nk -

Implement the rules/procedures into the MOE IT’s actual business environment
6. Evaluate the IT management areas regularly

1. Know Your Systems

First of all, MOE IT should clarify what the MOE enterprise systems are. Knowing the systems well
is the foundation of all IT management processes. The IT staff cannot manage the systems that the
staff does not know well. In order to understand the systems, documenting the list of the systems
(called “System Ledger”) is quite helpful. The list should have the following attributes:

1. Components of the System

® Purpose of the System

® User of the System
® Hardware, Software, Middleware Information (Manufacture, Model, Version, etc.)
® Interfaces between relative systems
® Functionality of the System
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® Network Information
® Developer Information
2. Components of the system operation
® Dairy Operations
® Operator Information
® Seccurity Requirement
® [mportance of Business Which the System Supports

All systems that the MOE has should be recorded in the ledger. The relationship between the
systems can be described as “System Structure Diagram” (Bird’s Eye View).

2. List problems for MOE IT and drill down to the root cause

Problems that have already occurred in MOE IT could come from a wide range of a lack of the
essential management process. Each problem has a direct cause and each direct cause may have root
causes. By drilling down the direct cause, the root causes may be found.

For example, MOE IT received the report from the principal of Melekeok Elementary School that
the uplink transaction to the MOE main office from the school was not working properly. The direct
cause was that the router’s configuration (about DNS setting) was not correct. However, the direct
cause also had some root causes (management issues) like the following questions:

® How to design the network?

® How to store the correct configuration?
® How to check the implementation?

® How to observe the network?

® How to record the failure?

3. Analyze common/significant IT management areas where causes surface

These causes should be mitigated by management activities. To enhance the overall process, the
common causes (problems happen frequently) or significant causes (problems have significant
impact on MOE business) show IT management areas that are currently weak or missing. These
areas could be the target of IT management enhancement.

4. Define rules/procedures to manage the targets in the IT management areas

After fixing the target areas, the actual activities to manage such areas should be defined. To think
about activities, a global standard of IT governance will be helpful to get an idea. For example,
COBITS provides definition of management areas in I'T governance and also provides examples of
activities for each management area. Implementing COBITS would never be recommended because
the framework is too huge and complicated to apply to MOE IT; But just looking through the
information will be quite useful in defining feasible management processes for MOE IT. Based on
the feasible ideas of management process, the actual rules or procedures for IT management will be
established.

5. Implement the rules/procedures into MOE IT’s actual business environment
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The rules or procedures should be implemented into daily operations. Each rule or procedure should
be documented and MOE IT staff should understand them before implementation (some training
may be required for implementation depending on the staff knowledge level).

6. Evaluate the IT management areas regularly

After implementation, evaluation process on a regular basis is quite important in order to have an
effective management process. Evaluation methods and timing are varied in the management areas,
but the process is evaluated based on numerical facts, quality of working, the occurring problems,
and ideas for improvement. It is also important to report evaluation results to the MOE Management
Team on a regular basis. It cannot be stressed enough that without this last step, the overall
enhancement will not take full effect.

Technical Strategy Planning

In future endeavors, the consultants recommend to put sustainability before cost. The consultants
were given a system because of its features and its non-cost. Because of this, software was built on a
system that may or may not be stable. While opting for the feature release may be more beneficial in
terms of showing productivity up the chain, it is more difficult to guarantee that these systems will
be as easy to maintain as if a stable release is used

Feature release systems are more applicable to organizations that have the resources to dedicate to
solving technical problems. From what our team observed, the MOE IT staff is only able to do its
traditional tasks by working extreme hours. With this in mind, we would advocate that sustainability
be the number one goal, above any other requirement. When considering options, look to those that
have a long-standing history of sustainability as opposed to systems that have new features.

In future endeavors, changes in technological structure should be accompanied by discussion
relating to sustainability. If certain software has not been certified by the manufacturer as a “Stable
Release”, there should be significant question as to whether or not such a system can be
implemented. In addition, if the manufacturer does not have technical support, the IT department
should read user manuals and discussions should be had on those user interfaces before sinking
significant finances into products. In essence, before new technology is purchased, the IT
department and all members who will have to provide technical service should certify that the
product will be easy to maintain. Online resources provided by the manufacturer of the software
should be used to educate the IT department in making such a certification.

Web Content Filtering

Consider implementation of Ministry-Wide Content filtering. In the MOE and in other areas of
Palauan Government, there has been but one major contributor to the delay of productivity:
Facebook. In the US, Facebook has one specific effect on productivity, which is that people are not
working as much as they should be. But in Palau, that factor is more than doubled. In other areas of
Palauan Government, studies have been conducted which have shown Facebook to be the number
one use of bandwidth within an organization. Not only does the usage of Facebook and other forms
of social media disrupt the flow of the workday, but it also prevents people who are working from
using the network from being productive.

With that in mind, social media is one but many sites that are not used for productivity and still use
a consistent level of bandwidth throughout the Palauan public sector. These services can include
streaming, messaging and piracy sites. And while the MOE currently does block certain ports, it
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cannot start blocking sites without policy drafted by the heads of the MOE.

In the coming years, the amount of devices on the MOE network is going to skyrocket. While the
team cannot estimate the amount of devices currently using the network, the 1,000 tablets coming
into the environment in the next few years is sure to put an entirely new stress on an already slow
network system. For individuals who rely on an external connection to do their jobs, this will
become an increasingly present issue in the near future.

In every element of the process and software development, the number one concern has been
preventing the expenditure of unnecessary bandwidth. In fact, even the consulting team has been
denied access to bandwidth at times because of this concern. With high speeds almost a decade
away, other changes will need to be made to allow employees who need internet access to be more
productive.

Bandwidth changes start with discussion within the Management Team. The Team must figure out
which types of services can be taken off the network without disruption to professional or personal
endeavors of staff that are considered a priority. Discussion should include whether certain services
should only be allowed after school hours. The IT department has numerous ways to prevent or
limit services based on time or user. Once criteria have been agreed upon within the Management
Team, a policy should be drafted and sent to all staff. Once comments have been received on such a
change, the policy can be revised to accommodate the general consensus of MOE staff and faculty.
Once the policy has been modified, the MOE IT staff can put such policy into place. The team
would recommend those discussions start as soon as possible.

Collaboration Services

As part of the TCinGC program, the consultants configured Mac OS X Servers to support Jabber
(Messaging) and CalDAV (Calendar) services without needing an external connection. With
confirmation on delivery of invitations and the ability to accept or deny a request, these systems can
save significant time for individuals who need to schedule for large groups. It is the
recommendation of the consultants that an effort be made to transition staff to electronic means of
communication and scheduling. As scheduling and messaging go digital, it will be easier to
collaborate in larger groups and in an organization where members are hours away.

The consultants provided user manuals on configuring and using this service, but the real manpower
will come from encouraging staff to step away from paper-based scheduling. While this system is
powerful, it is only as powerful as the amount of people consistently using it. In order for the
system to be more preferable than a paper-based solution, the system will need to be used daily by
the staff.

The consultants trained fifteen individuals before departure. The consultants recommend those
individuals be used to train others as soon as possible. The consultants recommend distribution of
the given user manuals to assist in implantation across the Ministry.
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Appendix C

Specification Document for Tablet Management Systems

1. Purpose
® The Ministry of Education (MOE) plans to purchase and deploy iPads for all gt grade students of 16
elementary schools in Palau. To support the deployment, MOE want to implement software(s) to manage
and configure the iPads. This program falls under the College Access Challenge Grant (CACG) under the US
Department of Education. The CACG budget must be used by November 14" 2014, so our program must
expend its resources by October 30" of this year.

2. Target Devices

® AppleiPad (250 devices). 50 devices will arrive by August 15, the rest of devices will arrive by October 30.

® 50 iPads will be implemented in two classrooms (25 students for each classroom) at Koror Elementary School
as model case. MOE will then wait for the appropriate timing to order the rest, watching for the launch of a
new model in October.

® 250 iPads are disseminated between 195 students + 14 principles + 25 teachers + 16 spare stock.

®  Existing Samsung Galaxy Tablets (400 devices) are out of scope in this project. MOE will launch a new project
to manage these existing devices based on the success of our endeavor.

® The iPads will initially be used within the school. The iPads can connect to each schools’ Wi-Fi network,
provided in the Admin Offices, Libraries, 8" Grade Classrooms, and Computer Labs. For now the devices
cannot connect outside schools like the student’s home network. In the future, students may be granted use
of networks outside the school.

3. Business Requirements
(1) Attributes of each iPad which the MOE wants to manage

I. Inventory Management Perspective

® MOE should know the user/current owner information of each iPad in order to correctly manage the
inventory information in Ministry of Finance (MOF).

® MOF assigns a “Property No.” for each iPad before sending them to the MOE. MOF will keep the
combination of “Serial No.” and “Property No.” on their inventory system. MOF will export their inventory
information to an excel file, and then send that file to the MOE.

® MOE will retrieve “Student ID” and “Property No.” from each school, so that they can combine “Serial No.”,
“Property No.” and “Student ID” into one table. MOE will then store the set of information in the MOE’s
inventory file (also an excel spread sheet).

® MOE should update the inventory information to MOF’s inventory system at least once a quarter. If the
device is lost or stolen, however, MOE will have to update the information to the MOF’s inventory system as
soon as possible.

Il. Tablet Management Perspective
® MOE wants to know basic information of each tablet for monitoring and security purposes, such as “iOS
version”, “Installed Applications”.
® Some attributes could be changed (Column of “Info” is “Dynamic” on Table 1) after deployment, so that
MOE wants to keep current status of these attributes on the system(s) (Column of “Update” is “Yes” on

Table 1)
® The frequency of updating depends on the system restriction (there is no specific requirement currently).
1
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Table 1: List of Candidate Attributes

# Attributes Type
1|Serial No Static
2[Model Name Static
3]iOS Version Dynamic
4]# Installed Applications Dynamic
5|List of installed Applications Dynamic
6|Available Memory Dynamic
7|Property No Static
8|Description Static
9|School Name Dynamic

10{Student ID Dynamic

11|Student Name Dynamic

(2) Functions of the systems which MOE wants to operate
® These are the typical functions that a Mobile Device Management (MDM) system could provide (Table 2).
MOE wants to implement the functions whose value of “Requirement” is “YES”: “Remote Wipe” and
“Remote Configuration Profile Change”.
® MDM system should provide such functions; but if the system does not support the functions, business
operations should provide alternative methods to cover the functions.

Table 2: List of Functions which MDM system generally supports

# |Typical Functions Requirement
1|Remote Lock No
2[Remote Wipe Yes

| 3|Password Reset Device | | No |
4 User No

| _5|Password Policy Setting Device | | No |
6 User No
7|Remote Configuration Profile Update Yes

| _8|Function Limitation Camera No

-9 Bluetooth ] No

| 10| Wireless Connection No

11 Tethering No

12|URL Filtering No

| 13|Application Controll Install No
| 14| Uninstall No

15 Software Update No

16|Screen Capture No

17|GPS Location No

2
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4. Selecting MDM system

(1) Considerations

® Most of MDM solutions cannot be selected for the following two reasons:
» Cloud-based MDM solutions cannot be implemented in Palau because the Internet connection is
unstable and its bandwidth is too narrow to work cloud-based solutions in the country.
» MDM solutions are basically charged depending on the number of devices year by year. MOE does not
like this type of payment scheme due to the structure of grant.
® Apple provides software solutions to manage Apple products. They work on the Mac OS server (on MOE
intranet) and they are free so that we choose Apple Suites (Apple Configurator and Apple Profile Manager)
as the candidates of MDM solution.

(2) Modifying Requirements

® The attributes that the Apple Suite can handle are limited, and the functions that the Apple Suite can provide
are also affected by the Internet restriction. Hence, we have to modify the requirements to align with the
capability of the software products.

® “Apple Profile Manager” has MDM services to manage Apple devices remotely via network. However, just
like all MDM services that interact with apple products, this service is completely based on the Apple Push
Notification Service (APNS). After weeks of testing it was determined that APNS could not be relied on given
the limited bandwidth accessible at the MOE and its schools. While it is still possible to have the functionality
is possible in the system, we were not able to prove a level of success significant enough to feel comfortable
using it in our system.

® We decided to develop the MDM system based on “Apple Configurator” by covering lack of the services and
functions by business operations or by exclude MOE’s requirements.

® The modified requirements (attributes and functions) are shown as below:

Table 3: Modified Attributes

# Attributes Type Information Strage Storage Responsibility
1|Serial No Static Spreadsheet in MOE MOE Staff
2[Model Name Static Spreadsheet in MOE MOE Staff
3|i0S Version Unavailable - -
4|# Installed Applications Unavailable - -
5|List of installed Applications Unavailable - -
6|Available Memory Unavailable - -
7|Property No Static Spreadsheet in MOE MOE Staff
8|Description Static Spreadsheet in MOE MOE Staff
9|School Name Dynamic Spreadsheet in MOE School Administrators

10|Student ID Dynamic Spreadsheet in MOE School Administrators

11[Student Name Dynamic Spreadsheet in MOE School Administrators

3
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Table 4: Modified Functions

# [Typical Functions Original Requirement Software/Service Availability Conclusion
1|Remote Lock No APNS No Out of Scope
2|Remote Wipe Yes APNS No Out of Scope

| 3|Password Reset Device No Configuration Profile Yes -
4 User No Open Directory Yes -
| S|Password Policy Setting |Device No Configuration Profile Yes -
6 User No Open Directory Yes -
7|Remote Configuration Profile Update Yes APNS No Manually Control
| _8|Function Limitation Camera No Configuration Profile Yes -
| 9] Bluetooth No Unavailable No Out of Scope
| 10] Wireless Connection No Configuration Profile Yes -
11] Tethering No Unavailable No Out of Scope
12|URL Filtering No Configuration Profile Yes -
| 13|Application Controll Install No APNS No Out of Scope
| 14] Uninstall No APNS No Out of Scope

15 Software Update Yes APNS No Out of Scope

16|Screen Capture No Unavailable No Out of Scope

17|GPS Location No Unavailable No Out of Scope

5. System structure
(1) Software
® Apple Configurator
® iPad’s User Table (Spreadsheet)

(2) Hardware

® “Apple Configurator” runs on an Apple Mac mini server at MOE. Detailed specifications show as following.

Please also note that both Profile Manager and Apple Configurator can be run and accessed by any new

Macintosh Computer.

Minimum specs needed: core duo i7 2.3GHz, 64GB SSD, 8GB RAM, GB Ethernet, 100MB Ethernet.

® The iPad User Table (Spreadsheet) will be stored on existing file server.
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(3) Network Structure

® Network Structure of MOE and each school is shown as below.

® Internet and Intranet connection may be a restriction to use devices via network due to its bandwidth.

MOE Intranet High Speed Intranet

Internet

DSL connection (13 schools)
768Kbps

& e @0
[ | S Networ
N Router APs iPads
N
N . .
20Mbps [ . Wi-Fi bridge connection (1 school)
[ S W ‘
Y
&1L

Low Speed Intranet

Apple Configrator DNS Dial-up connection (3 schools)

Apple Property Manager
Dial-up ‘
ey =< oy R4

Open Directory (RADIUS)
33Kbps

il

Remote
Access Server

Internal Server

6. Functions
(1) Apple Configurator
® Apple Configurator can manage the configuration of iPad’s via USB connection:
» i0S update
»  Configuration Profile
<> Group and User Settings
»  App and Document
»  Wall paper and Lock screen
»  Device name

<> Organization Information — Name, Phone, Email & Address
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(2) Configuration Profile

Category Function (Y/N) Comment

Passcode Allow User to have repeating, ascending, or
(Device) descending character sequences

Require at least one letter
Minimum Length

Amount of time before user must change
password

Amount of new passwords before reuse

Specify which Access Points the device can join
Allow User to Change Password
Allow User to Set Lock Message
LVl S Allow In-App Purchases
Allow Install Apps
Allow Uninstall Apps
Allow iBooks Store
Allow Youtube
Allow Game Ceter
Allow Movies/TV Shows
iCloud Allow iCloud backup
Allow iCloud keychain
Allow iCloud document sync
Allow iCloud photo sharing
S LLEE Allow Camera
Allow connection to other computers
Allow Facetime
Allow Screenshots
Allow Airdrop
Allow iMessage
Allow Siri
Allow Notification Center
| Allow Control Center
Allow Passbook
Allow Airplay
Blacklist Block Specific websites
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(3) iPad user table (Spreadsheet)
® Edwel has built a website which teachers will enter their student device data into.

® The website will use our Open Directory Server to authenticate

7. Interfaces
(1) Apple Configurator
® Create Configuration Profiles and install via Apple Configurator
® Update new Configuration Profiles onto iPad from MOE to iPad’s on school LAN via Apple Configurator or via

a web interface set up on the Collaboration Server.

5 Apple.com

Internet

#1
Configurator Configurator
#6 “Intranet School #3
-= —_(WAN) LAN =E
Spread #2 #4

%

Sheet 0
iPad #5 iPad

#1 Download latest information from Apple
#2 Update iPad's config via Configurator —
#3 Update Configrator setting via network 7/~ School
#4 Update iPad's config via network LAN
#5 Update Configurator setting via physical method

(for Dial-up schools)
#6 Export info in Configurator to spreadsheet

G

8. Security
® Administrator(s) and the MOE IT Department can access Apple Configurator and Apple Profile Manager with
a specific ID and password. All configuration profiles will need a password combination to be removed.

Network access control on router in MOE prohibits to access from outside MOE network, such as schools.

9. Operations

® Please refer to “Business Flow Diagram” to grasp big picture of the new deployment flow

Palau Ministry of Education Page 29 of 136
Andrew Schwartz & Yasuyuki Nishihara, Student Consultant Aug 8,2014



Appendix D

,oiedaly,

,oiedalyg,

(+) @|yoid woduwi| ‘'uQ <- uoisintedng

3|1J01d 1SN ||eIsu|

sbumeg
||eIsu| - (Juspnisauspnis) - sedinepAw/sowisbeuews)yoid

3|1j01d Isni| peojumo( - JouioD 1By doj ul sweN uo 311D

peojumo( <- sBUMag < - 19sn uo 211D

(uojjowyaiBauleomalpue) - 1ebeuews)ijoid/eowriebeuews|yold

uondudsaq

Ajuo1saL JON

1531 S pPue JON

sped! a|dnnpy
ojuo sbumes peo

ped! auo
ojuo sbumas peon

sBumes ped! 19

3|}4o.d Isn4| /3| 14old
uoneinByuo) woduw

e
i3sni| peojumoq

a|ljoid uoneinbyuo
peojumoq

8|01
isnu] peojumoq

a|ljoid uoneinbyuoD
peojumoq

9|4oid
uoneinBlyuoy e1eal)

sBumes sejepdn aaey ued sedinep a|dinw 1ey) s sped!
s|dijnw o01uo sBues peo| 01 JUeM | J01eNSIUILPY Ue Sy

paiepdn aq ued sBumaes ad1A8p ay1 1eyy os pedi
a|Buls e 01UO SBUINSS PEO| O} JUBM | JO1EISIUIWPY U. Sy

ped! ue 0juo 8|o.d
uoneinBiyuo) ayy puokeq suonesnBbiyuod [euonippe
||e1sul Kew | 1Yy os JojeanBiuo)) eddy jo sbumas
oy} a1e61ABU 0] B|ge 9 0} JUBM | 10]elISUIWPY Ue Sy

ped! ue oyuo
11 peO| ued | Jey} Os 3|1joid uoneInBluoD) paleald Apealje
ue podwi 0} 8|qe 8q 0} JUEM | JO1elISIUIWPY Ue Sy

a21n8p Aw e1epdn Aew | 1ey) os ped! Aw
01 Apoaulp 9|1joid 159 AW peojumop 0} 1uem | Uasn e sy

ao1nep Aw e1epdn Aew | 1ey1 0s ped! Aw 01 Apoalip
3|1y01d uoneinBuoD) AW peojuMOop 0} JUBM | 48S() e Sy

aA1929p e a1epdn Aj32au1p 4o Joleinbiuo)) a|ddy ul
way} asn Aew | 18y} 0S ped! 40 1aIndwod e 01 JON dY1 Jo
3|1J01d 1SNI| Sy} PEO|UMOP O] JUEM | JOIRAISIUILPY Ue Sy

a21nep e a1epdn Apoalip

01.0 JojeinBiyuo) a|ddy ur wayy esn Aew | 1eyy os
ped! Jo seindwod e 01 uesn Aue Jo s|ijoid uoneinbyuo)
51 PEOJUMOP 0} JUBM | JO1ENSIUIWPY Ue Sy

wiay1 ssedoe Aew siasn 1ayio pue jjasAw 1eyy os o|ijoid
uoneinBiuoY) e 81ealD) 0] JUeM | JOIRASIUILPY Ue Sy

sa|1joid uoneinBiuo) Aw ssady Aew | 1@y os

u| 6o 1aBeue| a|1jold o1l 6507 03 JueM | JOIRASIUILPY Ue Sy
dsel fioys 1asn
1SITID3IHD 1S3L INAIN

JojeinByuo)) sjddy

JaBeue|y aj1jold

KioBore)

Page 30 of 136

try of Education

inis

Palau M

Aug 8,2014

Andrew Schwartz & Yasuyuki Nishihara, Student Consultant



Appendix E

Palau Ministry of K.ducation
Configuration Profile Creation Guide

MOE Information Technology - Last Updated August 1, 2014

B Safari Fie Bdt Vew Hmtery Roskmarks  Window  Help

) 004+ FT4 QK
000 Cerver s
[« » | 22| 4+ () ooneon mee L0
@D T Ak Kowd Fonbed Ty Shigrés Ve WewsT PepdheT 2L < rid |

Welcome to OS X Server

Profio Manager g Xeoce
7

am (')M/Somgs

CONFIGURATION PROFILE CREATION GUIDE

Palau Ministry of Education Page 31 of 136
Andrew Schwartz & Yasuyuki Nishihara, Student Consultant Aug 8,2014



Introduction

Welcome to the Configuration Profile Creation Guide!

Before we get started, let’'s make sure that our groups and users and set up on OSX Server.
When we create a configuration profile, we do so on a user or group that we have already
created in Open Directory.

Now that we have our users and groups configured, let’s go to c00sv06.moe/profilemanger
We will have to log in 2 times as an administrator, once to log into the MOE system and once
to log into the profile manager itself.
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Now that we have logged in, we have to select either the user or group for which we would
like to edit settings. NOTE: You can only edit the settings of the users or groups that MOEIT
has authorized you for. If you are MOEIT staff, you should be able to edit any user or group.

Once you have selected a user, go to settings and then click edit. The window that pops up
will allow you to configure specific payloads for any setting that you would like. To create a
payload, click the category and begin. Do not edit payloads in the OSX level. These settings
will not apply to the iPad When you are finished, click Save.

CONFIGURATION PROFILE CREATION GUIDE 2
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Payload Configurations

A Configuration Profile is made up of Payloads. Each payload contains a number of optional
setting modifications, all of which are optional with the exception of the “General” payload.
The Payloads are as follows

OS X and iOS

General - Information to be displayed and Configuration Profile removal settings
Passcode - Modifies how a user can set or change the opening passcode
Mail - Skip this Configuration

Exchange - Skip this Configuration

LDAP - Skip this Configuration

Contacts - Skip this Configuration

Calendar - Skip this Configuration

Network - Skip this Configuration

VPN - Skip this Configuration

Certificate - Skip this Configuration

SCEP - Skip this Configuration

Web Clips - Allows you to set links on the home page of a user’s iPad
Security & Privacy - Additional Passcode Configurations

i0S

Restrictions -> Functionality - Restrict access of Hardware or external access
Restrictions -> Apps - Restrict types of applications based on rating
Restrictions -> Media Content - Restrict media based on rating

Global HTTP Proxy - Skip this Configuration

Web Content Filter - Blacklist any websites

Single Sign On - Skip this Configuration

AirPlay - Skip this Configuration

Subscribed Calendars - Skip this Configuration

APN - Skip this Configuration

0sS X

Skip All Configurations

Payloads which are marked as “Skip” do not add necessary functionality to the MOE and as
such are not included in this manual. A set of potential default settings, created by the
consultants, MOE IT and MOE DSM will also be included as part of the overall TCinGC
Report. Note: The pictures in this document relate to the settings in the default profile
created, not the suggested settings marked in Green and Red.

When Reading This Document
Refers to an input value. It refers to a number that you will be able to chose in
creating the Payload

Settings in Red should not be configured / Settings should be unchecked
Reminder: You are not required to configure all settings

CONFIGURATION PROFILE CREATION GUIDE 3
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General

- Organization - Information to be Displayed if User looks up Profile
- Description - Information to be Displayed if User looks up Profile
- Consent - Information to be Displayed if User looks up Profile

- Security - Part of what makes Configuration Profile settings so appropriate for students is

that the settings can only be removed if you want them to. There are 3 levels of security
- Always - Students can remove their profile settings at any time

- With Authorization - Students can remove the settings with a passcode.However,
understand that these passcodes can only be changed by uploading a new configuration
profile, so keeping the code secret is very important if this option is chosen

- Never - Profiles can only be removed by connecting the device back to the computer
from which the profile was originally uploaded or by wiping the device and starting from
scratch with a Jailbreaking application.

- Automatically Remove Profile - If you are planing on updating profiles on a yearly basis, it
may make sense to have profiles remove themselves automatically, making it easier to
load new profiles.
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Passcode

Allow Simple Value - Allow the passcode to be extremely easy to remember or guess
User could set passcode to 0000, 1234, 2345, etc

Require alphanumeric value - Prevent user from setting 4 digit code
User would be required to put at least one letter in passcode

Minimum Passcode length

Minimum number of complex characters

User would be required to put at least ____ letters in passcode
Minimum Passcode age - Require user to change passcode every ____ days
Maximum Auto-Lock - Require device to lock after ___ minutes of inactivity
Passcode History - When changing passcode, users can use old passwords after ____ days
Maximum Grace Period - Device will require password after _____ minutes of device locking

Maximum number of failed attempts - Device will erase after ___ failed attempts
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Web Clips

A web clip looks like an app on the home screen, but is actually a link. When configured, a
button will appear on the home screen, and when clicked will bring the user to the link you
directed. These can be very helpful if there are links that you would like students to to go
often

- Label - The name displayed for the clip

- URL - Where the web clip will take the user (a website link)

- Removable - Whether or not the user can remove the web clip

- lcon - The small picture that will be seen on the home screen (this should be a very simple
image)

- Precomposed Icon

- Full Screen - Makes web clip go full screen for the user
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Security & Privacy

Do Not Allow User to override Gatekeeper Setting
Prevents users from installing applications that have been deemed not appropriate
- Allow User to Change Password
Require password after sleep or screen saver begins
- Allow User to set lock message
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Restrictions Part 1 - Functionality

- Allow use of Camera

- Allow FaceTime
- Allow Screenshots - Allow users to take pictures of their current screen
- Allow Airdrop - Allow users to transfer files to one another using WiFi
- Allow iMessage - allow users to communicate with each other using their devices
- Allow Voice Dialing
- Allow Siri

- Allow Siri while device locked

Enable Siri profanity filter
- Allow user-generated content in Siri

- Allow removing apps
- Allow In-App Purchase

- Allow iCloud Backup - iCloud is Apple’s Cloud based data storage program
- Allow iCloud documents & data

- Allow My Photo Stream - Sync’s photos in the cloud to other devices

- Allow automatic sync while roaming

- Force encrypted backups

- Allow modifying account settings
- Allow modifying Find My Friends settings

- Allow Touch ID to unlock device - Allow fingerprint as password in newer apple devices
- Allow Passbook notifications while locked

- Show Control Center in lock screen

- Show Notification Center in lock screen

- Show Today view in lock screen

This is one of the more important payloads, as it relates specifically to what students will or
will not be using their devices for. It will be important to have discussions relating to some of
these choices.
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Restrictions Part 1 - Functionality
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Note: The pictures in this document and the setting selections shown in them relate to
the settings in the default profile created, which were created at a joint meeting
between the consultants, MOE IT and MOE DSM. For this profile, you can go to the
Profile Manager and download the profile marked “Class of 2019”

The suggested settings marked in Green and Red are based solely off of the opinion of
the consultant team.
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Restrictions Part 2 - Apps

- Allow use of Youtube
- Allow use of iTunes Music Store
- Allow Use of Game Center
- Allow multiplayer gaming
- Allow adding Game Center Friends
- Allow use of Safari
Enable autofil
Force fraud warning
Enable Javascript
Block pop-ups
- Accept Cookies - Allow websites to access information on the device relating to the last
time the user visited that specific site, also known as Cookies.
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Restrictions Part 3 -Media Content

Ratings Region -> Palau or United States
Allowed Content Ratings
- Movies -> PG-13
- TV Shows > TV-14
- Apps > 12+

- Allow explicit music, podcasts or iTunes U
- Allow explicit sexual content in iBooks Store

, W Safari Hee Bdt Vew Hetery Roskmarks Wedow Help - emma—— - e —r . Ot T QLMK
oo Profie Manager: Cooupe: Settings for Claw of 2019 .

oAl Settings for Class of 2019
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Web Content Filter

The Web Content Filter gives you, the administrator, the ability to restrict what sites a URL
can access. There are two ways to restrict content, a Whitelist approach and a Blacklist
approach

Permitted URLs

A Whitelist approach blocks all websites except those specified on the list. This is an
appropriate option if you have a fully dedicated IT staff who could constantly update this list,
but not appropriate for the Ministry of Education

Blacklisted URLs

A Blacklist approach allows you to restrict specific websites like Facebook or twitter, while still
giving students the freedom to browse other sites that you may be unfamiliar with. It is the
strong recommendation of the consultant team that social media sites be blocked.
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Make sure when you have finished setting payloads, you click Save.

Congratulations! You have now created a Configuration Profile.
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Once clicking save, you will see next to the “Edit” button there is a “Download” button. In
addition to downloading the Configuration Profile through Device Manager (Explained in the
Configuration Profile Implementation Guide). You may download this profile by clicking this
download button. Remember when clicking this button not to install the Configuration Profile
on your own machine. When you download the profile, System Preferences will open up and
prompt you. Click “Cancel” at this time. More information on this is available in the
Configuration Profile Implementation Guide for Administrators.

If you download the Configuration Profile from this site, You may now use Apple Configurator
to install the profile onto multiple devices. In addition, the Configuration Profile will now be
available for download on Device Manager.
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Appendix F

Palau Ministry of K.ducation
Configuration Profile Implementation Guide

MOE Information Technology - Last Updated August 1, 2014
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Hello! Welcome to the Configuration Profile Implementation Guide for Users!
We will start by opening up your iPad and going to c00sv06.moe / mydevices (Shown Above)

We may have to log in 2 times, once to log into the MOE system and once to log into the
device manager itself. Your username and password are the same as what you use to login to
the wireless network

P ¥ £33 v -
I § CO08V06.moe (v

My Davices

My Devices

Settings for Class of 2019

Je=t

Show Conmterts

Trust Mroflle for Palau MO IT

fom
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Once we login, we will see multiple download buttons. Start by downloading the trust
profile. When you click the download button next to “Trust Profile For MOE IT”, you will be
prompted to install it on your device.

Pataling the cwtificate “Palau MOE IT Open Dvectony
Cortioation Amosty” wil 50 1 10 The bt of brusted
Cwficates on your Pad

Once you have done so, you will be redirected back to the device manager.
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You will then click the configuration profile group which best reflects who you are. In most
cases, there will only be one group. You will again be prompted by your device to install the
profile, and once you have done so your installation will be complete.

AUNG TN O Wit CRANGE SANINGS 0N your Pad

crus

Once Imiafiod. Pis profile cant Be removed wilhout
aarorirason

Congratulations! You have now installed a configuration profile on your device!
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Appendix G

Palau Ministry of K.ducation
Administrative Configuration Profile Implementation Guide

MOE Information Technology - Last Updated August 1, 2014
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Hello! Welcome to the Configuration Profile Implementation Guide for Administrators!

To begin, we must make sure we are using a Mac OSX machine with Apple Configurator
Installed. BEFORE YOU OPEN APPLE CONFIGURATOR, UNPLUG ALL DEVICES FROM
THE MACHINE WHICH DO NOT NEED TO BE CONFIGURED. In order for apple
configurator to work properly, you must have an internet connection and the latest version of
iOS downloaded onto your machine. You can download the latest iOS software update
through iTunes. Please note that downloading an iOS software update can take days or
weeks. If you have already received a Configuration Profile via email or have it on your hard
drive, you may skip to page 4.

We will start by opening up your Computer and going to c00sv06.moe / mydevices
We may have to log in 2 times, once to log into the MOE system and once to log into the
device manager itself.

B Safart bde bt Vew Matory Bookmarks  Window  Melp o) % QK
‘B0 My Dov -
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Once we login, we will see multiple download buttons. Start by downloading the trust
profile. When you click the download button next to “Trust Profile For MOE IT”, you will be
prompted to install it on your device. DO NOT INSTALL THE PROFILE ONTO YOUR
DEVICE. Click cancel when prompted. You will then click the configuration profile group
which best reflects who you are. In most cases, there will only be one group. Again, click
cancel when prompted to install the profile on your device.
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We will now open Apple Configurator. If you do not have an internet connection, the
application will not successfully open. Click “Prepare” and turn supervision to the on
position. Once that is done, name your iPad and put your organization in “Organization
Info”

CID Asee soem
Name: | Factory Default
[ Number sequentially arting at 1
supervision: [Nl | Organizavon méo_.
™ Allow devices to connect b cther Macs
Update 105 Whee update s i

o Krase before Mstaling
Restore | Don't restere buckup

Profdes
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Click the + Button at the bottom of the screen. You will then be prompted to select your

Configuration profile. If you have just downloaded it, the profile will be in your downloads

folder. If not, navigate to where you have stored it. Remember to install both the

configuration profile and trust profile.

T A e
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Click “Setup” on the 2nd upper bar. You may skip any installation settings for the user in this
page. Then click Prepare at the bottom of the screen.

‘@eno Aopie Cantiguratos

Setiegs  dops D

Customize the snperiance of the dovice wivp avustant,

Once you click “Prepare” the computer will install the configuration profile on any device
which is connected to the computer. You may install these profiles on as many devices as you
would like. Remember that if a device does not have the most current iOS, apple configurator
will need to update the software before it installs profiles. This makes it very important to
have the latest software update for iOS already installed on the machine.

eno Aspie Corfigurator

ADMINISTRATIVE CONFIGURATION PROFILE IMPLEMENTATION GUIDE 6

Palau Ministry of Education Page 53 of 136
Andrew Schwartz & Yasuyuki Nishihara, Student Consultant Aug 8, 2014



iOS Software Update

If Apple Configurator attempts to download a new software update, it will be a long process
taking days or even weeks. As Apple Configurator was not built to download a file for that
long, it will be more appropriate to download the file with iTunes. If the file is stored within
iTunes, Apple Configurator will still be able to find it. To download this file with iTunes, close
Apple Configurator and unplug all devices. Then plug one device into iTunes that does not
have updates software and open iTunes.

iTunes will prompt you to download and install the update. Click “Download Only” and
wait for the download to complete. iOS update files are typically sized at 1 Gigabyte.

Once the download has completed, you will be ready to reopen Apple Configurator and

continue.
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Appendix H

Thursday, July 10, 2014
Configuration Profile Default Settings

General
- Organization Name: Palau Ministry of Education

- Removal with Password: qt68h

Passcode Settings
- Allow Simple Value
- Maximum Auto-Lock - 1 Minute

- Maximum Grace Period - 1 Minute

Mail Settings
- Incoming Mail Server - imap.palaumoe.net
- Outgoing Mail Server - smtp.palaumoe.net

- Maximum Grace Period - 1 Minute

Contacts, Calendar - Teachers

- To be set up at another date

Security & Privacy

- Users are not allowed to change their password

iOS Restrictions - Functionality
- Do Not Allow FaceTime

- Allow iMessage

Do Not Allow Siri

Do Not Allow iBook Store
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Thursday, July 10, 2014
- Allow Installing Applications

- Do Not Allow Removing Applications
- Allow In App Purchase

- Do Not Allow iCloud

- Do Not Allow Photo Stream

- Do Not Allow automatic Sync

- Do Not Allow Find My Friends

- Do Not Allow Passbook

- Do Not Allow TouchID

iOS Restrictions - Apps
- Do Not Allow Youtube

- Do Not Allow iTunes Music Store

iOS Restrictions - Media Content
- Movies: PG-13 and Below Only

- TV Shows: TV-14 and Below Only

- Applications 12+ and Below Only

- Do not Allow explicit Music

Do Not Allow explicit Books

Web Content Filter - Blacklist

- No Blacklist as of Now

Additional Configurations

Palau Ministry of Education Page 56 of 136
Andrew Schwartz & Yasuyuki Nishihara, Student Consultant Aug 8,2014



Appendix |

(z42) wg !/ (1-42) we,

dy 125 10U 0@
0T

I
1
I
I
1
I
1
I
1
I
I
I
1
1
I
i

STTET'00T ¥TTET'00T
(90de€Td) dv (sodegrd) dv
(n/a) LT 4/1 (n/a) 6T 4/1

/ 8T 4/l oz 4/

7 (T-3T) W,

1
I
1
I
1
I
I
1
I
1
I
1
I
I
1
i

ETTET 00
(vodegtd) dv

(n/q) Tz 4/1
Tz 4/

/ \ Adeagn /

& &

OBl sy ul
dv/#8s30u og

LCET00T

(n/a) €2 /11
4 m\_m

eETI) dV

Hd3 sniuasul

\ J9jeaday

C0C’ET00T 9z 4/l
$TSEI0DRIIU| BJUBSY
(TOMSETd) Youms T qeq

SPaaUu 11qe819 31n1ny 104 1A S| EOMSET? 4O ST 4/l

8002as SASINIT
(zomsgT0) 1a3eaday

cUCcl UUL
pTSEDI0DRII| DIUBSY
(€0MsET2) youms z qeq

0TZ'ET'0°0T o1 84/l
TN uoneIsodld mnbign
:o%ﬁu, dv ™~
VI
; INOO
: T0TET0°0T
¥2/0'TT'89T°Z61 \m (¥2) Youms Hqesdis yurl-q
Q ve 4/ (TOSWETI) Youms uren
MaN €4/l STl yant . .
TTZET'0°0T i (reroor
0TZE400Y :SSYd YIm 100 :QISS dNOSLEY ALLOMIN €1°0°00T
SOTdY eqnuy (TOMETD) 43I0y MmaN sS4/l
(00de€T3) dv Atesodway
jun puoweiq ‘oooooo
@ 150

-

ER]TTTe) c_E_u<\

19,

84/l (Ms 1uasi||2aul oN)
58-0T¥T dH
(POMSETI) Yyaums Aseaqry

E\o.mﬁ.o.oﬁ
¥2/0°0°0°0T M .

(Aseauswa)|g Joui0))
24nind - weudeiq yJomiaN |edi8o7

Page 57 of 136
Aug 8, 2014

ishihara, Student Consultant

10n

try of Educati

inis

Andrew Schwartz & Yasuyuki

Palau M



2040

TssepD Uig

/7 aooigpuz
€ 5se)) Y18

¢ssep yig

qeq 9duas

Aresqny

(jooyas Asejuawa|3 J010))

ainin4 - weigelq yJomiaN |edisAyd

Page 58 of 136
Aug 8,2014

Andrew Schwartz & Yasuyuki Nishihara, Student Consultant

Palau Ministry of Education



Appendix J
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Testcase for New Wi-Fi Network in Koror Elementary School

# Category Criteria Method Result

1 |Cabling

2 Port Each cable connect correct port Check port number by comparing with "Cabel Connection List" OK

3 |NW Connection Link up NW device's LED indicates "link up" Check whether LED of each ports turns on OK

4 Auto Negotiation Speed/Duplex has negotiated correctly Check management tool of each NW devices by comparing with NW oK
Diagram

5 Ping Ping response is "OK" between two devices Do Ping based on the ping table OK

6

7

8

9

Pass the authentication using test ID/Password:

10 |RADIUS Authentication iPad RADIUS Authentication is success from iPad ID: student OK
Password: student

Pass the authentication using test ID/Password:

11 Windows PC RADIUS Authentication is success from PC ID: student OK

Password: student

Pass the authentication using test ID/Password:
12 Android Phone RADIUS Authentication is success from PC ID: student OK
Password: student

"""" Application which requires MOE'S intranet ti

15 |Application Performance iPad ppiication which requires (ntranet connection Safari connects to /c00sv06.moe/ OK
works correctly

16 iPad Application which requires the Internet connection Safari shows the top page of Google (www.google.com) OK
works correctly

W xipuaddy
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Testcase for New Wi-Fi Network in Koror Elementary School

# Category Item Criteria Method Result
Check system log in c13rt01 and confirm the log does not contain

17 |System Log Router System log shows router works correctly . v & & OK
suspicious log

18 Switch System log shows switch works correctly Chec'k'system log in c13ms01 and confirm the log does not contain oK
suspicious log

heck logincl 1 fi he | i
19 AP System log shows AP works correctly Check system log in c13ap01 and confirm the log does not contain oK

suspicious log
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
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34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
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Ping Table (for KES)

From To Result
Device IP Address Device IP Address (OK/NG)
c13rt01 10.0.0.13 --> |c00rt01 (Live) 10.0.0.254
--> |c13rt01 (Lab) 10.0.0.100
--> |f00sv01 (RADIUS) 10.0.0.236
--> |f00sv06 (ProfileMGR) 10.0.0.241
--> |c13ap01 (UAP) 10.0.13.210 oK
--> |c13ap03 (UAP) 10.0.13.212 OK
--> |c13ap04 (UAP) 10.0.13.213 oK
--> |c13ap05 (UAP) 10.0.13.214 oK
--> |c13ap06 (UAP) 10.0.13.215 oK
PC under C13ms01 10.100.13.100 --> |c13ap01 (UAP) 10.0.13.210 oK
--> |c13ap03 (UAP) 10.0.13.212 oK
--> |c13ap04 (UAP) 10.0.13.213 OK
--> |c13ap05 (UAP) 10.0.13.214 oK
--> |c13ap06 (UAP) 10.0.13.215 oK
--> |c00rt01 (Live) 10.0.0.254
--> |c13rt01 (Lab) 10.0.0.100
--> |f00sv01 (RADIUS) 10.0.0.236
--> |f00sv06 (ProfileMGR) 10.0.0.241
Device under c13ap01 10.0.13.xxx (DHCP) --> |c13ap01 (UAP) 10.0.13.210 OK
--> |PC under C13ms01 10.0.13.200 (DHCP) oK
--> |c00rt01 (Live) 10.0.0.254 oK
--> |c13rt01 (Lab) 10.0.0.100 oK
--> |f00sv01 (RADIUS) 10.0.0.236 oK
--> |f00sv06 (ProfileMGR) 10.0.0.241 OK
Device under c13ap03 10.0.13.xxx (DHCP) --> |c13ap03 (UAP) 10.0.13.212 OK
--> |PC under C13ms01 10.0.13.200 (DHCP) oK
--> |c00rt01 (Live) 10.0.0.254 oK
--> |c13rt01 (Lab) 10.0.0.100 oK
--> |f00sv01 (RADIUS) 10.0.0.236 oK
--> |f00sv06 (ProfileMGR) 10.0.0.241 OK
Device under c13ap04 10.0.13.xxx (DHCP) --> |c13ap04 (UAP) 10.0.13.213 OK
--> |PC under C13ms01 10.0.13.200 (DHCP) oK
--> |c00rt01 (Live) 10.0.0.254 oK
--> |c13rt01 (Lab) 10.0.0.100 oK
--> |f00sv01 (RADIUS) 10.0.0.236 oK
--> |f00sv06 (ProfileMGR) 10.0.0.241 OK
Device under c13ap05 10.0.13.xxx (DHCP) --> |c13ap05 (UAP) 10.0.13.214 OK
--> |PC under C13ms01 10.0.13.200 (DHCP) oK
--> |c00rt01 (Live) 10.0.0.254 oK
--> |c13rt01 (Lab) 10.0.0.100 oK
--> |f00sv01 (RADIUS) 10.0.0.236 oK
--> |f00sv06 (ProfileMGR) 10.0.0.241 OK
Device under c13ap06 10.0.13.xxx (DHCP) --> |c13ap06 (UAP) 10.0.13.215 OK
--> |PC under C13ms01 10.0.13.200 (DHCP) oK
--> |c00rt01 (Live) 10.0.0.254 oK
--> |c13rt01 (Lab) 10.0.0.100 oK
--> |f00sv01 (RADIUS) 10.0.0.236 oK
--> |f00sv06 (ProfileMGR) 10.0.0.241 OK
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Appendix L

Network Implementation Procedure for Koror Elementary School

Date/Time: 3:00pm - 5:00pm, Tuesday, July 8, 2014
Place: Koror Elementary School (KES)
Attached: Network Diagram (Logical, Physical)

Cable Connection List (KES)
Network Test Case (KES)

1. Check and Notification

(1)

()

3)

(4)
(5)

Check cabling and outlets before implementation.

® Check the cabling status based on “Cable Connection List (KES)”

Check the status of network and other devices before implementation

Keep current router (Belkin) settings, especially:

®  Wi-Fi setting (SSID, Security, Channel, Password...)

® DHCP addresses which the router (Belkin) provides currently.

Check that IP addresses used for new network devices do not exist on current network.

Notify the network change (and disconnection) to the staff in KES

2. Place Access Points for Admin Office

(1)

c13ap01 (in Admin Office)

*Until “PicoStation M2” arrives, “Aruba AP 105” is used as c13ap01.

® Connect c13ap01 (already configured before implementation) to c13rt01.

® Turnon c13ap01 and test network connection from Console PC (= ping to c13ap01)

® Connect a wireless device to c13ap01 and test network connection from the device. (Use Ping

Table No.13 - No.19)

3. Replace Router (c13rt01) in Admin Office (Principal’s room) [[Network Disconnection Occurs!]]

® Unplug all cables from current Router (Belkin).

® Replace current router (Belkin) to c¢13rt01 (MikroTik RB750UP) and connect ONLY
DOWNLINK cable (for c13ms01) to c13rt01. (ATTENTION: Do NOT CONNECT UPLINK cable to
c13rtr01 until completion of the test for KES segment for avoiding to affect MOE WAN
network.)

® Test network connection from c13rt01 to each network device in KES segment. (use Ping
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Table No.5 - No.6)
® Connect UPLINK cable to c13rt01.

® Test network connection to MOE segment. (use Ping Table No.1 - No.4)

4. Check Network After Implementation

® Test rest of items based on “Network Test Case (KES)”.

5. Keep Backup of Configuration
® Keep the backup files of c13rt01 and c13ap01.

[END OF THE PROCEDURE]
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Network Implementation Procedure for Koror Elementary School

Date/Time: 10:00am - 12:00am, Monday, Aug 4, 2014
Place: Koror Elementary School (KES)
Attached: Network Diagram (Logical, Physical)

Cable Connection List (KES)
Network Test Case (KES)
MDM Test Case (KES)

1. Place access points for each room
(2) C13ap01 (in Admin Office)

® Connect c13ap01 to c13ms01.

® Turnon c13ap01 and test network connection from Console PC connected to c13ms01.

® Connect a wireless device to c13ap01 and test network connection from the device.
(3) C13ap03 (in Lab2)

® Connect c13ap03 to c13sw03.

® Turnon c13ap03 and test network connection from Console PC connected to c13sw03.

® Connect a wireless device to c13ap03 and test network connection from the device.
(4) C13ap04 (in 8™ Grade Classroom 1F-1)

® Connect c13ap04 to c13swO03.

® Turn on c13ap04 and test network connection from Console PC connected to c13sw03.

® Connect a wireless device to c13ap04 and test network connection from the device.
(5) C13ap05 (in 8™ Grade Classroom 2F-1)

® Connect c13ap05 to c13sw03.

® Turn on c13ap05 and test network connection from Console PC connected to c13sw03.

® Connect a wireless device to c13ap05 and test network connection from the device.
(6) C13ap06 (in 8™ Grade Classroom 2F-2)

® Connect c13ap06 to c13sw03.

® Turn on c13ap06 and test network connection from Console PC connected to c13sw03.

® Connect a wireless device to c13ap05 and test network connection from the device.
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2. Check Network After Implementation

® Test rest of items based on “Network Test Case (KES)”.

3. Test Applications Using New Network
® Proceed test based on “MDM System Test Case (KES)”.

[END OF THE PROCEDURE]
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Appendix M

List of IP Address for 10.0.0.x [SAMPLE]

IP Address Usage Hostname Date
10 0 0 1[JFK c01rt01 06/30/14
2|Ngarchelong c02rt01 06/30/14
3|Ngaraard c03rt01 06/30/14
4|Ngiwal
5[Melekeok c05rt01 06/30/14
6[Ngchesar
7|Airai c07rt01 06/30/14
8|Ngardmau c08rt01 06/30/14
9|Ngeremlengui c09rt01 06/30/14
10(Ibobang c10rt01 06/30/14
11[Aimeliik c11rt01 06/30/14
12|GBH c12rt01 06/30/14
13(Koror c13rt01 06/30/14
14|PHS c14rt01 06/30/14
15|Meyuns c15rt01 06/30/14
16|Peleliu clért0l 06/30/14
17(Angaur c17rt01 06/30/14
18|Sonsorol
19|Pulo-Ana
20|Tobi
21|Maris Stella
22|Mindszenty
23|SDA
24|PMA
25|MOE c25rt01 06/30/14
26|Food Service
27|Special Education c27rt01 06/30/14
28|Public Library c28rt01 06/30/14
100(Koror (for Lab) cA1rt01 08/04/14
101(DHCP Range 06/30/14
.| (50 Nodes) 06/30/14
150{DHCP Range 06/30/14
151
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Host/Network Device Naming Policy

Examples

Location
1 Char

School No.

2 Digit

Device
2 Char

Device No.

2 Digit

Hostname
7 Char

Meaning

¢ :iCompus

00

MOE

rt

Router

01

1st device

c01rt01

JFK's router No.1

f Office

01

JFK

Main Switch

02

2nd device

c13ms01

Koror's main switch No.1

02

Ngarchelong

sw

Switch

03

3rd device

c14ap10

PHS's access point No.10

03

Ngaraard

ap

Access Point

05

Melekeok

sV

Server

07

Airai

pr

Printer

08

Ngardmau

09

Ngeremlengui

10

lbobang

11

Aimeliik

12

GBH

13

Koror

14

PHS

15

Meyuns

17

Peleliu

18

Angaur

27

Sped

29

Mood

f14sw01

PHS(Office)'s switch No.1

f0Osv01

MOE's server No.1




Assigning Policy for School LAN

10 0 X

1

Default Gateway

N

200

Users on Ethernet

.1(199 nodes)

201

230

Network Devices

.1(30 nodes)

231

250

Printers

.1(20 nodes)

251

254

Servers

.|(4 nodes)

Assigning Policy for MOE WAN

10 0 0

[N

100

Campus LANs (Router Public Address)

.1(100 Nodes)

101

150

DHCP range

.1(100 Nodes)

151

200

Not Assigned

.1(100 Nodes)

201

230

Network Devices

.1(30 nodes)

231

235

Printers, Special Devices

.1(5 nodes)

236

245

Servers

.1(10 nodes)

246

254

Gateways

.1(9 nodes)

Default Gateway
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Port Usage Policy

Hostname: c013sw01
IP address: 10.0.13.202
Device: Asante IntraCore 3524
Location: Lab1
Port Speed Duplex [Hostname Comments
1 1G Auto
2 1G Auto
2 i T P R I, Other Devices W
4 1G Auto
5 1G Auto
6 1G Auto
7 1G Auto
8 1G Auto
9 1G Auto
10 1G Auto
11 1G Auto
12 1G Auto
13 1G Auto
14 1G Auto
15 1G Auto
16 1G Auto
17 1G Auto
18 1G Auto
19 1G Auto
20 1G Auto
50 i T P R R Network Devices |
22 1G Auto
23 1G Auto c013ap01 Access Point for Lab1
24 1G Auto c013msw01 Uplink to main switch

Palau Ministry of Education

Andrew Schwartz & Yasuyuki Nishihara, Student Consultant

Page 72 of 136
Aug 8,2014



Appendix N

General Steps of Network Design and Implementation

Items Actions

1. Fix Purpose of New Network

What is the goal of new network (or extended network)? If you want to provide Wi-Fi network,
1) |Answer basic questions for new network requirements you should able to answer these questions: Who is the users? How many? Where? By when? ...
Through these steps, you can fix the purpose of new network and get clear requirements.

2. Pre-survey (Before Visiting Site)

Before visiting the site, you should collect existing information, such as NW diagrams of the site,
2) |Collect existing information (map, NW structure...) maps, and photos. Based on the information you can figure out what information is missing and
need to survey.

If you can login the device remotely, it will be helpful to understand current network situation.
3) |Login network devices remotely (configuration, log...) From configuration and log, you can figure out logical structure and potential problems of the
network.

Through pre-survey, you can list up the items which you will check in site survey. The list may
prevent to forget survey items and provide working efficiency at survey.

4) |List up items which will be checked in site survey

3. Site Survey

The main purpose of first survey is to understand overview of the network and confirm actual
1st Survey (Overall) situation. And then, on 2nd survey, verify the detail points. [You do not need to separate survey
two times. If you can finish the all survey in one time, it would be better]

Follow network devices and cables from WAN (DSL or telecom lines) to LAN (Router, Main

. |Follow fi WAN to LAN (top to bott
a. |roflowirom 0 (top to bottom) switch, Switches, Hubs, Cables, RJ-45, and End-user devices). And record them.

What is maker/model of the network device?

. |Check | of devi
b. |Check model of devices Where is the location placed?

5)
. . What devices are connected with the device?
c. |Check connections b/w devices
Where are cables placed?
. Taking pictures is a good way to keep and share information more correctly. Also, you can check
d. | Take Pictures . . .
the port usage and other information based on the pictures.
Through the survey, you should check something wrong or bad about network (damaged cables,
e. |Check something wrong/bad 8 . y. v & € { 8
strange fan noise, dirty place, and so on) and record them.
In 2nd survey, you should check the points which you have not checked in 1st survey. It is better
2nd Survey (Detail) to do 2nd survey after creating network diagrams. If you have the diagrams, they will be great
help for the survey (to verify the info of the diagram and to clarify the info still missing).
S How many ports (interfaces) are vacant? What device are mainly connected to the device?
a. |Check ports (availability, usage, I/F number
P ( v, usage, I/ ) Which ports are used for uplink (downlink) cable?
6) b. [Check outlets (availability) How many outlets are vacant near the network device (if add more devices)?

c. |Check cabling (availability, route, quality, length) How many cables are available (unused) for new devices? Where cable can be placed?

Connecting console device to the network device, and check its configuration to get logical

d. | Check configuration (if available
g ( ) network information (IP address, Access Control, and any other special settings).

4. Create Network Diagram

Based on the survey, create physical network diagram (current).
7) |Physical Network Diagram (Current) Basically, it is a map which contains location of network devices, cable route, and photos. Reader
can grasp overview of current network.

Based on the survey, create logical network diagram (current).
8) [Logical Network Diagram (Current) It provides logical information of each devices and connections with each other. It contains type
of device, model, I/F, Vlan (if applicable), and IP address.

5. Design New Network

Modify the current logical diagram based on requirements of new network. Add new device
9) |Logical Network Diagram (Future) (eliminate old ones), fix connections, and specify logical setting (hostname, port usage, speed,
duplex, IP address, network segment and so on).
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General Steps of Network Design and Implementation

Items

Actions

10

Physical Network Diagram (Future)

Modify the current physical diagram based on requirements of new network. Fix location of new
devices, new cabling (route) and placed new outlets (if required)

6. Specify Requirements

11

Specify Requirements

Through designing process, you can fix the requirements for new network. Clarifying the
requirement will prevent to

7. Purchase/Order new devices and cables/outlets

12

Purchase new devices

Based on the requirements, order new devices, cabling, and outlets.

8. Configuration

13

Create configuration

Based on the requirements, create configuration for new devices (including change current
network devices).

9. Test New Network (Lab and On-site)

Create test criteria before starting test. Test items vary depending on the new requirements;
but, the following items commonly contain: Connection Test (b/w NW devices and other user

14) |Create test case . . . .
) devices), Function Test (new function works correctly), Log (system log/counter do not contain
unreasonable data)
. Based on test cases, check the test criteria in Lab environment and Onsite. If the result is not
15) |Test network devices and record/report the results

correct, fix the problem. All result record as "test result" and report to appropriate person.

10. Implementation

16) |Implementation new network

After verifying the network working with testing in Lab, implement the new network on-site
based on the network diagrams. And then, test the network based on the test case for on-site.

11. Follow Up 1st Business Day

17) |Be on-site on 1st business day

Even if the test results are perfect, some trouble could show up when the system works. So,
network engineers should be in the site on 1st business day and support the users when system
failures happen.

12. Update Management Documents

18) |Keep diagrams as management tools

Logical/Physical network diagrams are useful as management tools of network. However, it is
more important to keep them up-to-date (when network change happens).
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Appendix O

Configuration Guide of MikroTik Router (Webfig on Router OS v5.24)

This document is a Configuration Guide of MikroTik Router (routerboard 750 series) for WAN routers
at elementary schools. The settings and instructions are based on the router for Koror Elementary
School as of Aug 8, 2014. Thus, if you apply the configuration into the other routers, you should check
whether the setting is based on up-to-date network design and configuration which MOE IT requires.

Index
1. Login
2. Interfaces
3. Addressing
4, DHCP
5. DNS
6. NAT
7. Default Route
8. Clock
9. Hostname
10. User and Password
11. Tools
12. Log
13. Configuration File (Backup and Restore)

Last modified: Aug 8, 2014
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1. Login

v" You can access the router via web browser on your PC. When the router has a factory setting,

you can access the router by the following steps:

(1) Setyour computer IP configuration to automatic

(2) Connect your computer to interface 2-5 of the router

(3) Power on the router (you will receive DHCP address from the router)

(4) Enter “192.168.88.1” in your web browser

v' The default username is “admin” and there is no-password. Enter them into the windows and

click “Login” button. You can login the router.

RouterOS v5.24

WebFig Login:

Login: ladmm ‘

Winbox  Telnet Graphs License Help

t‘ L __JJ
MikroT ik

You have connected to a router. Administrative access only. If this device is not in your

possession, please contact vour local network administrator.

© mikrotik
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2. Interfaces

v" Here is the top screen after login.

®Y

s

“ Interface ‘ Ethernet || EolP Tunnel | IP Tunnel H GRE Tunnel ‘ VLAN ‘ VRRP H Bonding HF

New Terminal

MetaROUTER

Make Supout.rif

Undo
Redo

Hide Menu

Hide Passwords

Safe Made

Interfaces
Bridge
Switch
PPP
| Add New ¥ |
Mesh
IP >
5 items
MPLS >
Routing >
System >
Queues o]
Files o]
Radius o] RS
Tools » | D] R
Log o] R

Name

etherl

ether2

ether3
ether4-KES-LAN
etherS-KES-WAN

A Type

Ethernet
Ethernet
Ethernet
Ethernet
Ethernet

Tx Rx
Tx Rx Packet Pack«
(p/s)  (p/s)
0 bps 0 bps 0 0
0 bps 0 bps 0 0
0 bps 0 bps 0 0
4.7 kbps 17.1 kbps 1 6
80.0 kbps  12.0 kbps | 12 7

v Firstly, you should configure the interfaces. After clearing default setting, you assign the

interfaces based on the network design. (When you clear the setting, you may be disconnected

from the router. So please keep in mind to match your PC’s addressing to router’s addressing)
v"In the KES case, “ether 4” is for LAN segment (Name: ether4-KES-LAN) and “ether 5” is for WAN
segment (Name: ether5-KES-WAN).

Palau Ministry of Education

Andrew Schwartz & Yasuyuki Nishihara, Student Consultant

Last modified: Aug 8, 2014

Page 78 of 136
Aug 8,2014



v" When clicking the name of each interface, you can see the configuration for the interface.

v In the KES case, you will set the following three items (the other settings are default):

(1) Name interface#-location-purpose (like ether4-KES-LAN)
(2) Master port none
(3) Speed 100Mbps (RB750 does not have 1Gbps port)

| o« || cancel |[ apply | | Blink || Reset mac address || Reset Counters || Toren |

Mesh
P
MPLS
Routing

link ok | running

£y

Enabled

v v|(v|¥

System
Queues General
files I Name etherd-KES-LAN I

e

Tz - Type  Ethemnet

= nu 1500

New Terminal

MetaROUTER. L2 MTU & 1598

Make Supout.rif

Max L2 MTU 2028
Undo

Redo MAC Address D4:CA:6D:CF:A3:07

Hide Menu
ARP enabled ¥

Hide Passwords

Design Skin
dwidth(Rx/Tx) unlimited v | / |unlimited v
Manual
WinBox Switch o

End-User License PcE
Logout PoE Out
PoE priority
PoE QOut Current 0 mA
Ethernet
I Speed 10Mbps ® 100Mbps ' 1Gbps I
Auto Negotiation i
Full Duplex 7
Status
Auto Negotiation done
Rate 100Mbps
Full Duplex
Overall Stats
Tix/Rx Packets o/

Last modified: Aug 8, 2014
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3. IP Addressing

v" Next step is to assign IP address and segment for each interface. When you go to “IP > Addresses”,

you can see the screen like the following.

Interfaces

Bridge

Switch

. ¥

/#IP:Addresses

WebFig v5.24

Address List

PPR

Mesh

DHCP Client
DHCP Relay

DHCP Server

Firewall

Hotspot

Meighbors

Packing

Services

| Add New ‘

3 items

=]
=]

-]

10.0.13.1/24

4 Address Network
10.0.0.13/24 10.0.0.0
10.0.13.0

Interface
ethers-KES-WAN
etherd-KES-LAN
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v" If you want to add new IP address, click “Add New” button. Input the following information, and
then click “OK” to apply the address setting:

(1) Enabled checked

(2) Address Interface Address/Subnet (like 10.0.13.1/24)

(3) Network Network Address (like 10.0.13.0)

(4) Interface Assigned Interface (select from pull-down menu)

Interfaces

WebFig v5.24
Bridge

Address <10.0.13.1/24>
Switch

G

s (o [cancet | vty | [emove]

P v
ARP

Accounting Enabled
Addresses

DHCP Client Address 10.0.13.1/24
DHCP Relay network  + [100.130

DHCP Server

== Interface etherdKES-LAN v

Firewall

<

Comment

4
Hotspot

1Psec

Neighbors

Packing

Pool

Routes

SMB

SNMP

Services

Interfaces

WebFig v5.24
Bridge

Address <10.0.0.13/24>
Switch

PPP

— | ok || cancel || apply | |Remove|

iz v
ARP

Accounting Enabled O

Addresses
Address 10.0.0.13/24

DHCP Client
ERE ey Network a [10.0.00
DHCP Server

B Interface sther5-KES-WAN ¥

Firewall

Comment ‘

)
Hotspot

IPsec

Neighbors

Packing

Pool

Routes

SME
SNMP

Services
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4. DHCP

v" When you go to “IP > DHCP Server”, you can see the DHCP configuration.

v' By clicking “DHCP Setup” button, the setup

wizard shows up.

Interfaces

L4

@ﬂ &@&

ig/#IP:DHCP_Server

Bridge

Switch

PP

J DHCP U Networks U Leases ” Options “ Alerts ‘

Mesh

| Add Naw” DHCP Config

DHCP 5etup|

P

ARP

1 item

Accounting

Addresses

4 Name

DHCP Client

DHCP Relay

DNS

I DHCP Server

=lo] KES

Firewall

Hotspot

IPsec

Meighbors

Packing

Pool

Routes

SMB

SNMP

Services

Interface

etherd-KES-LAN

WebFig v5.24

DHCP Server
Add
r Address ARP
Relay Lease Time = el
Leases
0.0.0.0 12:00:00 KES-LAN no
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v' Setup Wizard has 6 steps.

(1) Assig

n the interface

and click next)

(2) Set address space (and click next)

m
i - L
incarfoces WebFig v5.24 imeraces WekFig v5.24
Ll DHCP Setup feios DHCP Setup
Swich Swich
= eock | next || cancel - Back | Next || cance
Hesh ) ol Hesn =12
» v -
= e
Lo Select interface to run DHCP server on e Select network for DHCP addresses
Addresses = Addresses
e OHCP Server Interface | eierl e OHCP Address Space (192 160,69 0724
ONCP Reley e OHCP Relsy
once senver

ons ethert KESLAN ons
e athars KESAWAN -
Hotspor Hatspat
ec e

Neighbors neighters
Packino Packng
sost el
Routes Routes

[ e [ e
swe se
Servees Servees

-
Iaiaces WebFig v5.24 nirtaces WelbFig v5.24
frdon DHCP Setup L DHCP Setup
Switch Swich
it sack || Next | Concel liad Back || Next | cancel
Vesh ez
3 » v
Arp 1 ARP
Accountiog Select gateway for given network Lo Select pool of ip addresses given out by DHCP server
Addresses Addresses
RO Gateway for DHCP Network (192 158,83 1 e Addresses to Give out v 152 163 8 2-152 168 88 |
DHCP Relay | DHCP Relay
oncP server once server
ons ons
Frenail Frenst
Hotspot Hotspot
rec Trrec
Neighbors Neighbers
Pacing Packng
= Pool
Routes Routes
e £
se snme
Servees Servees

(6) Set lease time (and click next: finish)

L] - T
em
G ] 2 -

T WebFig v5.24 intataces WebFig v5.24
Bidge Bndas

DHCP Setup DHCP Setup
Swten ==
- sacx | et | [ conce = I e
= b » M
> -
AN Select DNS servers SIS Select lease time
Addresses Addresses
orce Ciert ons Servers v (192 16808 1 e tease Time (34000000
DHCP Relay OHCP Relay.
OHCP Server OHCP Server
ons ons
Frewal Fremsll
Hotspot Hatspot
e e
Neighbars Neghbars
Paciany Facimy
Podl Faol
Routes Raees
ED) —
snwe s
Serves: Serves:
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v' Sample setting for KES LAN is the following (you can see that on “DHCP” and “Network” tab):

(1) Name

(2) Interface

(3) Lease
(4) Addre
(5) Addre

Time
ss Pool

SS

(6) Gateway
(7) DNS Server

Palau Ministry of Education

KES

ether4-KES-LAN (Interface for LAN segment)

Half a day (12:00:00)

KES-LAN (named in “IP > Pool”)

10.0.13.0/24
10.0.13.1
10.0.0.254

Accounting

Addresses

DHCP Client
DHCP Relay
DHCP Server

DNS

Firewall
Hotspat

Psec

Neighbors

Packing

Pool

Routes
SMB
SHMP

Services

Socks
TFTP

Traffic Flow

upnP

Web Proxy

Enabled
Name E

Interface etherd-KES-LAN v
Relay ¥

Lease Time 12:00:00

Address Pool KES-LAN v
Src. Address ¥
Delay Threshold
Authoritative after 2s delay ¥
Bootp Support static v
Add ARP For Leases
Always Broadcast

Use RADIUS

td

MPLS >

Interfaces

Bridge

Switch
PP
Mesh

1

ARP

Accounting

Addresses

DHCP Client

J DHCP H Networks U Leases H Options " Alerts |

WebFig v5.24

DHCP Server

| Add new |

2 items

=]

& Address Gateway

10.0.13.0/24 10.0.13.1

DHCP Relay

DHCP Server

DNS

Firewall
Hotspot

IPsec

Neighbors

Packing

Pool

Routes

SMB

SNMP

57 default config

5]

192.168.88.0/24 192.168.88.1

DNS Servers

10.0.0.254

192.168.88.1

Domain

WINS Servers  Next
Server

0.0.0.0

0.0.0.0
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v" DHCP range can be modified at Pool setting (you can see that when going to “IP > Pool”)
v"In the KES case, the range is 10.0.13.2 - 10.0.13.200 (which is based on the IP addressing policy)

Interfaces

Bridge

Switch
PPP

Mesh

P ¥
ARP

Accounting

Addresses

[ |

DHCP Client

DHCP Relay

DHCP Server
DNS

Firewall

Hotspot

IPsec

Meighbors

Packing
Pool

Routes

SMB

SNMP

Services

J Pools “ Used Addresses |

WebFig v5.24

IP Pool

|Add New|

2 items

A Name
KES-LAN
default-dhep

Addresses
10.0.13.2-10.0.13.200
192.168.88.10-192.168.88.254

Next Peool
none

none

5. DNS

v" When you go to “IP > DNS”, you can apply DNS setting (10.0.0.254. other settings are default).
e 3

o L

Interfaces

Bridge

Switch

WebFig v5.24

Settings

PPP

Mesh

i A

ARP

Accounting

Addresses

DHCP Client

DHCP Relay

DHCP Server

DNS

Firewall

Hotspot

IPsec

Neighbors

Packing

Pool

Routes

SMB

SNMP

Services

[Covnty | [[state ||

I Servers

> 1000254 a I

Dynamic Servers

Allow Remote Requests

Max UDP Packet Size

Cache Size

Cache Used
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6. NAT

v We need to apply source-NAT (masquerade) setting for outbound transaction on WAN interface

in order to communicate the hosts in MOE WAN segment from the hosts under the router.

v" When you go to “IP > Firewall > NAT (tab)”, you can see the current status of NAT setting.

Interfaces

gpd T

Bridge

Switch

| Fiter Rules ” NAT “ Mangle || service forts | Connections || Address Lists | Layer7 erotocols

PPP

Mesh

| Add new || Reset All Counters |

1P

ARP

1 itern

Accounting

& Inetion Chain Src. Dst S... D... Any. In.

Addresses

A.. Ad.. ™ .. p. port . OutlInterface  Byte

DHCP Client

| 0 masquerade  srenat ctherS-KES-WAN  18.8

DHCP Relay

DHCP Server

DNS

Firgwall

Hotspot

IPsec

Neighbors

Packing

Pool

Routes

SMB

SNMP

Palau Ministry of Education
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v" The rule is simple so that you only set 4 items for NAT setting:
(1) Enabled Checked

(2) Chain srcnat (source address NAT)
(3) Out. Interface ether5-KES-WAN
(4) Action masquerade

ARP
Accounting Enabled
Addresses
DHCP Client General
orce iy [ [ o] |
DHCP Server
] Src. Address ¥
| Firewan
Dst. Address -
Hotspat
IPsec Protocol ¥
Neighbors
Packing Src. Port hd
Gzl Dst. Port ¥
Routes
SME Any.Port ¥
SNMP
In. Interface ¥
Services
Socks I Out. Interface & [ ether5-KES-WAN ¥ I
TFTR
Traffic Flow Facket Mark ¥
UPnP
" Connection Mark
Web Proxy o

Action
IActinrl masquerade v I
Statistics
Bytes 15.6 MiB.
Packets 303 103
Rate 0 bps
Packet Rate 0pfs
S00 bp=|
200 bpe
300 by
Rate Graph =555, ! A
il
2 min ago Zmin ago 1 min age
— Rate cur: 0 bps awvg: 31 bps max: 482 bps.
10 p/s|
B p/s
6 p/s -
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7. Default Route
v" All transactions (except for the segments under the route) should go to the default gateway of
MOE WAN segment (10.0.0.254). Thus, the static default route setting is required.
v When you go to “IP > Routes”, you can see the current route information. By clicking “Add New”,

you can add new static route setting.
T n ¥

Interfaces WebFig v5.24
Bridge -

J Routes U Nexthops || Rules || vRF | Route List
Switch

PP —_—
— [ Add wew |

1 A

3 items
ARP

Accounting 4Dst. Address  Gateway Distan... ROUUMI  pref. Source

add
resses, lpl AS  0.0.0.0/0 10.0.0.254 reachable ethers-KES-WAN 1

- DAC | 10.0.0.0/24 etherS-KES-WAN reachable 10.0.0.13
- DAC | 10.0.13.0/24 etherd-KES-LAN reachable 10.0.13.1

DHCP Client

DHCP Relay

DHCP Server

DNS

Firewall
Hotspot

IPsec

Neighbors

Packing

Pool

Routes

SMB

SHMP.

Services =~

v" You input the two following information:
(1) Dst. Address 0.0.0.0/0 (default route)
(2) Gateway 10.0.0.254 (default gateway address of MOE WAN segment)

Switch

PPP.

Mesh

1P v

active static

ARP

Accounting Enabled

Addresses

DHCP Client

td
CECEIRCIY) Dst. Address 0.0.0.010

DHCP Server

General

o= Gateway v |10.0.0.254 ¥ | regchable etherS-KES-WAN &
Firewall

Check Gateway ¥
Hotspot
Neighbors
Pool
Routes
SMB Target Scope _ﬂ]
SNMP

Routing Mark ¥

Services
Socks

Pref. Source ¥

13
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8. Clock
v' After going to “System > SNTP Client”, you can see the NTP client setting.
v"Justinput the NTP address (10.0.0.254) in MOE network and click “Apply”.

k43 @a &

Systemn:SNTI

[EEST 5408 WebFig v5.24
Bridge .
SNTP Client
Switch
= [ apply |
pply
Mesh =
P >
e N Enabled @
Rout »
2100 Mode unicast v
System v
Auto Upgrade I Primary NTP Server 10.0.0.254 I
Certificates
Secondary NTP Server ¥
Clock
Console Dynamic Servers
Drivers
Health Poll Interval 900
Hist
istery Active Server 10.0.0.254
Identity
LEDs Last Update From 10.0.0.254
License
Last Update 00:02:42 ago
Logging
Packages Last Adjustment - 305 us
Password
Ports Last Bad Packet From 10.0.0.254 -

v" You also need to set a right time zone. After going to “System > Clock”, you select the time zone

name from pull-down menu (“Asia/Tokyo” is a same time zone as Palau).

v" Check whether the router can receive the correct time from NTP server via network.

o S

i
Switch

erP

s [2een |

P »

MPLS > Time
System v

Auto Upgrade Date

Certificates

— I Time Zone Name |pmm<w—v[ I

Console GMT Offset +09:00

Drivers

T DST Active

History

T Manual Time Zone
1£0s Time Zone

License

o pST Delta

Password

Ports DST End Jan/01/1970 00:00:00

Reboot

Beset Confiquration h

14
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9. Hostname

v' After going to “System > Identity”, you can input the hostname (in KES case, “c13rt01”).

e —

/#System:Identity

| Apply |

I Identity c13rt01 I

MPLS

Routing

«|v (¥ ¥

System

Auto Upgrade

Certificates

Clock

Console

Drivers

Health

=
| 1centey
LEDs

License

Leaging
Packages

Password

Ports:

Reboot

Reset Configuration

15
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10. User and Password

v' User ID (and role) is defined on “User List” (go to “System > Users”). The setting of Admin is

default so that you do not need to change the setting.

e

Interfaces

Bridge
Switch

J Users “ Groups | SSH Keys || SSH Private Keys | Active Users |

WebFig v5.24

User List

PPP
Mesh
1P

[ ndd new || asa |

1 item
MPLS

Routing 4 Name Group  Allowed Address

System i3 system defg o
Auto Upgrade =1} admin full

Certificates

(v ¥ v

Clock

Console

Drivers

Health

History
Identity
LEDs

License

Logging
Packages

Password

Ports

v When you logged in the router as Admin, you can change the password setting of the user via
“System > Password”. You input old and new passwords into the box, and click “Change”. (there is

no-password as default setting)

Interfaces
Bridge
Switch

WebFig v5.24

Change

PP

— | change || cancel |

1P
MPLS

System
i Confirm passward ||

Certificates
Clock

Routing

“|r|v|v

Console

Drivers

Health

History
Identity
LEDs

License

Leaging

Packages

Password
Ports.

16
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11. Tools
v" RouterOS provides some network tools. When you go to “Tools”, you can find the lineup of tools.
v"In addition to some basic tools like “Ping” and “Traceroute”, “Packet Sniffer” is a powerful tool

when troubleshooting.

Tools k

BTest Server
Bandwidth Test
Email

Flood Fing

Graphing

1P Scan
MAC Server

Netwatch
I Packet Sniffer

Ping

Ping Speed

Profile
SMS

Telnet

Torch

Traceroute

Traffic Generator

Traffic Monitor

Log

New Terminal

MetaROUTER

Male Sunouf oif

v" You can capture the packets as you like (by filtering) and analyze the transactions in detail.

Interfaces Wel

bFig v5.24

d
Bridge Packet Sniffer Settings

Switch

PPP - s [ T e | D | T [
[Laenty | [[star ][ stop | [ackets][connetions| [ asts | rotaceis]

Mesh

1P ¥
ARFP

Accounting General
Addresses
DHCP Client
DHCP Relay
DHCP Server
e Only Headers

stapped

Interface

Memory Limit 100 kb

Firewall

Hotspot

File Name ¥

IPsec File Limit 1000 kb
Neighbors

Packing Streaming

[z Streaming Enabled

Routes

SMB Server 000

| I I

SNMP
Filter Stream

Services

17
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12. Log

v' System log is also important information for IT operation. You

going to “Log”.

Interfaces

Bridge

Switch

WebFig v5.24

Log

PP

Mesh

P

MPLS

Routing

System

vy iv|v|¥

Queues

Files

Radius

Tools

Log

D m B W R e O

~

New Terminal

MetaROUTER

@

w

Make Supout.rif

Undo

-
=]

Redo

Hide Menu

-
w

Hide Passwords

Safe Mode

-
I

Time

Julf19/2014
Julf19/2014
Jul/19/2014
Julf20/2014
Julf20/2014
Julf21/2014
Jul/z1/2014
Julf21/2014
Julf21/2014
Jul/21/2014
Julf21/2014
Julf21/2014
Jul/21/2014
Julf21/2014

Julf21/2014

14:59
17:55
17:55
10:15]
10:15
01:18
01:18
02:37
02:37
06:48
06:48
08:25
09:03
13:24
13:24

Buffer

memory
memaory
memory
memory
memory
memaory
memaory
memory
memaory
memory
memory
memory
memory
memory

memory

Topics

dhep, info
interface, info
interface, info
interface, info
interface, info
interface, info
interface, info
interface, info
interface, info
interface, info
interface, info
dhcp, info
dhcp, info
interface, info

interface, info

Message

KES deassigned 10.0.13.200 from D0:27:88:84:C7:9A
etherS-KES-WAN link down

ether5-KES-WAN link up (speed 100M, full duplex)
ether5-KES-WAN link down

ether5-KES-WAN link up (speed 100M, full duplex)
ethers-KES-WAN link down

ether3-KES-WAN link up (speed 100M, full duplex)
ether5-KES-WAN link down

ether5-KES-WAN link up (speed 100M, full duplex)
etherS-KES-WAN link down

etherS-KES-WAN link up (speed 100M, full duplex)
KES assigned 10.0.13.199 to 70:71:BC:45:35:05
KES assigned 10.0.13.198 to 00:1F:F3:45:35:05
ether5-KES-WAN link down

ether5-KES-WAN link up (speed 100M, full duplex] -

Palau Ministry of Education
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13. Configuration File (Backup and Restore)

v" RouterOS provides a file explorer function. You can store the backup of configuration file and
download it onto your computer. Also you can upload the other configuration files from your
computer and restore the route from the configuration file.

v" When you go to “File” menu, you can see the list of files which the router has.

Interfaces WahEia v 3
WebFig v5.24
Bridge . .
File List
Switch
FFP — :
| Backup | Upload: | Choaose File | No file chosen
Mesh — L -
i >
8 items
MPLS >
Routing - 4 File Name Type Size Creation Time
System | = PHS-27092013-15649.backup backup 17.3 KiB Sep/27/2013 16:49:40 Download
Queues = auto-before-reset.backup backup 19.0 KiB Sep/30/2013 14:42:38 Download
Files I -l autosupout.rif rif file 273.3KIE | Jan/02/1970 09:35:31 Download
Radius -l c13rt01-08072014-1617.backup | backup 26.3 KiB Jul/08/2014 16:17:54 | Download
Tools > - phs-router.rsc script 13.6 KiB Sep/27/2013 16:49:12 Download
Log =] pub directory Sep/27/2013 16:49:10
New Terminal = routeros-mipsbe-5.20.npk package 11.8 MiB Jan/02/1970 11:03:38| Download
MetaROUTER =] skins directory Jan/01/1970 09:00:50
Make Supout.rif
Undo
Redo
Hide Menu
Hide Passwords
Safe Mode
Last modified: Aug 8, 2014
Palau Ministry of Education Page 94 of 136

Andrew Schwartz & Yasuyuki Nishihara, Student Consultant Aug 8,2014



v"In order to keep a backup file of configuration, just click “Backup” button on the top. The backup

file named “hostname-date-time.backup” is automatically stored on the router.

v" When clicking “Download”, you can download the file into your computer.

WebFig v

24
File List

Make Supout.rif

Undo

Redo

Hide Menu

Hide Passwords

Safe Mode

Interfaces

Bridge

Switch

PP l‘ Backup ‘I Uplnad‘li Choose File Im file chosen
Mesh — c 2

i -

po— L | gitems

Routing > 4 File Name Type
System | PH5-27092013-1648.backup | backup
Queues =1 auto-before-reset.backup backup
Files = aytosupout i i file
Radius =] I c13rt01-08072014-1617.backup | backup I
Tools > =1 phe-router.rsc script
Log =1 pub directory
Mew Terminal = routeros-mipsbe-5.20.npk package
MetaROUTER -l skins directory

Size

17.3 KiB
19.0 KiB
273.3 KiB
26.3 KiB
13.6 KiB

11.8 MiB

Creation Time

Sep/27/2013 16:45:40 |Dovmload
Sep/30/2013 14:42:38 | Dovmload
Jan/02/1970 09:35:31__Dovmioad

Jul/08/2014 16:17:54

Sep/27/2013 16:49:12 | Download
Sep/27/2013 16:49:10

Jan/02/1970 11:03:38| | Dovmload

Jan/01/1970 09:00:50

v' By clicking the “Choose File” button, you can upload a file from your computer onto the router.

v' After uploading the file, by clicking the filename on the list, you can see profile of the file.
v' Finally, clicking “Restore” button on the top, you can restore the router from the backup file.

Interfaces

Bridge

Switch

WebFig v5.24

File <c13rt01-08072014-1617.backup>

PP

Mesh

1P

MPLS

File Name

Routing

Type

System

Y v|(v|v¥

Queues

Size

Files

Radius

Creation Time

Tools

Log

New Terminal

MetaROUTER.

Make Supout.rif

Undo

Redo

Hide Menu

Hide Passwords

Safe Made

| close | |Rremove ||| Restore |

€13rt01-08072014-1617.backup

backup

26.3 KiB.

Jul/08/2014 16:17:54
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Appendix P

Configuration Guide for UAP-AP (by UniFi Controller)

This is a configuration guide for “Ubiquiti UAP-AP” access points by using “UniFi Controller (v3.2.1)".
The settings and instructions are based on the setting for Koror Elementary School as of Aug 8, 2014.
Thus, if you apply the configuration into the other site’s access points, you should check whether the

setting is based on up-to-date network design and configuration which MOE IT requires.

INDEX
1. Set up UniFi Controller (only first time)
. Login to UniFi Controller
. Create new “Site”
. Set up wireless LAN (WLAN)
. Register new access point

. Configure new access point

N o 0 A WN

. Move AP to another site

[Managing Structure of UniFi Controller]
Unifi Controller manage its wireless network setting as the following image.

UniFi Controller

SITE

(Map, General Settings...) SITE SITE

WLAN Group e
WEAN WLAN WLAN SITE KES
(SSID, Auth Method)
AP ap Ap | (Upto4 WLANina WLAN group) WLAN Group | Default

(IP, hostname) WLAN KES_UAP

AP c13ap01...

See same SSID defined by WLAN setting regardless of APs
(But, WLAN’s default setting can be overrode in AP setting)
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[Attention]

For initial setup of access point, the AP should belong to DHCP enabled network, and PC with UniFi
Controller should be in the same L2 network of the AP. Thus, when you set up the APs in different
network from target network (like Lab environment), you should follow the steps below.

(1) Connect new AP to DHCP enabled network (AP receives new IP address from DHCP server)
(2) Connect PC with UniFi to the same network and find the AP [Guide #5]
(3) Disconnect “switch” from router (AP and PC are still in same L2 network)
(4) Change IP address of the AP to new (correct) address [Guide #6]
(After this change, UniFi cannot see the AP once)
(5) Change IP address of PC to same segment of new IP address of the AP
(6) Find the AP on UniFi [Guide #5]
(7) Move to the AP to designated “site” on UniFi [Guide #7]

*Fining new APs and transition of status (like Adopting, Provisioning, and Connected) on UniFi
Controller sometimes take a time (over a few minutes). So you should assume time for such transition

and keep refresh the screen of UniFi.

[Reset the device]
Push the reset button next to LAN port more than 5 seconds.

*When push and release quickly, the device will restart (not reset).
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1. Set up UniFi Controller (only first time to login UniFi)

® When you start the application, the following window shows up. Click “Launch a Browse...” button.

UniFi Controller 7.

UniFi
Copyright@ 2005-2014 Ubiguiti Networks Inc. All Rights Reserved.

@ UniFi Controller (3.2.1) started. Hide

| Launch a Browser to llanage Wireless Network

® Your browser has automatically launched. And ask your language and country. Unfortunately,
“Palau” does not show up so that choose “United States” to proceed.

& betps://12 1:8443/wizard/s/default
[0}

Unikr

welcome. discover

wireless password finish

Thank you for purchasing Ubiquiti Enterprise solution. You will be able to set up your
wireless network in a few minutes.

First, please select the language of your preference

Eng

Select your country

United States

Ahernatively, you can restore from a previous backup

After connecting access point (AP) to the same Layer 2 network as your computer, UniFi discover
the AP from the network and shows the information on the window. If not the following screen
shows up. This time, you don’t need to care about AP’s existence. Just select “Next”.

Please select the devices you'd like o config

No devices have been discovered. Make sure the devices are on the same L2 /switch
network and try again.
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® Enter the SSID and Secure Key of the network (this setting could be changed later so currently do
not so much care about the values). Then, click “Next”.

Unitt

welcome.

discover

wireless password

The Installation Wizard will create a secure primary wireless network for your devices. Enter
the wireless settings that you would like to use belo

Secure SSID | kesiLab)_uap

Security Key | kes123es|

Optionally, you may create an open wireless network for your guests

Enable Guest Access

® Set ID and Password for your UniFi Application (it will be used when you login to UniFi, not
configure APs). Then, click “Next”.

{5 betps://127.0.0.1:8443/wizard/s/default 73

£ ™

Unirt

welcome. discover wireless password

Please enter an administrator name and password for Unifi Controller access

Admin Name

Password

Confirm

UniFi

welcome discover wireless password finish

Please review the settings below. Click Back to make any changes or Finish to activate the
settings. Once finished you will be redirected to the management interfac

Secure SSID_ KES(Lab)_UAP
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2. Login to UniFi Controller
® When you start UniFi Controller, the following window shows up. Click “Launch a Browser...”

UniFi Controller U IﬁFi

az21

Copyright @ 2005-2014 Ubiguiti Metworks Inc. All Rights Reserved.

(@ UniFi Controller (3.2.1) started. Hide

[ Launch a Browser to Manage Wireless Network |

® On your browser, the login window appears. Enter ID and Password you set, and click “Login”.

Uniri

Welcome admin ~

u: Guests Insight

e -] oo e |
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3. Create new “Site”

® UniFi can manage multiple set of configuration for each location which AP placed. In MOE case, it is
better to create “Site” setting for each school.

® First, click the pull-down menu of “Site”, choose “Add site...

[ c13rt01 - IP Pool at adr x %

(x S //127. 8443/manage/s/c100
2]

©  Every2 minutes

KES(Lab)

UniFi

KES(Lab)
Statistics o sers Insight

Welcome admin +
Add Site.
Page Size

Managed Access Points

m Config | Performance |

* Status = Num Clients = Download * Upload = Channel Actions

o 416K 174K 11 (ng) Restart || Locare
51.3K 233K 11 (ng) Restart || Locate

= = Name/MAC Address = IP Address

<13ap01 10.100.13.210 Connected

c13ap02 10.100.13.211 Connected 1

1-2/2

Admin

® Then, enter ID and Name of new site. ID is a location code of the school (cnn) and Name is

shorten name of the school in this case. Then, click “Save”.

EEErTTR-
X h##ps://127.0.0.1: 8443/manage/s/c100 4 m =

UniFi

Welcome admin ~

sartralingupsrsde

Search Overview onfia Perforg Add Site

%~ Name/MAC Address = IP Address
<13ap01 10.100.13.210

% Channel  Actions
11 (ng)
11 (rig)

v
@& cl3ap02 10.100.13:211
1

Cancel
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® To go to the site setting, choose the site name which you want to configure from Site menu at top

of the window. And click the “Settings” at bottom of the window.

® Setting menu shows up. Click “Site” to enter site settings.

Welcome admin ~

Recent Events Alerts

Site
Site related settings

Guest Control
Cuest partal and policies

Controller
Identity, Discovery, Email Servers

Map

Show: labels  details

Sertings Admin

Statistics.

coverage

Stations

Wireless Networks
Wireless Networks

User Groups.
User Croup settings

Site Admins

Admin accounts and privileges

Access Points

topology

3

Users

Every 2 minutes

Cuests

Insight

® Enter the password for device. Username is “admin and set the designated password (moeit). The

other settings are default. Then, click “Ap

Welcome admi

Recent Events. Alerts. Settings

Settings * Site
Site Configurations
Site Name
Country

Automatic Upgrade
LED

Uplink Connectivity Monitor

SNMP

Remote Logging

~ [') cI3rt01 - 1P Pool at adr x ,  Hl e

Admin

KES
United States v

Automatically upgrade firmware

Enable status LED

Stations

Enable connectivity monitor and wireless uplink

Use default gateway

Use custom IP

Enable SNMPY1, Community String | puslic

Enable remote syslog server

ply” to finish the settings.

I Device Password Username | admin

Password | moeit

I Aoply I

Every 2 minutes )

Delete Site.

Insight

nfigure maps

Palau Ministry of Education
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4. Set up wireless LAN (WLAN)

® Make sure the proper site name shows, click settings and “Wireless Networks”.

oe

. (1]
Stations o guests ©  Every 2 minutes .

Welcome admin Map Statistics

Show: labels  detals  coverage

Recent Events Settings Admin

o Site
Site related settings

Wireless Net

rks

g Guest Control ,; User Croups
Guest portal and policies User Group settings
rE= Controller @ Ssite Admins

Identity, Discovery, Email Servers

eless Networks
ke &4

Admin accounts and privileges

Access Points Users Guests Insight

topoiony  or: [ETTNED

Stati

Welcome admin ~ Map Statistics

Show: labels  details  coverage

Recent Events Settings

Settings » WLAN Group | pefsure v | [+

No wireless configurations

ons @ Evey2minutes v

Access Points Users Guests Insight

topooay o [ETTTRNED

Palau Ministry of Education
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® Enter the detail settings of the wireless LAN.

(1) Name /SSID XXX_UAP (XXX is shorten school name, like KES_UAP)
check ON for “Enabled”

(2) Security WPA-Enterprise

(3) RADIUS Server IP address 10.0.0.236
Port 1812 (default)
Password mellon

(4) Guest Policy check OFF
® Then click OK to finish the setting.

~ [* c13rt01 - IP Pool at adr x

Recent Events. Alerts. Settings Admin
Welcome admi

Stations

Settings » WLAN Group [Default] ®» New Wireless Network

Wireless Configurations

| Name / sSID | ks uee 4l Enabled |

Security Open WEP WPA—PErsunaII’ WPA-Enterprise

Password: | mellon|

Port: | 1812

Advanced

VLAN Use VLAN ID @

Hide 551D Hide SSID

User Group | Default ¥

I Create I Cancal

Guest Policy IApp\v guest policies (captive portal, guest authentication, access restrictions)

-4095)

WPA WPA Mode | aotn ¥ | Encryption | AEs/CCMP Only ¥

Every 2 minutes =

Insight

nfigure maps

® The new wireless network shows up the settings window.

Welcome admin ~

Show:  labels

Recent Events. Settings Admin
Settings » WLAN Group | pefaur v

Sptans

= Name = Security + Guest Network

Stations

Map Statistics

details coverage topology

Actions

©  Every 2 minutes ad

Access Points. Users Guests. Insight

oy o]

KES_UAP wpaeap No

edit

delete I

Create

Palau Ministry of Education
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5. Register new access point

® When new access point connects to the same L2 network under DHCP enabled L3 network, UniFi
automatically find the AP and shows the AP on “Access Points” tab. At this time, “Status” of the AP

Uniti

Welcome admin v

Statistics Access Points

Managed Access Points

Config | Performance

+ = Name/MAC Address = IP Address

_Il4a43c9407de 10.100.13.196

& cl3ap01 10.100.13.210  Cennected
}.-2.4.2

~ Status % Num Clients = Download + Upload
Pending Approva 0.00 0.00

166K

Users

11 (ng)

dopt” in order for the AP to be under the control of UniFi.

@ Every 2 minutes

Guests Insight

Page Size

= Channel  Actions

Restart || Locate

Recent Events Alerts Settings

® Automatically start adopting process. It takes a little time. Click the refresh button on the top, you

can update the current status.

Site = KES(Lab) ¥ Stations

Welcome admin v

Statistics Access Points

Managed Access Points

Config | Performance

+ Name/MAC Address < IP Address

~ Status < Num Clients + Download = Upload

24:a4:3c:94:07:de 10.100.13.196 0 0.00 0.00

cl13ap01 10.100.13.210 Connected 1

378K 167K

L o

Users

= Channel

11 (ng)

Every 2 minutes

Guests Insight

Page Size

Actions

Restart || Locate

Recent Events Alerts Settings Admin

10
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® The new access point was successfully adopted. The status changes to “Connected” or “Connected

(needs upgrade

i =

KES(Lab) ¥

Welcome admin ¥ Statistics

Managed Access Points

Confi

+ Name/MAC Address = IP Address

Perfarmance

~ Status = Num Clients = Download

10.100.13.196 |Connected (needs upgrade) |0

10.100.13.210 Connected 1

& 24:24:3¢:94:07:de 0.00
& c13ap0l 381K

1-2/2

)”. If UniFi requires upgrade, you click the “Upgrade” button at left of the line of AP.

[ = 3

al| x |

©  Every 2 minutes

Access Points Users Guests Insight

Page Size

start colling upgrade

< Upload < Channel Actions

0.00 Restart || Locate

168K 11 (ng) Restart Locate

Recent Events Alerts Settings Admin

® UniFi tries to upgrade the AP via network. AP may reboot during upgrading process. Check the
current status of AP by refreshing the screen from refresh button on the top.

AP
1P Pool at adi x

| c13rto1 -

KES(Lab) ¥

Welcome admin v Statistics

Managed Access Points

Config

= IP Address

Performance

+ Name/MAC Address ~ Status % Num Clients

:

Connected 1

+ Download

0.00

24:a4:3c:94:07:de 10.100.13.196

c13ap01 10.100.13.210 381K

1-242

(<3

Every 2 minutes

Access Points Guests Insight

Page SIZe
start colling upgrade

+ Upload
0.00

 Channel Actions

168K 11 (ng) Restart || Locate

Recent Events Alerts Settings Admin

11
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® Upgrading process continue...

& btbpS://127.0.0.1:8443/man

Site = KES(Lab) ¥ Every 2 minutes
Statistics Guests Insight

Welcome admin v
Page Size

Managed Access Points

T |
Actions

$ % Name/MAC Address % IP Address - Status = Num Clients % Download + Upload % Channel
24:24:30:94:07:de 10.100.13.196 0.00 0.00
10.100.13.210 391K 173K 11 (ng)

c13ap01 Restart || Locate

1-2/2

Recent Events Alerts Settings. Admin

Now, upgrading process has finished. The AP’s status come back to “Connected”.

Stations @ Every 2 minutes

KES(Lab) ¥

uniti

Welcome admin ~
Page Size

Statistics Guests Insight

Managed Access Points

Config | Performance

+ Num Clients # Download % Upload % Channel Actions
Restart

¢ Name/MAC Address 2 IP Address ~ Status
0.00 0.00 11 (ng)

24:24:30:94:07:de 10.100.13.196
10.100.13.210 Connected 395K 11 (ng) Restart Locate

c13ap01

1-2/2

Recent Events Alerts Settings. Admin

12
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6. Configure new access point

® After joining the AP under UniFi Controller, you need to set up the access point.

® When clicking the AP’s name on “Access Points” tab, detail information window shows up.

® Go to “Configuration” tab of the window and click “CONFIG” bar. Then, enter the hostname of the
AP (in this case, “c13ap02”). Click “Apply” button.

UniFi i

Welcome admin
Managed Access Points

Canfi

= IP Address
10.100.13.196

10.100.13.210

KES(Lab) ¥

Recent Events

Settings

Map

® 24243c94.07:de

Stations

Statistics

Connected

Details  Users Guests

Configuration

Every 2 minutes v

Access Points Guests Insight

page size KA

< Channel Actions

11 (ng) Restart

11 (ng) Restart || Locate

FORGET THIS AP / MOVE

Admin

® After changing the alias, name of the AP will be changed.

® Then, go to “NETWORK” bar, and select “Stati

Site | KES(Lab) ¥

Welcome admin

Managed Access Points

+ Name/MAC Address = IP Address

c13ap01 10.100.13.210

10.100.13.196

ve C13rt01 - IP Pool at ad: x

Performance

Recent Events

Palau Ministry of Education

Settings

® ci3ap02

Stations

Statistics

Connected

Users  Guests

I NETWORK I

Configuration

@ Every2 minutes v

Access Points Guests Insight

page size KA

% Channel  Actions
11 (ng) Restart || Locate

11 (ng) Restart || Locate

Configure IP

apply

locate [ restart

Admin

13
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® Enter the IP address information of AP. Then, click “Apply” button.
(1) IP Address Designated IP address (ex. 10.100.13.211)
(2) Subnet mask 255.255.255.0 (24 bit subnet)
(3) Gateway Router’s address of the network (ex. 10.100.13.1)
(4) Preferred DNS 10.0.0.254

() €13rt01 - IP Pool at adr x

{5 kS //127.0.0.1:8443/manage/s/c100

e i @ ; Points s CGuests Insight

Managed Access Points P— Page Size

* IP Address

= % Name/MAC Address = Channel Actions

<13ap02
c13ap01

10.100.12.196 17 ing)

WLANS

10.100.12.210 11 (ng) Restart | Locate

1-2/2

Confi 1P Saiole X

IP address.

10.100.12.211

Subnet mask 2553552550

Gateway 10.300.12.1

Preferred DNS

1000254

Alternate DNS

DNS suffix

Recent Events Settings Admin

® The hostname and IP address of the AP have successfully changed.

Un”..l e KES(Lab) ¥ Stations ©  Every 2 minutes v

JRcicon S Statistics Access Points. Guests. Insight

Managed Access Points Page Size

T |

~ Name/MAC Address = IP Address < Status + Num Clients # Download % Upload % Channel Actions

c13ap01 10.100.13.210 Connected 0 415K 174K 11 (ng) Restart || Locate

@ |c1 3ap02 10.100.13.21 1| Connected 1 452K 20.9K 11 (ng) Restart

1-2/2

Recent Events Settings. Admin

14
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7. Move AP to another site

® If you want to move AP to other site setting, first, you choose the “Site” where the AP currently

belongs and the, show “Access Points” tab.

[ ] [ c13rt01 - 1P Pool at adr x

< 1 (1]
Stations o guests ©  Every 2 minutes =

Welcome admin ~

Statistics Access Points Cuests Insight

Page Size

Managed Access Points

e | e

= Name/MAC Address = IP Address - Status = Num Clients = Download * Upload = Channel Actions
c13ap02 10.100.13.211 Connected 1 74.0K 303K 11 (ng) Restart || Locate
c13ap01 10.100.13.210 Connected 0 420K

1-2/2

174K 11 (ng) Restart || Locate

Admin

® Click the AP name which you want to move in order to show the detail information window.
® Click “Configuration” tab, and then show “FORGET THIS AP / MOVE” tab.

Un”.l Site | KES(Lab) ¥ d Stations J

Welcome admin v

Every 2 minutes v

ss Points Guests Insight
® 3002

Connected Faoe =

Config | Perormanc IR TI, Configuration

Managed Access Points

CONFi

< Name/MAC Address = IP Address ~ Y % Channel Actions

RA

10.100.13.211 Co 11 (ng) Restart || Locate

& cl3ap0l 10.100.13.210
1-2/2

11 (ng) Restart || Locate

If you no longer wish to manage this AP, you may
remove it. Note that all configurations and history with
respect to this access point will be wiped out

Recent Events Settings

15
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® Choose the site to which you want to move the AP, from the drop-down box (ex. “c13” in this case).

te  KES(Lab) ¥ APs d stations @ Every 2 minutes v

Rcicosse s ss Points Guests Insight
® 3ap02
Managed Access Points Page Size

T | e

= IP Address

Actions

< Name/MAC Address # Channel

11 g Resar

11 (ng) Restart || Locate

c13ap02 10.100.13.211

c13ap01 10.100.13.210

1-2/2

FORGET THIS AP / MOVE

If you no longer wish to manage this AP, you may
remove it. Note that all configurations and history with
respect to this access point will be wiped out.

forgat

locate

Recent Events Settings.

® Attention message shows up. Make sure the information (the site name) and Click “OK”

M=% https://127.0.0.1:8443 MECR: *

Are you sure you want to move this device to another
site, c137

Frotil

® Now, the AP successfully moves to new site.

@ Every 2 minutes -

Welcome admin ~ Statistics s Guests Insight

Managed Access Points Page Size

+ Name/MAC Address ~ IP Address < Status < Num Clients. < Download = Upload < Channel Actions

10.100.13.211 Connected o 0.00 0.00 Restart Locate

Recent Events Settings Admin

16
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Appendix Q

Monday, August 4, 2014

RADIUS Reference Guide

Login
- ssh andrewcarnegie @radius.moe

- password: mellon

General Commands
- radiusconfig man

* Help Menu/ Manual
- sudo radiusconfig -start

- sudo radiusconfig -stop

Client Commands
- sudo radiusconfig -addclient X Y Z
* X =1P Address
* Y = Client Name (for your reference)
» Z =Type of Client (usually “other”)
- sudo radiusconfig -removeclient X
* X =1P Address
- sudo radiusconfig -naslist
» Shows all clients

- Note: It is possible to import a list of clients using radiusconfig -importclients

Testing Commands
- sudo radiusd -X
+ Tests the full functionality of radius and allows for extensive troubleshooting

* RADIUS must be stopped before radiusd can be run
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Monday, August 4, 2014

Troubleshooting with permission errors
- check radiusd
- chmod -R 755 X

- X =folder of files which need permission rewrite

Clean Start

- Start with clean OSX Server

- Create Open Directory

- Create System RADIUS Group

- dseditgroup -o create -n . -u XXXXXX -r RADIUS com.apple.access_radius
o XXXXXX = Administrator Username
* When prompted for password, use Administrator Password

- Add Clients

- Add Users in OD
» Add all users to the RADIUS Group in OD

- Start Radius
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Appendix R

Palau Ministry of K.ducation

Collaboration Services User Guide

MOE Information Technology - Last Updated August 1, 2014

bl Bde  Vew Buddes Wwieo Format  Wndow 0 0 9O + = Q =

COLLABORATION SERVICES USER GUIDE 1
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Setup

Hello! Welcome to Collaboration Services Configuration for Users!

The MOE Collaboration Service is meant to give you access to internal messaging and
calendars to be used by any staff within the Ministry of Education. By this time, you should
have been notified of your username and password by MOEIT. If you have not, you will not

be able to proceed.

Begin by Opening up System Preferences and clicking the “Internet Accounts” Tab

COLLABORATION SERVICES USER GUIDE 2

Palau Ministry of Education Page 115 of 136
Andrew Schwartz & Yasuyuki Nishihara, Student Consultant Aug 8,2014



Click “Add Other Account” and select “Add OS X Server Account”

000 Internet Accounts

Internet Aeool Choose an account type:
Messages, and
‘ O k@) Add a Mail account

() Add a Messages account
QDW:C&DAV«M
O MdaCArdDAme

~Exq

Q ﬂMdmLDAPmum
@@m»oskarmwm

@) Cancel | [CCreaten)

No Accounts

flickr

Add Other Account...

L=

The Server address is c00sv06.moe

Calendar,

00O Internet Accounts

@ = (D os X server pa
@rrwvan_t‘ Select a nearby server:
- Collaboration Server
Or enter a server address:
c00sv06.mod )
Server must be running Mac OS5 X 10.7 or newer.
| Cancel | | Continve |
LALLA "] L)
Add Other Account...

COLLABORATION SERVICES USER GUIDE
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Your name, account and password will be provided to you by MOE IT.

000 Internet Accounts

e @ OS X Server -

Name: "ohn Appleseed ]

Account: johnappleseed

Password: Required

Cancel | [ CoBack || Setup

vimeo
flickr

Add Other Account... ~\

13
eoon Internet Accounts

Internet Accounts sets up your accounts to use with Mail, Contacts, Calendar,
Messages, and other apps.

;' margaretmorrison@co

997

Uh&mum
(T Calendars
gﬁmmu
GDWMm

’.

If your screen looks like shown below, your account has been configured.

COLLABORATION SERVICES USER GUIDE 4
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Messages

The first application we will use as part of collaboration services is called Messages.
This application can be used to send text or files to other individuals in the MOE with more
speed and convenience than a mail server. In addition, there is no limit on file transfers with
this application.

Messages is typically used to connect to other people through the cloud, but we will be
using it to only communicate with people within the MOE through a service called “Jabber”.
You will see Jabber in the bottom left hand corner of the window that opens up (you may

have to skip the setup window)

Let’s Open up Messages. You can do this through your dock or through the search bar.
If a setup window appears, click “Skip”.To Login, click “Offline” and a drop down menu will

appear. Then Click “Available” to Login to the server.

Fle  Bde  Vew  Buddes Wwdeo Format  Wedow

0 Cumvent Tunes Seng

LE
@ T Aasy

LT Srates Meny
¢ Use Same S5ates for Al Accowats

COLLABORATION SERVICES USER GUIDE 5
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Go to View -> Buddy List to bring up your Collaboration Services list. In the bottom left

of the window, click the + button.

File  Bde  Vew Buddes Wideo  Format  Window

From this screen you can add any of your fellow MOE employees.

COLLABORATION SERVICES USER GUIDE 6
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In order to be able to communicate with another individual, both people must confirm
“Friendship” in the system. The first user will click the + button and enter the following
information. Your friends account will then be asked to accept, and then both individuals can

contact each other using messages.

Account name - FirstnameLastname@c00sv06.moe

This process will only need to occur once per friendship. This process confirms that

only you and your specified colleagues can access this system.

FPle Bde Vew Buddes Weo Format  Wndow P 0 9+ o4 QI

COLLABORATION SERVICES USER GUIDE 7
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To send a message to a buddy, click their name on the buddy list and begin typing.

Fle  bde  Vew  Buddes  Wideo  Format  Window . 0O O+ o4 QI

srdcwishoschwarts

The second major feature deals with file transfers. File transfers can be done using this

service with no limitation on the size of the file. This makes the service much easier than

email.

To transfer a file between individuals, you may drag the file onto
¢ The individuals name on your buddy list

¢ The text input in the messaging window

COLLABORATION SERVICES USER GUIDE 8
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The two ways to complete file transfers are shown below

COLLABORATION SERVICES USER GUIDE 9
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Messages should be used for:

* Quick messages

Informal Messages
* Messages to 1-5 People
+ File Transfers bigger than one document

« Messages that do not need to be later referenced

Messages is meant for informal communication. While it is possible to search archives

of your Messages, it is not as easy or convenient as email.
File transfers, while faster and more efficient than email, can only be downloaded once
Messages should not be used for:
» Formal Messages

» Messages to large groups of people

+ Messages that need to refereed to on a constant basis

Note: As your software upgrades year to year, features and operations within Messages
will change slightly. Like any other piece of software, the ability to successfully use this

software will depend on daily or weekly usage of the product.

COLLABORATION SERVICES USER GUIDE 10
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Calendars

Now let’s open up Calendars. This application is meant to completely replace the way
that you schedule events and collaborate with others at the MOE.

To begin, double click the day /time to start an event. From this window you can add a

title, location, alert time or notes.
With this application you can make events and send them to other individuals within

the MOE. When you go to create an event, go to the Invite section. From here you can enter a

colleagues name and it should autofill with their account information.

R Calendar Hie bot Vs  Window 0 9O 4 9 Q =

A e fut ey

Mdvw Carrage

COLLABORATION SERVICES USER GUIDE 11
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There are two ways to collaborate with others using the calendar service. The first is the
way described above, where you invite each individual and they have the ability to accept or
reject your invitation. The second method does not involve confirmation, but also does not

need user action to invite or accept a calendar event.

The process for a team calendar is as follows. Create a new calendar under File - > New
Calendar. Once you have created a calendar on the server, you can Right Click (Option +

Click) the calendar and start sharing it with members of your team.

Once you enter a team member’s name, you can set there ability to View & Edit or just
View. The team members will have to confirm the calendar join, but then all events will

synchronize.

To make the most out of this application, you should transfer all of your events from

your current calendar. The calendar can be printed out if you prefer a hard-copy.

With the integration of Calendar and Messages into the Ministry, you will allow for a

significant level of efficiency to arise throughout your team.

COLLABORATION SERVICES USER GUIDE 12
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