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Executive Summary
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I. About the Organization

The Financial Intelligence Unit (FIU) of the Republic of Palau is a division of the Palauan
government tasked with investigating and monitoring all financial activity in Palau. They describe
their organization and mission as:

The Financial Intelligence Unit (FIU) is a government organization that monitors all financial activity in

Palau. They receive and analyze information in order to identify possible activities relating to money
laundering or terrorist financing.

11. Working with FIU staff to review and practice with all existing
database functionality and derive a list of desired changes

It is important for all FIU staff to gain full proficiency in the use of the existing database software.
All FIU personnel now have proficiency in using the database solution, the staff has been provided
with a Database User Manual, and a list of desired changes has been created. The only risk to the
sustainability is that the FIU personnel forget how to use the database. Going forward, the FIU
should hire someone to implement the documented list of desired changes.

1. Complete transition to electronic report submission

Because the FIU now has a database software solution, it is important that banks submit reports
electronically going forward. Bank of Hawaii and Bank of Guam are now submitting electronically;
Bank Pacific is still in the process of transitioning. The risks to sustainability are that Bank of
Hawaii or Bank of Guam experience problems and/or that Bank Pacific does not complete the
transition to electronic filing. In the future, the FIU should continue to work with Bank Pacific so
they start filing electronically.

IV. Training and implementation of encrypted email

The FIU has the need to securely communicate and exchange intelligence with external parties. The
FIU now has encrypted email working on its computers, adequate proficiency in using encrypted
email, and an Encrypted Email User Manual. The main risk for sustainability is that the FIU
personnel forget how to use encrypted email. As such, the FIU personnel should work to develop
comfort and proficiency with encrypted email.

V. Define recommendations for importing backlogged reports
into the database system
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The FIU would like to have backlogged reports, along with current and future reports in its system.
Bank of Guam will give the FIU their last five years of backlogged reports in digital format. The
FIU additionally has recommendations for importing all backlogged data into its database. This
outcome is sustainable as they are both instances of added capacity that the FIU now has. Going
forward the FIU should follow through on the recommendations for importing backlogged data.

Vl.Investigate and implement information retrieval from other
Palauan Government organizations

The FIU needs to be able to remotely view information in other government entities’ databases to
conduct investigations. The FIU currently remotely has access to information from the Bureau of
Immigration and Labor. Such access for the Bureau of Customs and Border Protection and the
Bureau of Revenue and Taxation are forthcoming. This initiative will fail to be sustainable if the
FIU staff forget how to access the external data. The FIU should monitor the status of those
agencies that do not currently have databases so that, if one was to adopt a database, the FIU could
gain remote access.

VII. Investigation into and implementation of a case
management software solution

The FIU needs case management software to manage its investigations. The FIU now has such a
software solution, XMind, and an XMind User Manual for stutainability. This initiative will fail to
be sustainable if the FIU staff forgets how to use XMind and fails to make use of the XMind User
Manual. Despite the success of XMind, if the FIU has an opportunity to adopt and implement
goAML, it should.

VIll. Additional Recommendations

The FIU should obtain a faster Internet connection, as it would greatly augment the FIU’s ability to
execute and speed up many important and frequently preformed tasks.

Additionally, the FIU should hire in-house technical expertise, as it would allow the FIU to function
more effectively at the tasks it already preforms and also allow the FIU to expand its scope.

Consulting Partner About the Consultant
Nelson J. Werner Benjamin Junker
director@palaufiu.org bjunker@andrew.cmu.edu
Palau Financial Intelligence Unit Ben is a senior in Information Systems.
Second Floor, IA Meda Korner Building He will return to Carnegie Mellon
P.O. Box 10243 to complete his degree next fall.

http://www.palaufiu.org
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Republic of Palau - Financial Intelligence Unit
Final Consulting Report

Student Consultant, Benjamin Junker
Development Partner, Nelson J. Werner

I. About the Organization

Organization

The Financial Intelligence Unit (FIU) of the Republic of Palau is a division of the Palauan
government tasked with investigating and monitoring all financial activity in Palau. They describe
their organization and mission as:

The Financial Intelligence Unit (FIU) is a government organization that monitors all financial activity in
Palau. They receive and analyze information in order to identify possible activities relating to money
laundering or terrorist financing.

The Financial Intelligence Unit achieves its goal of combating money laundering and terrorist
financing by collecting and analyzing reports to identify possibly illegal behavior. Specifically,
these reports are Cash Transaction Reports (CTRs), Suspicious Transaction Reports (STRs), and
Cross Border Currency Reports (CBCRs). The CTRs and STRs are submitted to the FIU by the
three retail banks in the area, Bank of Hawaii, Bank of Guam, and Bank Pacific. CTRs detail
withdrawals and deposits from the banks of values greater than or equal to $10,000 (USD), and
STRs are reports that detail any suspicious financial activity that a particular bank has observed,
such as anomalously large transactions for a particular individual or a pattern of transactions that
adheres closely to those associated with illegal activity. The Financial Intelligence Unit receives
CBCRs from the Palauan Bureau of Customs and Border Patrol, which contain information about
the movement of sums of money greater than or equal to $10,000 (USD), in cash, into or out of the
country. After amassing information and building a good faith suspicion of illegal activity, the
Financial Intelligence Unit passes their amassed intelligence to another entity, such as the Bureau of
Public Safety or the Attorney General’s office, to do the rest of the investigation

The Financial Intelligence Unit has two employees: Nelson Werner, who is the Director of the unit,
and Hussein ‘Boboy’ Derbai who is a Senior Intelligence Analyst. The Financial Intelligence Unit
currently uses technology in a limited capacity and is looking to expand its use of technology to
enhance its investigations and to increase its prestige in the international community.

Facilities

The Financial Intelligence Unit is located in an office on the second floor of the IA Meda Korner
Building in Koror, Palau. It shares the second floor facilities with the Financial Institutions
Commission (FIC). To this end, the Financial Intelligence Unit and the Financial Institutions
Commission work together to monitor financial activity in Palau.

In terms of physical space and organization, the size, furnishings, and layout are adequate for the
current operations of the Financial Intelligence Unit. There are three desks in the office, which are
used by Nelson and Boboy for day-to-day work, as well as a larger conference table used for
meetings. At one of the desks is a desktop computer; there are an additional five laptops in the
office. The access to power at the Financial Intelligence Unit office is also satisfactory for its needs:
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there are sufficient power outlets in the office to power all of the electronic devices (i.e. —
computers, phones, etc.) the Financial Intelligence Unit has, as well as those of guests, and
sufficient power to provide climate control and lighting for the office. The security to the office is
also ample, being that the door to the Financial Intelligence Unit office is locked at night, as is the
door to the second floor that contains the Financial Intelligence Unit and Financial Institutions
Commission offices. However, it should be noted that if the Financial Intelligence Unit were to
expand to include more personnel, it would potentially need more office space, as there are not
currently facilities or space in its office to house more than three to five permanent employees.

Programs

The sole function of the Financial Intelligence Unit is to collect and analyze the abovementioned
reports and other pertinent intelligence, to determine the existence of suspected, illegal, financial,
activity, through procedures and systems that are compliant with international standards. Due to
this, all activities of the Financial Intelligence Unit are pursuant to its organizational mission. With
regard to technology, the employees of the Financial Intelligence Unit generally use computers for
tasks such as communication, information storage, and information lookup to aid them in their jobs

Staff

There are two employees in the Financial Intelligence Unit.

Nelson Werner is the Director. His responsibilities include general management of the Unit,
planning, both technological and otherwise for the Unit, and intelligence gathering about money
laundering and terrorist financial activity cases. Nelson uses computers for general office work,
such as email, word processing, and research. He has access to pertinent Microsoft Suite
applications (i.e. — Microsoft Word, Excel, Access, etc.) and email clients through the Internet. His
primary resource for technology training is the Internet.

Hussein ‘Boboy’ Derbai is a Senior Intelligence. His role at the Unit is similar to Nelson’s: he is
also, in part, responsible for management, planning, and intelligence gathering for the money
laundering and terrorist financial activity cases. In addition, Boboy serves as the liaison between the
Financial Intelligence Unit and the larger Palauan community, as Boboy was born and raised in
Palau and has standing relationships with many of the people in the larger Palauan community. His
access to and use of technology is largely similar to Nelson’s, except that Boboy has more
proficiency in using the Financial Intelligence Unit’s Microsoft Access Database. Boboy’s access to
technology training is similar to Nelson’s, as well.

Technology Infrastructure

The Financial Intelligence Unit has six computers: one Acer desktop computer running Windows 7,
one HP laptop computer running Windows 7, three Asus laptop computers running Windows 8, and
one Toshiba laptop computer running Windows 8. All of the computers have the current front-end
Microsoft Access database application and are connected to the back-end data on the desktop
computer that contains the reports the Financial Intelligence Unit collects. All computers
additionally have basic office software on them, particularly the Microsoft 2007 Package Suite, and
Internet access (with the necessary web browser to use the Internet). Specifically, Boboy primarily
makes use of the desktop computer and uses Google Chrome for Internet access, and Nelson
primarily makes use of the Toshiba laptop computer and uses Mozilla Firefox for Internet access.
The remainder of the computers are either used for travel, as some are smaller and more convenient
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to take to conferences, or by temporary employees (e.g. — Data Entry Employees) when the FIU has
budget to make such hires. Nelson and Boboy also both have personal smartphones, with cell phone
service, that they occasionally use for purposes related to the Financial Intelligence Unit. In terms of
non-computing technology, the Financial Intelligence Unit’s office is equipped with phones
(“landlines™) and a scanner/printer that is accessible over the local network

Despite the fact that all computers at the Financial Intelligence Unit have Internet access, the
Internet connection is less than ideal for their purposes. Specifically, the bandwidth ranges between
~0.05 mbps and ~0.25 mbps for upload and download speed. In addition, the speed and connectivity
status of the Internet are variable depending on external factors, such as the overall network usage
in the greater Koror area and the weather. This stems from a larger issue effecting all of Palau: that
all off-island Internet connections to Palau are through satellite. There are plans to connect Palau to
the broader Internet through an undersea fiber-optic cable, which would vastly improve Internet
speeds, however the culmination of these plans is estimated to be at least one year away.

Due to the poor Internet connection, the Financial Intelligence Unit has issues performing tasks that
are essential to its organizational success, such as checking email, downloading files, and browsing
the Internet. Moreover, certain technical solutions, such as building web applications that are hosted
off-island are impracticable. Other than the issue of Internet, the technology infrastructure at the
Financial Intelligence unit is appropriate for its current needs.

Technology Management

The Financial Intelligence Unit does not currently have a technology management plan because the
technology infrastructure at the FIU does not require a great deal of maintenance. And, as such,
technology management at the Financial Intelligence Unit is done on a largely ‘as needed’ basis.
That is, the management of technology is typically only done when a piece of technology at the
Financial Intelligence Unit stops working as it should.

The responsibility for day-to-day technology problem solving is shared, to a certain extent, between
Nelson and Boboy, though it often works out that the responsibility for technology problem solving
falls primarily on Boboy, as he is more familiar with the usage of computers, the primary piece of
technology infrastructure at the Financial Intelligence Unit. Boboy’s current technical expertise, as
it relates to technology management, largely consists of the ability to use computers, meaning he
can preform tasks such as installing software or updating virus definitions through a graphical user
interface.

Beyond those sorts of tasks, the Financial Intelligence Unit relies on external services to manage its
technology infrastructure. Unfortunately, the Financial Intelligence Unit’s access to external
services is limited. There is a dedicated information technician for government organizations in
Palau, Conrad, but he is not able to dedicate a large amount of time or attention to the Financial
Intelligence Unit’s needs, as his services are required by a large number of government
organizations. Furthermore, the Financial Intelligence Unit does not currently have the budget to
hire an external vendor. Given this lack of external support and internal capacity, the technology
management portion of the Financial Intelligence Unit’s organizational practices is limited.

Technology Planning

Technology planning at the Financial Intelligence Unit is largely done by Nelson, with some input
from Boboy. Being that the FIU was created less than three years ago, Nelson largely crafts the
technology plan from the example of more established Financial Intelligence Units. Nelson gains
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information about comparable international practices by attending conferences about money
laundering and terrorist financing prevention and dually observing the best practices showcased
there as well as communicating with the other Financial Intelligence Units in attendance about their
technology infrastructure.

The current technology plan, to first establish, then augment a database, as well as procure a way to
effectively visually represent a financial investigation, has been in place since Nelson created a
technology plan for the Financial Intelligence Unit. In addition, its implementation has also been
consistent: to utilize the Technology Consulting in the Global Community program. Going forward
Nelson does not envision establishing a vastly new technology plan or implementing the current
technology plan in an entirely different matter

Communication

Internally, information at the Financial Intelligence Unit is shared verbally, through the use of a
flash drive, or through email and, externally, through email or phone. As such, the Financial
Intelligence Unit does have the capacity to share files, both internally and externally. With regard to
the security of the files shared via email, the email accounts at the Financial Intelligence Unit are
password protected and have the capacity to be encrypted, but the staff at the Financial Intelligence
Unit does not yet have the technical expertise to encrypt their emails. As mentioned above, the
bandwidth in Palau does not allow very fast upload or download speeds, which can cause issues for
the Financial Intelligence Unit when its employees need to communicate or share files via the
Internet. Other than a need to encrypt email and a general need for higher bandwidth Internet
access, the one-to-one communication capacity of the Financial Intelligence Unit is appropriate for
its needs. Beyond one-to-one communication, the Financial Intelligence Unit communicates with
the general public through its informational website, www.palaufiu.org . Finally, in terms of non-
technical communication, the Financial Intelligence Unit previously had a problem managing the
thousands of paper reports delivered to its offices by banks. However, the Financial Intelligence
Unit has transitioned to a database for management of those reports, and, consequently, the banks
are newly required to electronically submit their reports, meaning the amassment of paper reports
should not be an issue going forward.

Information Management

The Financial Intelligence Unit currently handles its information management needs through the use
of a Microsoft Access database to manage the various reports it receives, which was implemented
by two consultants participating in the Technology Consulting in the Global Community program
last summer. The organizations that submit these reports to the Financial Intelligence Unit (banks
and the Bureau of Customs and Border Patrol) are currently transitioning from paper based
submission to electronic submission. By the end of the summer, Nelson predicts that submission
will be an entirely electronic process. Additionally, though the current database solution is robust in
its support of storage, import, basic lookup, and basic report generation functionality of CTRs,
STRs, and CBCRs, it does not meet all of the Financial Intelligence Unit’s needs. In short summary,
the Financial Intelligence Unit needs technical solution(s) to allow its employees to access a larger
variety of information and to utilize analytic/visualization tools for the Financial Intelligence Unit’s
data. Both of these improvements would aid the Financial Intelligence Unit in its pursuit of its
mission of monitoring financial activity and identifying possible activities related to money
laundering and terrorist financing.
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Between staff of the Financial Intelligence Unit, most information is either exchanged, as
mentioned above, through the use of a flash drive, or through email. In addition, the back end
information of the database solution is shared between Financial Intelligence Unit employees over
the local area network through Windows Homegroup.

1. Working with FIU staff to review and practice with all existing
database functionality and derive a list of desired changes

Motivation

For the Financial Intelligence Unit to preform its duty of monitoring financial activity in Palau and
monitoring information related to possible money laundering or terrorist financing related activity,
its personnel need the ability to quickly and easily browse the various reports that are provided to
them. To address this need, last summer two consultants from the Technology Consulting in the
Global Community program implemented a Microsoft Access database solution to manage the
various reports, CTRs, STRs, and CBCRs that the Financial Intelligence Unit receives.

For a number reasons, most prominently due to a lack of data in the system, the database solution
has not been heavily used by the FIU staff, resulting in a lack of expertise in the system by the
current staff at the FIU. Due to this fact, the FIU was lacking in its ability to manage the
information it had at its disposal.

As such, there was a need to review and practice all existing database functionality with the FIU
staff. In addition, through this process a list of desired changes to the current system would be
compiled. Through these two procedures, the FIU staff would gain proficiency in their database
system, which would aid them in their aforementioned mission, and also would have an idea of
improvements that should be made to the database system going forward.

Outcomes

After establishing proficiency in use of the database system, it was decided that the best
implementation of a training program with Boboy, who is primarily in charge of the database
system, would be to review and practice all existing database functionality with him throughout the
duration of the engagement. Through this method, he would not be subjected to ‘lessons’, but rather
gain insight and expertise into the database system’s practical application, as its features were
relevant and needed.

To this end, Boboy has displayed a large increase in proficiency of use of the database system. At
the start of consulting engagement, over roughly the past year Boboy had input approximately 1,000
records into the database; however, over the two month consulting engagement, the number of
records in the database has risen to over 4,000, most of which are directly or indirectly the result of
Boboy’s efforts. In addition, Boboy has gained the capacity backup the database and is now doing
so on a weekly basis to an external hard drive to prevent the loss of data in the event of technical
issues. Finally, Boboy demonstrated sufficient proficiency in the system to train a temporary
employee at the FIU in the use of the system during the consulting engagement.

Beyond the ongoing training program that was conducted with Boboy, to ensure sustainability of
this initiative, a Database User Manual (see Appendix A) was created in conjunction with Boboy’s
ongoing training to provide the FIU with a resource to train future employees in a way that fostered
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buy-in on the part of the FIU. The efficacy of the Database User Manual was tested and
demonstrated to be sufficient through its use in the training of Nelson in the database system.
Nelson has demonstrated the ability to perform all pertinent use cases in relation to the database
system. Specifically, Nelson has demonstrated the ability to manually input data, query the
database, import data into the database, and generate basic reports.

Finally, through the use of the database system, the FIU staff articulated various desired changes to
the system. As there was not sufficient time to make these changes within the scope of the current
engagement, these changes have been documented for future consideration (see Appendix B).

Through the results of this initiative, the FIU personnel have been able further their organizational
mission through the use of the database system. Namely, the FIU has been able to use the system to
investigate the financial activity of various people who are being monitored by the FIU. In addition,
the ability to use the database system has allowed the FIU to identify certain patterns of transactions
that appear suspicious but were not previously being monitored by the FIU.

With regard to overall sustainability of this initiative, the combination of proficiency of the current
FIU staff in the use of the database system and creation of a Database User Manual will ensure that
all future FIU personnel will be able to obtain relative proficiency with the existing database
system. In addition, the Database User Manual was printed to create a physical manual, a medium
that the FIU personnel are more comfortable with, to further ensure that it is utilized.

Recommendations

Going forward, there are two important courses of action that the FIU should take to maintain and
expand their capacity in relation to their database system. First and foremost, the current FIU staff
should train any future employees in the use of the database system with the Database Training
Manual, as well as added insight from their own expertise that they deem appropriate. By doing
this, the FIU will ensure that all of its personnel can effectively use the database system to pursue its
organizational mission.

In addition, the FIU should hire additional technical expertise to implement its desired list of
changes. These changes are, by nature of their creation desirable to the FIU and will make the
database solution more robust. As such, it would be prudent to ensure their implementation. As
alluded to above, the FIU should do this through an external vendor: potentially through a future
Technology Consulting in the Global Community engagement or through, budget permitting, a
professional technical consulting vendor.

1. Complete transition to electronic report submission

Motivation

Submitting banks, Bank of Hawaii, Bank of Guam, and Bank Pacific, all submit CTRs and STRs to
the Financial Intelligence Unit. Previously they did this through a paper based process in which an
employee of one of the banks would physically travel to the FIU’s office and hand deliver a paper
copy of these reports. Considering the fact that the FIU now has a database to collect and manage
these reports, it is now mandatory that banks submit these reports electronically rather than in
physical copies.
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As such, there was a great need, within the FIU, for someone, particularly someone with technical
expertise, to oversee this process, help banks transition to electronic submission of reports, and
troubleshoot any issues that arise during the transition.

By way of successfully overseeing a transition to electronic filing, the FIU will more effectively be
able to access the reports they have on file in their, in their various inquiries into the possibility of
illegal financial activity, through their existing database software solution. This would aid the FIU
in its organizational goal of monitoring and identifying activities related to money laundering and
terrorist financing.

Outcomes

Throughout the consulting engagement, the consultant and FIU staff communicated with all three
banks about the transition to electronic reporting with varying degrees of success.

The results of this initiative with Bank of Hawaii and Bank of Guam were very successful. Prior to
the current consulting engagement, neither bank had filed electronically with the FIU, at all. After
communication with both banks’ local branches and headquarters, as well as the examination of
various test submissions by both banks, Bank of Hawaii and Bank of Guam are now filing
electronically. Since they started electronically filing (mid-July), Bank of Hawaii has submitted
approximately 600 records electronically and Bank of Guam has similarly submitted approximately
400 records.

In contrast, the results of this initiative with Bank Pacific were less successful. Despite repeated
attempts to engage Bank Pacific throughout the duration of the consulting engagement, they were
unresponsive and static for the large majority of the time. Only during the last week of the
engagement was one test file submitted. As such, Bank Pacific did not complete the transition to
electronic filing.

In addition to working with the various reporting banks to transition to electronic report submission,
another aspect of this initiative involved working with the FIU staff, particularly Boboy, to develop
the capacity to import these results into the database system. Though, in theory, the process is
straightforward, there were some encountered issues and necessary troubleshooting to import the
submitted reports into the database system. These issues were explored and resolved jointly by the
consultant and Boboy to foster capacity to combat such issues in the future within the FIU. In
addition, these issues and processes for resolving them were documented in the Database User
Manual (see Appendix A) for future reference.

Finally, the Electronic Reporting Instructions created by the consultants last summer were updated
(see Appendix C) to reflect the current procedures and state of electronic reporting. These updated
instructions will be included in regulation to further mandate electronic submission by banks.

The status of Bank Pacific notwithstanding, the results of this initiative have been very successful.
Coupled with increased ability to make use of the system from the previous objective, the additional
data in the database system from this initiative has allowed the FIU to use the system to investigate
the financial activity of various people who are being monitoring by the FIU. In addition, the
additional data in the database system has allowed the FIU to identify certain patterns of
transactions that appear suspicious but were not previously being monitored by the FIU.

The main risk to sustainability of this initiative is Bank Pacific’s lack of transition to electronic
reporting within the duration of the consulting engagement. To combat this the consultant will be
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available via email for input and assistance with transitioning Bank Pacific to filing reports
electronically. Beyond that, the other risk to sustainability is that there is an issue with future
submission(s) that the FIU does not have the capacity to troubleshoot. Though this possibility is
unlikely, as preemptive efforts were made by consultant and FIU to avoid this situation, the
consultant will similarly be available via email for any issues that the FIU has with future
submissions.

Recommendations

The most important thing the FIU can do, given the current situation, is work to transition Bank
Pacific to electronic filing. Given that Bank Pacific is now palpably working on this initiative (i.e. —
has submitted a test file), this process should be more forthcoming than it was during the consulting
engagement when Bank Pacific were largely unresponsive. To achieve this the FIU should continue
its current process of accepting test submissions from Bank Pacific and giving feedback until Bank
Pacific submits data in the correct format. A good basis for comparison and thus potential feedback
is any number of correct submission files, such as the sample STR, CTR, and PIT files provided by
the consultants last year. In addition to follow up from solely the FIU, the consultant has agreed to
serve as an ongoing resource on this matter.

IV. Training and implementation of encrypted email

Motivation

The financial intelligence community, by its very definition, deals with very sensitive information:
people’s banking information. As such, it is an industry standard in the financial intelligence
community to ensure that all digital communication is secure. The primary mode for securing such
digital communication is the encryption of email with public-key encryption. This standard is so
ubiquitous that certain countries’ Financial Intelligence Units will not exchange information with
another Financial Intelligence Unit unless the emails through which information is being exchanged
are encrypted.

Currently, the employees of the Palauan Financial Intelligence Unit have directions to encrypt their
email left by the consultants who worked with the Palauan Financial Intelligence Unit last summer.
However, given that encryption of email through the use of public-key encryption is an involved,
technical process, the directions did not prove to be sufficient for the employees of the Palauan
Financial Intelligence Unit to build sufficient capacity to encrypt their outgoing email. From a
usability perspective, specifically, one issue that the employees of the Financial Intelligence Unit
have expressed they have with the documentation left by the consultants last summer is that it is
designed for use with Microsoft Outlook. Nelson and Boboy have both expressed that they do not
have a high level of proficiency with Microsoft Outlook.

Herein lies the need for the Palauan Financial Intelligence Unit to build capacity to encrypt their
outgoing emails. Without the ability to encrypt their emails, the Palau Financial Intelligence Unit
does not have the ability to exchange crucial information, pertaining to its various undertakings of
identifying possibly illegal financial activity, with other Financial Intelligence Units.

Outcomes
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Though initially the plan was to use Mailvelope to allow the FIU staff to send encrypted emails
through their web browsers, after investigation and initial implementation of the Mailvelope
browser add on, the consultant encountered issues receiving encrypted messages with Mailvelope.
Due to this discovery, it was decided that Microsoft Outlook would be used to encrypt email. In
addition, Nelson’s main objection to Microsoft Outlook, that it did not work on his computer, was
eliminated as he upgraded to a more powerful computer during the duration of the consulting
engagement, on which Microsoft Outlook works well.

As such, digital email certificates (containing public keys digitally signed by Comodo) and private
keys were secured and successfully stored, for director@palaufiu.org, on Nelson’s computer of
choice and for admin@palaufiu.org, on Boboy’s computer of choice. After which, training was
conducted wherein Nelson and Boboy were both shown how to fully utilize the encrypted email.
This process was documented for sustainability in the Encrypted Email User Manual (see Appendix
D).

Both Nelson and Boboy have demonstrated proficiency in the use of encrypted email as they have
both sent and received encrypted emails. In addition, with regard to the previously mentioned low
level of proficiency with Microsoft Outlook, this issue has been rectified as Nelson and Boboy are
both now using Microsoft Outlook for general email use. Despite these positive indicators, no
results pertinent to the mission of the FIU have resulted yet as all external parties that the FIU has
reached out to via encrypted email have not yet responded.

Finally, this initiative is entirely sustainable, as Nelson and Boboy both have demonstrated the
capacity to make use of encrypted email and have bought in to the existence and usefulness of the
Encrypted Email User Manual. In addition, their current knowledge, coupled with the Encrypted
Email Use Manual will allow them to train any future FIU employees in the use of encrypted email.

Recommendations

With regard to this objective the only recommendation would be to develop a higher level of
comfort using encrypted email. Currently, as encrypted email is a relatively new skill for the FIU
staff, they are not entirely confortable using it. However, as it is an important capacity to have, it is
essential that the FIU staff make frequent use of (i.e. — practice with) encrypted email to gain a
higher level of comfort using it in real-world situations.

V. Define recommendations for importing backlogged reports
into the database system

Motivation

Because banks have only recently begun submitting reports electronically to the FIU, there is not a
great deal of past/historical data in the FIU’s database. As such, there is a need for the automated
import of backlogged data (i.e. — the past reports submitted by the banks) into the Financial
Intelligence Unit’s database system. This would be a positive change for the Financial Intelligence
Unit, as it would allow them a greater breadth of information to utilize in their inquiries into
possibly illegal financial activity.

Outcomes
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As with the transition to electronic reporting, since this objective deals with banks, there was a
varying degree of success between banks. Bank of Hawaii notified the FIU that relatively early on
in the consulting engagement that they would not provide the FIU with any backlogged reports in
digital form, meaning that the FIU must rely on archived paper copies of Bank of Hawaii reports to
import into the database. Conversely, Bank of Guam notified the FIU relatively late in the
consulting engagement that they would, in fact, deliver the past five years of reports in Bank of
Guam’s XPS format to the FIU. However, they will transmit the reports between September 1, 2016
and December 31, 2016, so after the end of the consulting engagement. Finally, Bank Pacific did
not respond to any inquiries about past reports meaning that the FIU will have to rely on archived
paper copies, as with Bank of Hawaii.

The main outcome of this initiative is the Recommendations and Directions for Importation of
Backlogged Reports document (see Appendix E). These recommendations detail options for
importing the backlogged reports into the FIU database and recommend a concrete set of actions for
doing so.

While these defined recommendations do not currently result in any new abilities for the FIU, it
does expand their future capacity to import backlogged reports into their system. In addition,
assuming that the banks do not change their position on the provision of backlogged reports, the
recommendations will be sustainable in that they will still be applicable to the records the FIU has.

Recommendations

It is recommended that the FIU look into implementing the recommendations defined in the
Recommendations and Directions for Importation of Backlogged Reports document. This will
obviously expand the FIU’s capacity, as it will increase the amount of data in their database system.
Further details and recommendations for implementation are detailed in the aforementioned
document. In terms of resources for implementation, the FIU could make use of a potential future
TCinGC engagement or, budget permitting, an external vendor to realize this recommendation.

Vl.Investigate and implement information retrieval from other
Palauan Government organizations

Motivation

It is currently difficult for the Financial Intelligence Unit to fully and effectively conduct its
inquiries into possible money laundering/terrorist financing. This, in part, is because some of the
information needed for these inquiries is not stored in the FIU’s database; it is stored within a host
of different government organizations of the Republic of Palau, and potentially within their
databases. As such, there is a great need for the Financial Intelligence Unit to have the ability to
autonomously retrieve information from other Palauan Government Agencies. With such access the
FIU would then be able to fully and effectively conduct its inquiries into possible money
laundering/terrorist financing.

Outcomes

An investigation into the possibility of connecting the Financial Intelligence Unit to remotely access
the databases of government organizations was conducted. As one might expect, there were varying
results between each government organization.
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The full results of the Retrieving Information from other Palauan Government Organizations
initiative can be seen in Appendix F. However, most notably, the FIU gained remote, read-only
access to pertinent sections of the Bureau of Immigration and Labor’s database. That is, the FIU
staff can now navigate to a specific IP address, log in, and access pertinent information in the
Bureau of Immigration and Labor’s database. In addition, the FIU gained the technical capacity and
bureaucratic approval to obtain remote, read-only access to pertinent sections of the Bureau of
Customs and Border Protection’s and Bureau of Revenue and Taxation’s databases and is currently
waiting on the administrator of the databases to provide remote access.

This ability to access the Bureau of Immigration and Labor’s database has already been a boon to
the FIU. Without any technical assistance from the consultant or people with technical expertise in
the Bureau of Immigration and Labor, the FIU staff was able to effectively access the Bureau of
Immigration and Labor’s database remotely. Furthermore, the FIU staff did not only demonstrate
that they had gained the capacity to access to external databases, but also put that capacity to good
use in that they used it to augment their inquiries into possible money laundering by gathering
immigration information about certain individuals of interest.

This increased capacity has very few risks to sustainability and seems to be very sustainable. The
main risk to sustainability is that for some political reason, external agencies such as the Bureau of
Immigration and Labor attempt to revoke the FIU’s access to their databases. This is unlikely
however, as the FIU is securing remote access to external databases by entering into MOU’s with
those other government entities. The other risk to sustainability is that the FIU loses the knowledge
of how to access the external databases; however, given that the FIU staff have recorded the
external IP address and username/password for login and that this information can be recovered or
reset from the external agency, this is very unlikely.

Recommendations

Beyond it’s current access to the Bureau of Immigration and Labor’s database and anticipated
access to the Bureau of Revenue and Taxation and Bureau of Customs and Border Patrol databases,
it is recommended that the FIU continues to monitor the methods other government entities use to
store data. This way, if a government entity of interest, such as the Foreign Investment Board, was
to adopt a database software solution, the FIU would be able to leverage future technical
engagements, such as a TCinGC engagement or professional consulting firm, to gain remote access.

VII. Investigation into and implementation of a case
management software solution

Motivation

A reality of the domain that the Financial Intelligence Unit operates in is that intelligence gathering
inquiries into potential money laundering or terrorist financing can be quite complex. It is
potentially difficult for the personnel at the FIU to solely mentally keep track of all of the
information for certain inquiries of identification into money laundering and terrorist financing.
This can make it difficult to discern what the best paths of inquiry are going forward and how to
best proceed with a given inquiry. In addition, when presenting the information to an external party,
so that the external party might do the groundwork of investigation, the previous process of
organization: presenting the external party with the various pertinent reports and peripheral
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information, did not yield positive investigative results, likely in part due to an inability on behalf of
the external party to fully and easily understand the intelligence the FIU presented them.

As such, it was evident that the FIU had the need for a case management software solution that
would allow them to logically organize information and visually present it. This would help to both
organize its investigations internally and present them to the external party responsible for
investigating.

Outcomes

After exploring various case management software solution options (these considerations can be
seen in Appendix G), it was decided that XMind was the best option for a case management
software solution. As such, XMind was installed on the primary computers used by the FIU staff,
and the FIU staff was trained in the use of XMind. For sustainability of this initiative an XMind
User Manual (see Appendix H), detailing the commonly used practices of the FIU to diagram cases
using XMind.

All members of the FIU staff have demonstrated proficiency in using XMind, having diagrammed
eleven investigations, which span numerous CTRs and STRs, between Boboy and Nelson’s efforts.
These diagrams have been useful both internally and externally for the FIU’s efforts. Internally, the
advent of case management software and diagramming of cases has allowed the FIU to make
further inquiries on once-stagnant cases; that is, since the FIU was able to diagram and visualize
their investigations, they have been able to consider new angles on investigations and pursue them
further. Externally, the FIU has presented the diagrammed investigations to other government
entities, particularly its governing board, and received positive responses, which have increased its
prestige within the government. Finally, at the time that the FIU decides it is appropriate to
disseminate the information it has gathered to a law enforcement entity (such as the not as of yet
created Financial Crimes Investigative Unit), the results of the case management software solution
will be very useful in presenting the intelligence the FIU has gathered to external parties.

This outcome is very sustainable as the personnel of the FIU have sufficient proficiency in using
XMind that they will be able to continue making use of it going forward. For any new personnel
that may join the FIU in the future or if the current personnel were to forget how to use XMind, an
Xmind User Manual has been created for future training.

Recommendations

Notwithstanding the successful implementation of XMind, the goAML is likely still a more robust
case management software solution, in addition to the fact that it preforms many other tasks of
importance to the FIU. As such, if there is ever a time that the FIU has the hardware infrastructure,
access to technical expertise, and budget, the FIU should obtain and implement goAML.

VIIl. Additional Recommendations

Establish an improved Internet connection

The Internet connection at the Financial Intelligence Unit is less than ideal for their purposes.
Specifically, the bandwidth ranges between ~0.05 mbps and ~0.25 mbps for upload and download
speed. This causes routing tasks, such as checking and sending email to take up to an hour. In
addition, during high usage periods and periods of inclement weather, the Internet does not work at
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all. Some of this is out of the FIU’s control (Palau’s Internet connection is through satellite, which
is the source of the weather issue). However, by obtaining a faster Internet connection, the FIU staff
would be able to better and more quickly preform tasks essential to their organizational success,
from checking email to accessing external government databases remotely to downloading
electronically submitted reports from banks.

In terms of barriers to implementation, the main prohibitive factor is cost. The cost of Internet in
Palau is quite high (see Appendix I). However, upgrading is not difficult, as it entails only a phone
call to Palau National Communication Corporation (PNCC). And, if the FIU was to find the budget
and make such an upgrade, it would greatly beneficial.

Bring technical expertise in-house

As is mentioned above, the Financial Intelligence Unit only has two permanent staff members,
neither of who have specific technical expertise. Many of FIU’s tasks involve technology, however.
This can present and has presented a problem in the past for the FIU. Bringing technical expertise
in-house would be very beneficial to the FIU, as it would both aid the current staff members in any
of their endeavors that involve technology and allow the FIU to focus on more pure technology
initiatives (for example, importing backlogged reports through the use of technology).

To do this, the FIU would have to look to hire and openly advertise a “Technology Expert” position,
or something similar. Particularly, it is recommended that, if the FIU were to do this, the position be
advertised internationally, as the amount of technical expertise in Palau is not as great as that in the
world, or even the larger South Pacific region.

About the Consultant

Benjamin Junker is a rising senior in Information Systems with potential minors in International
Relations and Politics and Discrete Mathematics at Carnegie Mellon University. He will return to
Carnegie Mellon in the fall to complete his Bachelor’s Degree.
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Appendix A Microsoft Access Database User Manual
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Appendix A Microsoft Access Database User Manual

Introduction

The Financial Intelligence Unit (FIU) of the Republic of Palau maintains a
Microsoft Access database to track various reports submitted to them as well as various
pieces of information about cases and companies it is investigating.

With regard to reports, the database tracks three main kinds of reports: Suspicious
Transaction Reports (STRs), Cash Transaction Reports (CTRs), and Cross Border
Currency Reports (CBCRs). CTRs and CBCRs track the movement of money,
particularly a sum of money greater than $10,000. CTRs track the movement of money
into or out of a bank, and CBCRs track the movement of money into or out of the
country. STRs, on the other hand, detail suspicious activity, as reported by a bank, and
can be generated as a result of, for example, one large, CTR-worthy transaction or
multiple transactions none of which qualify for a CTR. CTRs and STRs are submitted
by banks whereas CBCRs are submitted by the Bureau of Customs and Border Patrol.

The database application can also track data about companies of interest and
information about ongoing (or past) cases. As there is no external body to determine
which companies are of the highest importance or to preform the FIU’s casework, these
records must be manually entered.

It should be noted that this guide is geared towards usability and the tasks that
were encountered during the duration of the Summer 2016 consulting engagement. For
more technical directions (e.g. — encryption, splitting the database), see the

documentation left by the Summer 2015 consultants.
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Appendix A

Main Form

Microsoft Access Database User Manual

The main form is the primary way to interact with the FIU database. To access the main

form, click the main form option from the list of options on the left side of the screen
Jvanom . e T . TR

»

Start date:

Last name or name of entity:

End date:
Account number:

Matching CTRs:

e

Reports

CTRs by Person

-

(CTRs by Month | [STRs By Month |

oo | [ com | [

] [ CTRs by Year ] [ STRs By Year ]

Year to Date

]

CTRID Date of Transaction | Cash Direction | Amount of Cash Financial Institution People Involved -
2.325325903 7/26/2015 Deposit $20,000.00 Bank of Guam Kimminecki B
1.1325235-324 7/23/2015 Deposit $40,000.00 Bank of Hawaii Antonson ]
1.1325235-323 7/22/2015 Withdrawal $50,000.00 Bank of Hawaii Antonson, Lodewyk
1.23235333-809 7/22/2015 Withdrawal $32,000.00 Bank of Hawaii Antonson, Walmart Inc. 3245235;
2.234235235235 7/21/2015 Withdrawal $50,000.00 Bank of Guam Best Buy, Roberts, Surangel's
2.3254325235 7/21/2015 Deposit $25,300.00 Bank of Guam Holden 5
Record: M4 1 of 20 () 4’\ ‘Search ‘l = : “”‘----- = = ] - 1 N T T T B ----_->-
Matching STRs:
STRID Lastname or Name of Entity Firstname Amount of Cash Summary Start Date End Date Financial Instit
21 aewfewf
20 Jim Antonson Bank of J
16 Fischer Jim $10,000.00 Credit Card Fraud 3/3/2015 Bank of Hzs
15 Aloha Joe $2,500,000.00 Money Laundering and Proceeds of Crime Act 1/1/2015 6/25/2015 Bank of He
Record: 4 ¢ 1of4 (] [3 Search < M >
Matching CRCRg- ¥
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Appendix A

General Utility — Search

Microsoft Access Database User Manual

From the main form, you can search the database for records. The search criteria you

can enter are:

* Last name of person or entity

* Start Date (of activity)

* End Date (of activity)

* Account number (related to activity)

You can restrict your search with as many or as few criteria as you wish.

»

End date:

Start date:

Last name or name of entity:

Account number:

-

Reports
\ CTRs J I STRs J [cTRS by Month | [STRs By Month |
[ CBCRs I Frer } I Ce ‘ I CTRs by Year ] [ STRs By Year ]

Matching CTRs:

CTRID Date of Transaction

Cash Direction | Amount of Cash

Financial Institution

Year to Date

People Involved

d

2.325325903 7/26/2015 Deposit $20,000.00 Bank of Guam Kimminecki
1.1325235-324 7/23/2015 Deposit $40,000.00 Bank of Hawaii Antonson 1
1.1325235-323 7/22/2015 Withdrawal $50,000.00 Bank of Hawaii Antonson, Lodewyk
1.23235333-809 7/22/2015 Withdrawal $32,000.00 Bank of Hawaii Antonson, Walmart Inc. 3245235
2.234235235235 7/21/2015 Withdrawal $50,000.00 Bank of Guam Best Buy, Roberts, Surangel's
2.3254325235 7/21/2015 Deposit $25,300.00 Bank of Guam Holden 5
Record: M 1of 20 L] ‘Search 4‘ = ] nu‘“‘“ = = ‘ B . B B _-P-
Matching STRs:
STRID Lastname or Name of Entity Firstname Amount of Cash Summary Start Date End Date Financial Instit
21 aewfewf
20 Jim Antonson Bank of J
16 Fischer Jim $10,000.00 Credit Card Fraud 3/3/2015 Bank of Hz
15 Aloha Joe $2,500,000.00 Money Laundering and Proceeds of Crime Act 1/1/2015 6/25/2015 Bank of Hz
|
| Record: 4 ¢ 10f4 > oM Search 4 m >

Matchine CRCRg-

The results for you search will be displayed in the corresponding sub forms below.
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CTRs Here:
MainFo

»

Last name or name of entity:

[ ]

Start date: [

End date: [

Account number: l

Matching CTRs:

Microsoft Access Database User Manual

— X

Reports

CTRs by Person
I CTRs ‘ I STRs ] (CTRs by Month | [STRs By Month |
I CBCRs ] l e ] Ce ] [ CTRs by Year ] [ STRs By Year ]

Matching STRs:

CTRID Date of Transaction | Cash Direction | Amount of Cash Financial Institution
2.325325903 7/26/2015 Deposit $20,000.00 Bank of Guam
1.1325235-324 7/23/2015 Deposit $40,000.00 Bank of Hawaii
1.1325235-323 7/22/2015 Withdrawal $50,000.00 Bank of Hawaii
1.23235333-809 7/22/2015 Withdrawal $32,000.00 Bank of Hawaii
2.234235235235 7/21/2015 Withdrawal $50,000.00 Bank of Guam
2.3254325235 7/21/2015 Deposit $25,300.00 Bank of Guam
Record: M 1 of 20 ] Sk No Filter ‘ Search 4L = : Imh- — — :

People Involved
Kimminecki
Antonson
Antonson, Lodewyk
Antonson, Walmart Inc.
Best Buy, Roberts, Surangel's
Holden

g

3245235!

STRID Lastname or Name of Entity Firstname Amount of Cash Summary Start Date End Date Financial Instit
21 aewfewf
20 Jim Antonson Bank of J
16 Fischer Jim $10,000.00 Credit Card Fraud 3/3/2015 Bank of He
15 Aloha Joe $2,500,000.00 Money Laundering and Proceeds of Crime Act 1/1/2015 6/25/2015 Bank of He
Record: M 1of4 L] & No Filte Search 4 \ i >

Matching CRCRe-

STRs Here:

>

]

g Reports =
Last name or name of entity: CTRs by Person
Start date: [ I CTRs ] I STRs ] ICI'RS by Month I lSTRs By Month ]
End date:
{ I cache ] | s ] | . ] [ CiRsbyYear | [ STRsBy vear |
Account number: [ Search
Matching CTRs:
CTRID Date of Transaction | Cash Direction | Amount of Cash Financial Institution People Involved -
2.325325903 7/26/2015 Deposit $20,000.00 Bank of Guam Kimminecki IEl
1.1325235-324 7/23/2015 Deposit $40,000.00 Bank of Hawaii Antonson
1.1325235-323 7/22/2015 Withdrawal $50,000.00 Bank of Hawaii Antonson, Lodewyk
1.23235333-809 7/22/2015 Withdrawal $32,000.00 Bank of Hawaii Antonson, Walmart Inc. 3245235;
2.234235235235 7/21/2015 Withdrawal $50,000.00 Bank of Guam Best Buy, Roberts, Surangel's
2.3254325235 7/21/2015 Deposit $25,300.00 Bank of Guam Holden 5
Record: M 1 of 20 L] & No Filter ‘Search ‘l - ) “U‘--V-- — - ] ) | E Y
Matching STRs:
STRID Lastname or Name of Entity Firstname Amount of Cash Summary Start Date End Date Financial Instit]
21 aewfewf
20 Jim Antonson Bank of J
16 Fischer Jim $10,000.00 Credit Card Fraud 3/3/2015 Bank of H{
15 Aloha Joe $2,500,000.00 Money Laundering and Proceeds of Crime Act 1/1/2015 6/25/2015 Bank of Hg
Record: M 10of4 [ ‘ % No Filte Search 4| m >
hing CRCRs- M
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CBCRs Here:

Microsoft Access Database User Manual

O Matching CBCRs: -
CBCRID Lastname Firstname | Amount of Cash | Type of Currency Declared |Coming From |TravelingTo | Date Reported Reason Given
2 Schwartz Jimmy $50,000.00 U.S. Dollar D u.S. Palau 5/6/2015 Brought the cash just in case.
1 Antonson Josh $10,000.00 Peso Japan Palau 5/5/1992
Record: M 1of2 () & No Filte Search 4L m '
m———
Matching companies: L
FIBID |Company Name | Certification Status Shareholder Names Officer Names Director Names
5 Test8 Antonson Antonson Antonson
4 TEst4 Antonson Jim Schwartz Conner Schwinn
3 Test3 Jim Schwartz, Antonson, Conner Schi
2 Test2 Jim Schwartz, Antonson, Conner Schwinn fewf E
1 Walmart Inc. In process Jim Schwartz, Antonson, Conner Schwinn
Record: M 10of5 boM % No Filte Search 4| M >
Matching cases:
CASEID Date Opened Date Closed Associated People and Businesses Notes
3 5/5/1992 Josh Antonson, Laura Lodewyk, Nelson Werner, Sur This is a test post...
* (New)
Speakers / HP: Muted

Companies Here:

Matching CBCRs: -
CBCRID Lastname Firstname | Amount of Cash | Type of Currency Declared |Coming From |TravelingTo | Date Reported Reason Given
2 Schwartz Jimmy $50,000.00 U.S. Dollar uU.s. Palau 5/6/2015 Brought the cash just in case.
1 Antonson Josh $10,000.00 Peso Japan Palau 5/5/1992
Record: 4 ¢ 10f2 (] % No Filte Search <[ M >
Matching companies: L
FIBID |Company Name | Certification Status Shareholder Names Officer Names Director Names
5 Test8 Antonson Antonson Antonson
4 TEst4 Antonson Jim Schwartz Conner Schwinn
3 Test3 Jim Schwartz, Antonson, Conner Schi
2 Test2 Jim Schwartz, Antonson, Conner Schwinn fewf =
1 Walmart Inc. In process Jim Schwartz, Antonson, Conner Schwinn
Record: 4 { 10f5 » M > | % NoFilter_|[search 4 il 3
=
Matching cases:
CASEID Date Opened Date Closed Associated People and Businesses Notes
3 5/5/1992 Josh Antonson, Laura Lodewyk, Nelson Werner, Sur This is a test post...
* (New)
Speakers / HP: Muted
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and Cases Here:

Matching CBCRs:

Microsoft Access Database User Manual

:

CBCRID Lastname Firstname | Amount of Cash | Type of Currency Declared |Coming From |TravelingTo | Date Reported Reason Given
2 Schwartz Jimmy $50,000.00 U.S. Dollar D u.S. Palau 5/6/2015 Brought the cash just in case..
1 Antonson Josh $10,000.00 Peso Japan Palau 5/5/1992
Record: M 1of2 () & e Search <[ m '
Matching companies: L
FIBID |Company Name | Certification Status Shareholder Names Officer Names Director Names
5 Test8 Antonson Antonson Antonson
4 TEst4 Antonson Jim Schwartz Conner Schwinn
3 Test3 Jim Schwartz, Antonson, Conner Schi
2 Test2 Jim Schwartz, Antonson, Conner Schwinn fewf E
1 Walmart Inc. In process Jim Schwartz, Antonson, Conner Schwinn
Record: M 10f5 (] & No Filt Search < M >
Matching cases:
CASEID Date Opened Date Closed Associated People and Businesses Notes
3 5/5/1992 Josh Antonson, Laura Lodewyk, Nelson Werner, Sur This is a test post...
* (New)
socakere/Lpted
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General Utility — Aggregate Reports

You can also generate aggregate reports about the data currently in the system.

Y Reports =
Last name or name of entity:
Start date: ’ CTRs ‘ ’ STRs ] (CTRS by Month | [STRs By Month |
End date:

’ CBCRs ‘ ’ Cases ‘ ‘ Compani ‘ [ CTRs by Year l [ STRs By Year l

Account number:
Year to Date

Matching CTRs:

CTRID Date of Transaction | Cash Direction Amount of Cash Financial Institution People Involved -
2.325325903 7/26/2015 Deposit $20,000.00 Bank of Guam Kimminecki %‘
1.1325235-324 7/23/2015 Deposit $40,000.00 Bank of Hawaii Antonson W
1.1325235-323 7/22/2015 Withdrawal $50,000.00 Bank of Hawaii Antonson, Lodewyk
1.23235333-809 7/22/2015 Withdrawal $32,000.00 Bank of Hawaii Antonson, Walmart Inc. 3245235
2.234235235235 7/21/2015 Withdrawal $50,000.00 Bank of Guam Best Buy, Roberts, Surangel's
2.3254325235 7/21/2015 Deposit $25,300.00 Bank of Guam Holden 1
Record: M 1&;f’2(;”‘f31 & _rs:eé;c_h_ < - - ‘m‘iiﬁi - — J ; S o T ”””7;

Matching STRs:

STRID Lastname or Name of Entity Firstname Amount of Cash Summary Start Date End Date Financial Instit
21 aewfewf
20 Jim Antonson Bank of J
16 Fischer Jim $10,000.00 Credit Card Fraud 3/3/2015 Bank of Hg
15 Aloha Joe $2,500,000.00 Money Laundering and Proceeds of Crime Act 1/1/2015 6/25/2015 Bank of Hz
[Record: 4 <iofa |+ w i+ [ & search 4| >

Matching CRCRg-

The names and descriptions of the reports are as follows:

* CTRs by Person
o Aggregates the data for each person that has been implicated in a CTR;

separates money aggregates into ‘Deposit’ and ‘Withdrawal’ categories
* CTRs by Month
o Gives a summary of all of the money that was reported in CTRs for
each month; separates money aggregates into ‘Deposit’ and
‘Withdrawal’ categories then combines to give an aggregate metric
* CTRs by Year
o Gives a summary of all of the money that was reported in CTRs for
each year; separates money aggregates into ‘Deposit’ and ‘Withdrawal’
categories then combines to give an aggregate metric
* STRs by Month
o Gives a summary of all of the money that was reported in STRs for each
month; separates money aggregates into ‘Deposit’ and ‘Withdrawal’

categories then combines to give an aggregate metric
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* STRs by Year
o Gives a summary of all of the money that was reported in STRs for each
year; separates money aggregates into ‘Deposit’ and ‘Withdrawal’
categories then combines to give an aggregate metric
* Year to Date

o Gives a summary of STR activity in the current calendar year
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Type of Record — CTR

To navigate to the CTR Form, click the ‘CTRs’ button in the box shown below:

ron e S T T .
g Reports =
Last name or name of entity: CTRs by Person
Start date: l I CTRs ] I STRs ] IC’I’RS by Month I lSTRs By Month ]
End date:
[ I CBCRs ] I G ] I Comp ] l CTRs by Year ] l STRs By Year l L
Account number: [ Search
Matching CTRs:
CTRID Date of Transaction | Cash Direction | Amount of Cash Financial Institution People Involved -
2.325325903 7/26/2015 Deposit $20,000.00 Bank of Guam Kimminecki E
1.1325235-324 7/23/2015 Deposit $40,000.00 Bank of Hawaii Antonson ]
1.1325235-323 7/22/2015 Withdrawal $50,000.00 Bank of Hawaii Antonson, Lodewyk
1.23235333-809 7/22/2015 Withdrawal $32,000.00 Bank of Hawaii Antonson, Walmart Inc. 3245235.
2.234235235235 7/21/2015 Withdrawal $50,000.00 Bank of Guam Best Buy, Roberts, Surangel's
2.3254325235 7/21/2015 Deposit $25,300.00 Bank of Guam Holden 1
Record: M 1 of 20 L] ‘ & No Filter TSearch ‘{ = ) “UAiiiii = = ] 3 | N o o 77777777}’
Matching STRs:
STRID Lastname or Name of Entity Firstname Amount of Cash Summary Start Date End Date Financial Instit
21 aewfewf
20 Jim Antonson Bank of J
16 Fischer Jim $10,000.00 Credit Card Fraud 3/3/2015 Bank of He
15 Aloha Joe $2,500,000.00 Money Laundering and Proceeds of Crime Act 1/1/2015 6/25/2015 Bank of He
Record: H « 1of4 | b M & Nofiter [lsearch 4 [ m >
hi CR(CRs- M
The data for a CTR is displayed as such:
CTRs -
Cash Transaction Report Number: | 1.23235333-809 | Search by CTRID: | | Backto Main
Part I: Amount and Type of Transaction Part II: Financial Institution Where Transaction Takes Place
Date of transaction: ‘ 7/22/2015 Type of financial institution: ‘ Depository Institution ‘
Direction of cash Legal f fi ial
" gal name of financia -
transaction: ‘ Withdrawal |ZI institution: ‘ Bank of Hawaii ‘
Amount of cash: ‘ $32,000.00 Name of Branch/Office/Agency: ‘ Koror Branch ‘
Part lll: Person(s) Involved in Transaction
L4 Relationship to ‘ | EI Date of birth: \ 12/8/1991 |
transaction:
Contact Phone Number: l 68009318031 ‘
Individual's last name or
entity's legal name: [ Antonson | E-mail address: [ |
First name: ‘ Josh ‘ Form of identification used to
verify identity: [ Passport EI
Middle name: ‘ ‘
Gender: Male
Occupation or type of
business: ‘ Student ‘ Issuing State:
Address: l ‘ Direction of cash transactior
City: ‘ ‘ Amount of cash: ‘ $32,000.00 ‘
State: [ ] zpcodes [ | Account number: | 324523523535 |
Record: K 4 20f2 v [ No Filter [[search
Record: 4 4 4 boM b | Search Show desktop
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The information unique to the CTR itself is displayed in Parts I and II of the report, and

the information about the people involved in the CTR is shown in Part III (highlighted

below):

S W e TR TR TR - - —

Cash Transaction Report Number: ‘ 1.23235333-809 |

Search by CTRID: \:’ Back to Main

Part I: Amount and Type of Transaction

Date of transaction: ‘ 7/22/2015
Direction of cash -

transaction: ‘ Withdrawal E
Amount of cash: [ $32,000.00 |

Part llI: Person(s) Involved in Transaction

Part lI: Financial Institution Where Transaction Takes Place

Type of financial institution:

‘ Depository Institution

Legal name of financial

‘ Bank of Hawaii ‘

institution:

Name of Branch/Office/Agency:

l Koror Branch

»

Relationship to |
transaction:

EI Date of birth:
Contact Phone Number:

Individual's last name or

entity's legal name: ‘ Antonson

First name: [Josh

E-mail address:

Middle name: ‘

1 Form of identification used to
‘ verify identity:

Gender: Male

Number:

Country:

Occupation or type of

business: ‘ Student

Issuing State:

Address: ‘

City: ‘

J Direction of cash transactior
‘ Amount of cash:

State: l:l Zip Code:

Account number:

l

12/8/1991 |

| 68009318031

I

[ Passport

\
=

.

l

$32,000.00 |

| 324523523535

Delete person

Record: H__d 2 of 2 oy b |G rier [[Search
e

Record: 4 4 4 boMob & No Filte ]Search

Show desktop

Republic of Palau — Financial Intelligence Unit
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To select the desired CTR or person involved in the desired CTR, use the buttons

highlighted below:
do 0 W TS TR TR

Cash Transaction Report Number: ’ 1.23235333-809 | SearchbyCTRID: | | Backto Main

Part I: Amount and Type of Transaction Part II: Financial Institution Where Transaction Takes Place

Date of transaction: ‘ 7/22/2015 Type of financial institution: l Depository Institution ‘
Direction of cash Legal f fi ial

. gal name ot Tinancia e
transaction: ‘ Withdrawal |Z| institution: ‘ Bank of Hawaii ‘
Amount of cash: [ $32,000.00 Name of Branch/Office/Agency: ‘ Koror Branch ‘

Part llI: Person(s) Involved in Transaction

L4 Relationship to |

transaction:
Individual's last name or
entity's legal name:

Date of birth:

12/8/1991 |

Contact Phone Number: | 68009318031 \

‘ Antonson ‘ E-mail address:

First name:
Middle name:
Gender:

Occupation or type of
business:

Address:
City:
State:

Country:

‘ Josh

‘ Form of identification used to

verify identity:

Male

Number:

Country:

l Student

‘ Issuing State:

‘ Direction of cash transactior

‘ Amount of cash:

Account number:

L]

‘ Passport E]

2353252352355
United States

Withdrawal n

$32,000.00 |

| 324523523535 \

Delete person

Record: 4 4 2 of 2

I 1 & No Filte

[ Search

Record: M 4

b M bl K No F

tel | Search

Alternatively, you can search for a CTR by its CTRID:

Show desktop

e R SRR . S e

Cash Transaction Report Number: l 1.23235333-809 | Search by CTRID: Back to Main

Part I: Amount and Type of Transaction Part II: Financial Institution Where Transaction Takes Place
Date of transaction: ‘ 7/22/2015 Type of financial institution: ‘ Depository Institution ‘
Direction of cash Legal ffi ial
N gal name of financia -
transaction: ‘ Withdrawal |z| institution: ‘ Bank of Hawaii ‘
Amount of cash: ‘ $32,000.00 Name of Branch/Office/Agency: ‘ Koror Branch ‘
Part lll: Person(s) Involved in Transaction
L Relationship to ‘ | El Date of birth: [ 12/8/1991 |
transaction:
Contact Phone Number: l 68009318031 ‘
Individual's last name or
entity's legal name: l Antonson ‘ E-mail address: l ‘
First name: ‘ Josh ‘ Form of identification used to
verify identity: ‘ Passport E]
Middle name: ‘ ‘
Number: 2353252352355
Gender: Male
Country: United States
Occupation or type of
business: ‘ Student ‘ Issuing State: Connecticut
Address: ‘ Direction of cash transactior Withdrawal j
City: ‘ ‘ Amount of cash: l $32,000.00 ‘
Record: H 4 20of 2 [ | & No Filte l Search
Record: 4 4 4 L & No Filte | Search Show desktop

Republic of Palau — Financial Intelligence Unit
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To create a new CTR, click the button highlighted below:
(Note that you must enter a ‘Cash Transaction Report Number’ before entering any

other information about the CTR.)
doe W TS TR

Cash Transaction Report Number: |1.23235333-809 | SearchbyCTRID: | | BacktoMain
Part I: Amount and Type of Transaction Part II: Financial Institution Where Transaction Takes Place
Date of transaction: ‘ 7/22/2015 Type of financial institution: ‘ Depository Institution ‘
Direction of cash Legal ffi ial
N gal name of financia -
transaction: ‘ Withdrawal |z| institution: ‘ Bank of Hawaii ‘
Amount of cash: ‘ $32,000.00 Name of Branch/Office/Agency: ‘ Koror Branch ‘
Part llI: Person(s) Involved in Transaction
H| Relationship to ’ | EI Date of birth: [ 12/8/1991 |
transaction:
Contact Phone Number: | 68009318031 |
Individual's last name or
entity's legal name: ‘ Antonson ‘ E-mail address: l ‘
First name: ‘ Josh ‘ Form of identification used to
verify identity: ‘ Passport E]
Middle name: ‘ ‘
Number: 2353252352355
Gender: Male
Country: United States
Occupation or type of
business: [ student | Issuing State: Connecticut
Address: ‘ ‘ Direction of cash transactior Withdrawal j
City: ‘ ‘ Amount of cash: l $32,000.00 ‘
State: l:l Zip Code: S Account number: l 324523523535 ‘
Record: N 4 20f2 | » M b [ & nofier | search
Record: 4 4 4 » >I & No Filte | Search Show desktop

To add a new person to a CTR, click the button highlighted below:
Joe . W THERRTE - TR -

Cash Transaction Report Number: | 1.23235333-809 | Search by CTRID: | | Back to Main
Part I: Amount and Type of Transaction Part II: Financial Institution Where Transaction Takes Place
Date of transaction: ‘ 7/22/2015 Type of financial institution: ‘ Depository Institution ‘
Direction of cash Le 1 i
" gal name of financial -
transaction: ‘ Withdrawal |z| institution: ‘ Bank of Hawaii ‘
Amount of cash: ‘ $32,000.00 Name of Branch/Office/Agency: ‘ Koror Branch ‘
Part lll: Person(s) Involved in Transaction
L4 Relationship to ‘ | El Date of birth: [ 12/8/1991 |
transaction:
Contact Phone Number: l 68009318031 ‘
Individual's last name or
entity's legal name: [ Antonson | E-mail address: [ |
First name: ‘ Josh ‘ Form of identification used to
verify identity: [ Passport EI
Middle name: ‘ ‘
Gender: Male
Occupation or type of
business: ‘ Student ‘ Issuing State:
Address: ‘ ‘ Direction of cash transactior
city: ‘ ‘ Amount of cash: ‘ $32,000.00 ‘
State: [ | zpcodes [ | Account number: | 324523523535 |
Record: K 4 20f2 | » WP & noriter [Isearch
Record: K4 4 » W ori | & NoFier | [search Show desktop
Republic of Palau — Financial Intelligence Unit Page 30 of 117
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To delete a CTR or a person associated with a particular CTR, click one of the two
buttons highlighted below:
(Note that, before you delete a CTR, you must delete all persons associated with that

CTR)

R e TR T e R

Cash Transaction Report Number: l 1.23235333-809 |

Search by CTRID: [

‘ Back to Main

Part I: Amount and Type of Transaction Part II: Financial Institution Where Transaction Takes Place
Date of transaction: ‘ 7/22/2015 Type of financial institution: | Depository Institution ‘
Direction of cash Le i i
" gal name of financial -
transaction: ‘ Withdrawal [EI institution: | Bank of Hawaii ‘
Amount of cash: ‘ $32,000.00 Name of Branch/Office/Agency: ‘ Koror Branch ‘ Delete CTR
Part lll: Person(s) Involved in Transaction
#| Relationship to ‘ B Date of birth: [ 12/8/1991 |
transaction:
Contact Phone Number: l 68009318031 ‘
Individual's last name or
entity's legal name: [ Antonson E-mail address: l ‘
First name: ‘ Josh Form of identification used to
verify identity: ‘ Passport |z]
Middle name: ‘
Number: 235235235355
Gender: Male
Country: United States
Occupation or type of
business: [ student Issuing State: Connecticut
Address: l Direction of cash transactior Withdrawal :
City: ‘ Amount of cash: [ $32,000.00 ‘
State: Zip Code: ‘ Account number: [ 3245323523523 ‘
Country: u.s. I [ Delete person ] I
Record: W 1of1 LI l & l Search
Record: N 4[140f14 | b M b= [ & nofiter |[search

Republic of Palau — Financial Intelligence Unit
Benjamin Junker, Student Consultant

Page 31 of 117
August 2, 2016



Appendix A

Microsoft Access Database User Manual

Finally, to navigate back to the Main Form, click the button highlighted below:
Jduk W TS TR -

Cash Transaction Report Number: ’ 1.23235333-809

Date of transaction: [

Direction of cash
transaction:

Amount of cash: l

Part I: Amount and Type of Transaction

7/22/2015

‘ Withdrawal E]

$32,000.00

Part lll: Person(s) Involved in Transaction

Part II: Financial Institution Where Transaction Takes Place

Type of financial institution:

Legal name of financial

institution:

Name of Branch/Office/Agency:

‘ Depository Institution ‘

‘ Bank of Hawaii ‘

>

Relationship to
transaction:

Individual's last name or
entity's legal name:

First name:
Middle name:
Gender:

Occupation or type of
business:

]

‘ Antonson

‘ Josh

Male

[ student

Date of birth:

Contact Phone Number:

E-mail address:

Form of identification used to

verify identity:
Number:
Country:

Issuing State:

12/8/1991 |

| 68009318031

[ Passport

2353252352355
United States

=

Address: ‘ ‘ Direction of cash transactior Withdrawal ﬂ
city: ‘ ‘ Amount of cash: [ $32,000.00 ‘
state: 2ip Code: Account number: | 324523523535 \
Country: U.s.
Record: 4 4 2 of 2 boM b | & No Filte ‘ Search
Record: 4 4 4 boMob & No Filte | Search Show desktop
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Type of Record — STR

To navigate to the STR Form, click the ‘STRs’ button in the box shown below:

g Reports =
Last name or name of entity: CTRs by Person
Start date: \ I Sk ] I T ] [CTRs by Month | [STRs By Month |
End date:
[ I CBCRs ] I Cases ] I Comp ] l CTRs by Year ] l STRs By Year l |
Account number: [ Search
Matching CTRs:
CTRID Date of Transaction | Cash Direction | Amount of Cash Financial Institution People Involved -
2.325325903 7/26/2015 Deposit $20,000.00 Bank of Guam Kimminecki E
1.1325235-324 7/23/2015 Deposit $40,000.00 Bank of Hawaii Antonson ]
1.1325235-323 7/22/2015 Withdrawal $50,000.00 Bank of Hawaii Antonson, Lodewyk
1.23235333-809 7/22/2015 Withdrawal $32,000.00 Bank of Hawaii Antonson, Walmart Inc. 3245235.
2.234235235235 7/21/2015 Withdrawal $50,000.00 Bank of Guam Best Buy, Roberts, Surangel's
2.3254325235 7/21/2015 Deposit $25,300.00 Bank of Guam Holden 1
Record: M 1 of 20 L] ‘ & No Filter Tsearch ‘{ = ) m‘A’iiii = = ] 3 | N o o 77777777}’
Matching STRs:
STRID Lastname or Name of Entity Firstname Amount of Cash Summary Start Date End Date Financial Instit
21 aewfewf
20 Jim Antonson Bank of J
16 Fischer Jim $10,000.00 Credit Card Fraud 3/3/2015 Bank of Hz
15 Aloha Joe $2,500,000.00 Money Laundering and Proceeds of Crime Act 1/1/2015 6/25/2015 Bank of He
Record: N ¢ 10f4 boM & No Filte Search < m »
hing CRCRs- Y

The data for a STR is displayed as such:

2| STRs
Suspicious Transaction Report Number: 15 Search by STRID: | | Backto Main
Part I: Reporting Financial Insitution Information Form of identification for suspect:
Name of Financial Institution: Number: | 987654321 Issuing Authority:
Branch Office(s) where activity ‘ Koror Branch ‘ Relationship to Financial Institution: ‘ Shareholder Iz‘
occured:
Type of Insider Relationship: ‘ Suspended E
Account Number(s) affected, if any: ‘ 240.dp.37123456, 240.dp.31351351 ‘
) Date of Supension, Termination, ‘ ‘
Part II: Suspect Information Resignation
Last Name or Name of Entity: ‘ Aloha ‘ Part I1l: Suspicious Transaction Information
First Name: ‘ Joe ‘ Date or date range of suspicious transaction:
Middle Name: ‘ K ‘ From: 1/1/2015 To: 6/25/2015
Address: ‘ Ngetkib Hamlet Airai ‘ Total dollar amount involved ‘ $2,500,000.00 ‘
in transaction: =
City: ‘ Koror State: PW ‘ N
Summary characterization of ‘ " 3 dsof E]
: ion: Money Laundering and Proceeds of Crime Act
Zip Code: ‘ 96940 Country: us ‘ suspicious transaction: i g
Phone Number - Residence: ‘ 6306667758 ‘ Part IV: Suspicious Transaction Information Explanation/Description
Phone Number - Work: ‘ 6801234567 ‘ This is a test for the electronic submission of STR reports to Palau Government.
Word doc is being sent for Analyst to review and format accordingly.
Occupation/Type of Business: ‘ unemployed ‘ Information on this document has been doctored and are fictitious. None of
ploy! the information is for any Bank of Hawaii clients. We are asking thata
Date of Birth: ‘ 12/22/1969 ‘ Fonflrmat!on of re_celpt is sent back to Bank of Hawaii f?r all subm|§s|ons. This
is something that is required to ensure the proper parties has receive dthe doc
Admission/Confession: so if you can also look into to that and see if its possible using this box cryptor
method. Let me know if you have any quesitons or need more samples.
Record: W 1of4 [ & No Filte | Search
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To select the desired STR, use the button highlighted below:

5] STRs

Suspicious Transaction Report Number:

15

SearchbySTRID: [ | BacktoMain

Name of Financial Institution:

Branch Office(s) where activity
occured:

Part Il: Suspect Information

Part I: Reporting Financial Insitution Information

‘ Koror Branch

Account Number(s) affected, if any: ‘ 240.dp.37123456, 240.dp.31351351

Occupation/Type of Business:
Date of Birth:

Admission/Confession:

Form of identification for suspect:

Number: | 987654321

‘ Issuing Authority: lpw

Relationship to Financial Institution: ‘ Shareholder

Type of Insider Relationship:

Date of Supension, Termination,

Resignation

‘ Suspended

|
B
=
|

‘ unemployed

12/22/1969

Word doc is being sent for Analyst to review and format accordingly.
Information on this document has been doctored and are fict

us. None of

the information is for any Bank of Hawaii clients. We are asking thata

confirmation of receipt is sent back to Bank of Hawail

or all submissions. This

Last Name or Name of Entity: l Aloha ‘ Part lll: Suspicious Transaction Information

First Name: ‘ Joe ‘ Date or date range of suspicious transaction:

Middle Name: [x | From: 1172015 | To: | 6/25/2015

Address: ‘ Ngetkib Hamlet Airai ‘ Total dollar amount involved l $2,500,000.00 ‘
in transaction: - .

city: l Koror state: W ] L
Summary characterization of l " " s of E

ici ion: Money Laundering and Proceeds of Crime Act

Zip Code: l 96940 Country: us ‘ suspicious transaction: Y g

phone Number - Residence: ‘ 5306667788 ‘ Part IV: Suspicious Transaction Information Explanation/Description

phone Number - Work: ‘ 6801234567 ‘ This is a test for the electronic submission of STR reports to Palau Government.

is something that is required to ensure the proper parties has receive dthe doc
so if you can also look into to that and see if its possible using this box cryptor
method. Let me know if you have any quesitons or need more samples.

[ 3

|fecord: ®_<1ot4

% No Filte

| Search

Alternatively, you can search for a STR by its STRID:

=2 STRs ol

Suspicious Transaction Report Number:

15

Search by STRID

Back to Main

Name of Financial Institution:

Branch Office(s) where activity
occured:

Part II: Suspect Information

Part I: Reporting Financial Insitution Information

‘ Koror Branch

Account Number(s) affected, if any: ‘ 240.dp.37123456, 240.dp.31351351

Occupation/Type of Business:
Date of Birth:

Admission/Confession:

Form of identification for suspect:

Number: 987654321 Issuing Authority:

Relationship to Financial Institution: [ Shareholder

Type of Insider Relationship:

Date of Supension, Termination,

Resignation

‘ Suspended

B
[=]
\

‘ unemployed

[

12/22/1969

v

Word doc is being sent for Analyst to review and format accordingly.
Information on this document has been doctored and are fictitious. None of
the information is for any Bank of Hawaii clients. We are asking that a
confirmation of receipt is sent back to Bank of Hawaii for all submissions. This
is something that is required to ensure the proper parties has receive dthe doc
so if you can also look into to that and see if its possible using this box cryptor
method. Let me know if you have any quesitons or need more samples.

Last Name or Name of Entity: l Aloha l Part llI: Suspicious Transaction Information

First Name: ‘ Joe ‘ Date or date range of suspicious transaction:

Middle Name: [x | From: 1172015 | To: | 6/25/2015

Address: ‘ Ngetkib Hamlet Airai ‘ Total dollar amount involved [ $2,500,000.00 ‘
in transaction: e

city: [ Koror state: W ‘ .
Summary characterization of l " " s of [z‘

i ion: Money Laundering and Proceeds of Crime Act

Zip Code: l 96940 Country: us ‘ Suspicious transaction: Y &

phone Number - Residence: ‘ 5306667788 ‘ Part IV: Suspicious Transaction Information Explanation/Description

Phone Number - Work: ‘ 6801234567 ‘ This is a test for the electronic submission of STR reports to Palau Government.

Record: N 1of4 boMb & No F

te | Search
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To create a new STR, click the button highlighted below:

2 STRs

Suspicious Transaction Report Number: 15

| (0]

SearchbySTRID: [ | BacktoMain

Part I: Reporting Financial Insitution Information Form of identification for suspect:
Name of Financial Institution: l l Number: | 987654321 ‘ Issuing Authority: l PW l
Branch Office(s) where activity ‘ Koror Branch ‘ Relationship to Financial Institution: ‘ Shareholder lz‘
occured:
Type of Insider Relationship: ‘ Suspended lz‘
Account Number(s) affected, if any: ‘ 240.dp.37123456, 240.dp.31351351 ‘
. Date of Supension, Termination, ‘ ‘
Part Il: Suspect Information Resignation
Last Name or Name of Entity: l Aloha ‘ Part lll: Suspicious Transaction Information
First Name: ‘ Joe ‘ Date or date range of suspicious transaction:
Middle Name: [« | From: 1/1/2005 | To: | 6/25/2015
Address: ‘ Ngetkib Hamlet Airai ‘ Total dollar amount involved l $2,500,000.00 ‘
in transaction: —
City: l Koror State: PW ] L
Summary characterization of l " " e of E
ici ion: Money Laundering and Proceeds of Crime Act
Zip Code: l 96940 Country: us ‘ suspicious transaction: i g
Phone Number - Residence: ‘ 6306667788 ‘ Part IV: Suspicious Transaction Information Explanation/Description
Phone Number - Work: ‘ 6801234567 ‘ This is a test for the electronic submission of STR reports to Palau Government.
’ Word doc is being sent for Analyst to review and format accordingly.
Information on this document has been doctored and are fictitious. None of
Occupation/Type of Business:
P e ‘ unemployed ‘ the information is for any Bank of Hawaii clients. We are asking thata
Date of Birth: ‘ 12/22/1968 ‘ confirmation of receipt is sent back to Bank of Hawaii for all submissions. This
is something that is required to ensure the proper parties has receive dthe doc
Admission/Confession: so if you can also look into to that and see if its possible using this box cryptor
method. Let me know if you have any quesitons or need more samples.
Record: K < [10fa  » WD & noriter [Isearch
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To delete a STR, click the button highlighted below:

TRs.

Suspicious Transaction Report Number: 15

—rar X

SearchbySTRID: [ | BacktoMain

Part I: Reporting Financial Insitution Information
Name of Financial Institution:

Branch Office(s) where activity
occured:

[ Koror Branch

Account Number(s) affected, if any: ‘ 240.dp.37123456, 240.dp.31351351

Part II: Suspect Information

Form of identification for suspect:

Number: 987654321 Issuing Authority: PW

Relationship to Financial Institution: ‘ Shareholder

(KK

Type of Insider Relationship: ‘ Suspended

Date of Supension, Termination, ‘
Resignation

Part lll: Suspicious Transaction Information
Date or date range of suspicious transaction:

From: 1/1/2015 ‘ To: 6/25/2015

Total dollaramount involved ‘ $2,500,000.00 ‘
in transaction:

Summary characterization of - -

suspicious transaction: l Money Laundering and Proceeds of Crime Act lz‘

Part IV: Suspicious Transaction Information Explanation/Description

Last Name or Name of Entity: ‘ Aloha ‘
First Name: ‘ Joe ‘
Middle Name: l K l
Address: ‘ Ngetkib Hamlet Airai ‘
City: ‘ Koror State: ‘ PW ‘
Zip Code: ‘ 96940 Country: [ us ]
Phone Number - Residence: ‘ 6306667788 ‘
Phone Number - Work: ‘ 6801234567 ‘
Occupation/Type of Business: [ unemployed l
Date of Birth: ‘ 12/22/1969 |

Admission/Confession:

This is a test for the electronic submission of STR reports to Palau Government.
Word doc is being sent for Analyst to review and format accordingly.
Information on this document has been doctored and are fictitious. None of
the information is for any Bank of Hawaii clients. We are asking that a
confirmation of receipt is sent back to Bank of Hawaii for all submissions. This
is something that is required to ensure the proper parties has receive dthe doc
so if you can also look into to that and see if its possible using this box cryptor
method. Let me know if you have any quesitons or need more samples.

Record: M 1of2 boM b % No Filte ‘Search
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Finally, to navigate back to the Main Form, click the button highlighted below:
Suspicious Transaction Report Number: 15 Search by STRID: ]—\I MI

» Part I: Reporting Financial Insitution Information Form of identification for suspect:
Name of Financial Institution: l l Number: | 987654321 ‘ Issuing Authority: l PW l
Branch Office(s) where activity ‘ Koror Branch ‘ Relationship to Financial Institution: ‘ Shareholder IZ‘
occured:
Type of Insider Relationship: ‘ Suspended lz‘
Account Number(s) affected, if any: | 240.dp.37123456, 240.dp.31351351 |
. Date of Supension, Termination,
Part Il: Suspect Information Resignation ‘ ‘
Last Name or Name of Entity: ‘ Aloha ‘ Part lll: Suspicious Transaction Information
First Name: ‘ Joe ‘ Date or date range of suspicious transaction:
Middle Name: ‘ K ‘ From: 1/1/2015 | To: 6/25/2015
Address: ‘ Ngetkib Hamlet Airai ‘ To:al dolgr amount involved l $2,500,000.00 ‘
in transaction:
City: K State: PW
ity l orer ae l Summary characterization of l " " e of E
ici ion: Money Laundering and Proceeds of Crime Act
Zip Code: ‘ 96940 Country: us ‘ suspicious transaction: i g
Phone Number - Residence: ‘ 6306667788 ‘ Part IV: Suspicious Transaction Information Explanation/Description
Phone Number - Work: ‘ 6801234567 ‘ Thisisate_st fo.r the electronic submissio.n of STR reports to Pa[?u Government.
Word doc is being sent for Analyst to review and format accordingly.
Information on this document has been doctored and are fictitious. None of
Occupation/Type of Business:
P e ‘ unemployed ‘ the information is for any Bank of Hawaii clients. We are asking thata
Date of Birth: ‘ 12/22/1968 ‘ confirmation of receipt is sent back to Bank of Hawaii for all submissions. This
is something that is required to ensure the proper parties has receive dthe doc
Admission/Confession: so if you can also look into to that and see if its possible using this box cryptor
method. Let me know if you have any quesitons or need more samples.
Record: N [10f4 | » M b:| & Nofiier |[[search
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Type of Record - CBCR

To navigate to the CBCR Form, click the ‘CBCRs’ button in the box shown below:
Jvarom T T TR

g Reports =
Last name or name of entity: CTRs by Person
Start date: ‘ CTRs ] I STRs ] ICTRS by Month I lSTRs By Month ]
End date:
‘ CBCRs ] I Cases ] I Comp ] l CTRs by Year l l STRs By Year l |
Account number: Search
Matching CTRs:
CTRID Date of Transaction | Cash Direction | Amount of Cash Financial Institution People Involved -
2.325325903 7/26/2015 Deposit $20,000.00 Bank of Guam Kimminecki E
1.1325235-324 7/23/2015 Deposit $40,000.00 Bank of Hawaii Antonson ]
1.1325235-323 7/22/2015 Withdrawal $50,000.00 Bank of Hawaii Antonson, Lodewyk
1.23235333-809 7/22/2015 Withdrawal $32,000.00 Bank of Hawaii Antonson, Walmart Inc. 3245235:
2.234235235235 7/21/2015 Withdrawal $50,000.00 Bank of Guam Best Buy, Roberts, Surangel's
2.3254325235 7/21/2015 Deposit $25,300.00 Bank of Guam Holden 1
Record: M 10of 20 L] ‘ % No Filte Tsearch ‘ l = ) m‘A””’ = = ] — | N o o T 77777777}’
Matching STRs:
STRID Lastname or Name of Entity Firstname Amount of Cash Summary Start Date End Date Financial Instit
21 aewfewf
20 Jim Antonson Bank of J
16 Fischer Jim $10,000.00 Credit Card Fraud 3/3/2015 Bank of Hz
15 Aloha Joe $2,500,000.00 Money Laundering and Proceeds of Crime Act 1/1/2015 6/25/2015 Bank of He
Record: 4 ¢ 10f4 boM & No Filt Search < m »
hi CR(CRs- M

The data for a CBCR is displayed as such:

2| CBCRs -
Cross Border Currency Report Number: 1 Search by CBCRID: Back to Main =
>
Part I: Personal Information Part II: Form of identification for person:
Last name: W ID Type: l Passport
First name: Josh ID Number: ‘ 2532850235
Date of birth: 12/4/1991 ID Issuer: ‘ u.S. i
Hotel: Palau Pacific Resort Part I1l: Cross Border Currency Information 1
Length of stay: 10 days Amount of cash: l $10,000.00
Coming from: Japan Type of currency: l Peso
Traveling to: Palau Declared:
Airline traveling on: | Delta Date reported: ‘ 5/5/1992
Reason given:
v
Record: W 1of3 boM e & No Filte Search
Republic of Palau — Financial Intelligence Unit Page 38 of 117
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Search by CBCRID: Back to Main

PS

i

>
Part I: Personal Information Part II: Form of identification for person:
Last name: ID Type: [ Passport
First name: Josh ID Number: l 2532850235
Date of birth: 12/4/1991 ID Issuer: |us.
Hotel: Palau Pacific Resort Part lll: Cross Border Currency Information
Length of stay: 10 days Amount of cash: ‘ $10,000.00
Coming from: Japan Type of currency: [ Peso
Traveling to: Palau Declared:
Airline traveling on: | Delta Date reported: l 5/5/1992
Reason given:
Record: < 10of3 _ » Mlr [ & Nolier [[search

Alternatively, you can search for a CBCR by its CBCRID:

Cross Border Currency Report Number: 1 Search by CBCRID: Back to Main =
»
Part I: Personal Information Part II: Form of identification for person:
Last name: m— ID Type: ‘ Passport
First name: [Josh ID Number: | 2532850235
Date of birth: 12/4/1991 ID Issuer: l u.S. I
Hotel: Palau Pacific Resort Part lll: Cross Border Currency Information 1
Length of stay: 10 days Amount of cash: l $10,000.00
Coming from: Japan Type of currency: ‘ Peso
Traveling to: Palau Declared:
Airline traveling on: | Delta Date reported: [ 5/5/1992
Reason given:
v
Record: W 1of3 boM e & No Filte Search
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To create a new CBCR, click the button highlighted below:

Cross Border Currency Report Number:

Microsoft Access Database User Manual

Search by CBCRID: Back to Main

>
Part I: Personal Information Part II: Form of identification for person:

Last name: ID Type: Passport

First name: Josh ID Number: 2532850235

Date of birth: 12/4/1991 ID Issuer: u.s. |

Hotel: Palau Pacific Resort Part lll: Cross Border Currency Information 1

Length of stay: 10 days Amount of cash: $10,000.00

Coming from: Japan Type of currency: | Peso

Traveling to: Palau Declared:

Airline traveling on: | Delta Date reported: 5/5/1992

Reason given:
v

Record: W 1of3 4 NE 13 Filt Search
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To delete a CBCR, click the button highlighted below:

Microsoft Access Database User Manual

Cross Border Currency Report Number: 1

Search by CBCRID: Back to Main

I»

Part I: Personal Information

Last name: l Antonson|

First name: l Josh

Date of birth: \ 12/4/1991
Hotel: ‘ Palau Pacific Resort

Length of stay: ‘ 10 days

Coming from: [ Japan

Traveling to: ‘ Palau

Airline traveling on: ‘ Delta

Part II: Form of identification for person:

ID Type: ‘ Passport
ID Number: | 2532850235
ID Issuer: ‘ uU.s.

Part 11l: Cross Border Currency Information

Amount of cash: | $10,000.00

Type of currency: [ Peso

Declared:

5/5/1992

Date reported:

Reason given:

Delete CBCR

Record: M 10of3 boMob & No Filt Search

Republic of Palau — Financial Intelligence Unit

Benjamin Junker, Student Consultant

Page 41 of 117
August 2, 2016



Appendix A

Microsoft Access Database User Manual

Finally, to navigate back to the Main Form, click the button highlighted below:

—ocs TR T T T )

Cross Border Currency Report Number: 1 Search by CBCRID: =
>
Part I: Personal Information Part II: Form of identification for person:
Last name: ID Type: Passport
First name: Josh ID Number: 2532850235
Date of birth: 12/4/1991 ID Issuer: u.s. |
Hotel: Palau Pacific Resort Part lll: Cross Border Currency Information 1
Length of stay: 10 days Amount of cash: $10,000.00
Coming from: Japan Type of currency: | Peso
Traveling to: Palau Declared:
Airline traveling on: | Delta Date reported: 5/5/1992
Reason given:
v
Record: M 1of3 [ 13 Filt Search
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Type of Record — Company

Microsoft Access Database User Manual

To navigate to the Company Form, click the ‘Companies’ button in the box shown

below:
E MainForm =g X
g Reports =
Last name or name of entity: CTRs by Person
Start date: ‘ CTRs ] I STRs ] ICTRS by Month I lSTRs By Month ]
End date:
‘ CBCRs ] l Frrees ] l Comp ] l CTRs by Year l l STRs By Year l L
Account number: Search
Matching CTRs:
[ ] CTRID | Date of Transaction | Cash Direction | Amount of Cash Financial Institution People Involved -
2.325325903 7/26/2015 Deposit $20,000.00 Bank of Guam Kimminecki E
1.1325235-324 7/23/2015 Deposit $40,000.00 Bank of Hawaii Antonson W
1.1325235-323 7/22/2015 Withdrawal $50,000.00 Bank of Hawaii Antonson, Lodewyk
1.23235333-809 7/22/2015 Withdrawal $32,000.00 Bank of Hawaii Antonson, Walmart Inc. 3245235
2.234235235235 7/21/2015 Withdrawal $50,000.00 Bank of Guam Best Buy, Roberts, Surangel's
2.3254325235 7/21/2015 Deposit $25,300.00 Bank of Guam Holden 4
Record: M 10of 20 L] % No Filte ‘Search “ = - “”ALAAAA = = - = | N o T ALL--L;
Matching STRs:
STRID Lastname or Name of Entity Firstname Amount of Cash Summary Start Date End Date Financial Instit
21 aewfewf
20 Jim Antonson Bank of J
16 Fischer Jim $10,000.00 Credit Card Fraud 3/3/2015 Bank of Hz
15 Aloha Joe $2,500,000.00 Money Laundering and Proceeds of Crime Act 1/1/2015 6/25/2015 Bank of He
Record: M ¢ 10f4 [ & e Search 4 m >
hing CRCRs- ¥

Company ID Number: 1

The data for a Company is displayed as such:

Search by FIBID: Back to Main

N

Name of company: Walmart Inc. ‘ Shareholders: Jim Schwartz, Antonson, Conner

X Schwinn
Purpose of corporation: They sell pretty much
everything. Officers:
Directors:

Status of certification: ‘In process B

Date filed: l ‘

Date granted or denied: \:’
Record: M 10of 5 L & No Filte Search Show hidden ICOnSi
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To select the desired Company, use the button highlighted below:

| FB
Company ID Number: 1 Search by FIBID: Back to Main
i
Name of company: Walmart Inc. Shareholders: |Jim Schwartz, Antonson, Conner
X Schwinn
Purpose of corporation: [They sell pretty much
everything. Officers:
Directors:

Status of certification: ‘In process E|

Date granted or denied: l ‘
|Record: 4 < 10f5 ] & ‘ & No Filt Search lShow hidden iconsi

Alternatively, you can search for a Company by its FIBID:

Company ID Number: 1 Search by FIBID: Back to Main

N

Name of company: Walmart Inc. Shareholders: Jim Schwartz, Antonson, Conner

Schwinn
Purpose of corporation: They sell pretty much
everything. Officers:
Directors:

Status of certification: ‘In process EI

Date granted or denied:
Record: M 10f 5 boM oM & No Filte Search lShow hidden icons]
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Microsoft Access Database User Manual

To create a new Company, click the button highlighted below:

Company ID Number: 1

Search by FIBID: Back to Main

i

Name of company: Walmart Inc. Shareholders: |Jim Schwartz, Antonson, Conner

X Schwinn
Purpose of corporation: [They sell pretty much
everything. Officers:
Directors:

Status of certification: ‘In process

Date granted or denied: l ‘
Record: M 10f 5 4 Nﬁ & No Filt Search lShow hidden iconsi
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To delete a Company, click the button highlighted below:

Company ID Number: 2 Search by FIBID: Back to Main
»
Name of company: liE! Shareholders: ‘
Purpose of corporation: |aewfaewf
Officers: Jim Schwartz, Antonson, Conner
Schwinn
Directors: fewf ‘
Status of certification: l E|
Date granted or denied:
Record: W 1of3 bk & N e Search
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Finally, to navigate back to the Main Form, click the button highlighted below:
LI A ... .a . T=Emam. B B . 5 TEr
Company ID Number: 1 Search by FIBID:

i
Name of company: Walmart Inc. Shareholders: |Jim Schwartz, Antonson, Conner
X Schwinn
Purpose of corporation: [They sell pretty much
everything. Officers:
Directors:
Status of certification: ‘In process E|
Date granted or denied: l ‘
Record: N ¢ [10f5 boM ok % No Filt Search [ Show hidden icons ]
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Type of Record — Case

To navigate to the Case Form, click the ‘Cases’ button in the box shown below:
—werfom o e T S TR

g Reports =
Last name or name of entity: CTRs by Person
Start date: I CTRs ] I STRs ] ICTRS by Month I lSTRs By Month ]
End date:
I CBCRs ] I Cases ] I Comp ] l CTRs by Year ] l STRs By Year l |
Account number: Search
Matching CTRs:
CTRID Date of Transaction | Cash Direction | Amount of Cash Financial Institution People Involved -
2.325325903 7/26/2015 Deposit $20,000.00 Bank of Guam Kimminecki E
1.1325235-324 7/23/2015 Deposit $40,000.00 Bank of Hawaii Antonson ]
1.1325235-323 7/22/2015 Withdrawal $50,000.00 Bank of Hawaii Antonson, Lodewyk
1.23235333-809 7/22/2015 Withdrawal $32,000.00 Bank of Hawaii Antonson, Walmart Inc. 3245235:
2.234235235235 7/21/2015 Withdrawal $50,000.00 Bank of Guam Best Buy, Roberts, Surangel's
2.3254325235 7/21/2015 Deposit $25,300.00 Bank of Guam Holden 1
Record: M 10of 20 L] ‘ & No Filter Tsearch <| = ) m“””’ = = ] 3 | N o o 777777777;
Matching STRs:
STRID Lastname or Name of Entity Firstname Amount of Cash Summary Start Date End Date Financial Instit
21 aewfewf
20 Jim Antonson Bank of J
16 Fischer Jim $10,000.00 Credit Card Fraud 3/3/2015 Bank of Hz
15 Aloha Joe $2,500,000.00 Money Laundering and Proceeds of Crime Act 1/1/2015 6/25/2015 Bank of He
Record: 4 ¢ 1of4 »oM & No Filter | |Search < m >
hi CR(CRs- M

The data for a Case is displayed as such:

—2| Cases
-
Case Number: 3 Search by CASEID: Back to Main T
>
Date opened: 5/5/1992 ] Notes: | This is a test post...
Date closed:
Important Josh Antonson, Laura Lodewyk, Nelson 1
People/Businesses: | Werner, Surangel's, Dolphin's Pacific
Important CTRs: CTRID: | 2325325903 | [CAdd
CTRID Date of Transaction Cash Direction Amount of Cash Type of Financial Institution Financial Institution Name of Branﬁ
2.325325903 7/26/2015 Deposit $20,000.00 Depository Institution Bank of Guam Kor¢
Record: 4 ¢ 1of1 M | & No Filtel ‘ Search 4 m ] >
Important STRs: STRID: l ‘ Add Remove
STRID Financial Institution Name of Branch/Office/Agency Account Numbers Lastname or Name of Entity Firstname ‘
15 Bank of Hawaii Koror Branch 240.dp.37123456, 240.dp.31351351 Aloha Joe S
Record: M 1of2 bk & No Filte ] Search ‘
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To select the desired Case, use the button highlighted below:

—2| Cases
-
Case Number: 3 Searchby CASEID: | | Backto Main T
>
Date opened: 5/5/1992 Notes: | This is a test post...
Important Josh Antonson, Laura Lodewyk, Nelson 1
People/Businesses: | Werner, Surangel's, Dolphin's Pacific
Important CTRs: CTRID: | 2.325325903 | [CAdd_] [Remove]
CTRID Date of Transaction Cash Direction Amount of Cash Type of Financial Institution Financial Institution Name of Bran¢
2.325325903 7/26/2015 Deposit $20,000.00 Depository Institution Bank of Guam Kor¢
Record: 4 ¢ 1of1 M '3 Search < m ] > |
Important STRs: STRID: [ ‘ [ Add | [Remove]
STRID Financial Institution Name of Branch/Office/Agency Account Numbers Lastname or Name of Entity Firstname
15 Bank of Hawaii Koror Branch 240.dp.37123456, 240.dp.31351351 Aloha Joe &
Record: W 1of2_ » W] | & Nofilier | [search |

Alternatively, you can search for a Case by its CASEID:

-
Case Number: 3 ISearch by CASEID: I Back to Main T
>
Date opened: 5/5/1992 Notes: | Thisis a test post...
Important Josh Antonson, Laura Lodewyk, Nelson 1
People/Businesses: | Werner, Surangel's, Dolphin's Pacific
Important CTRs: CTRID: | 2.325325903 ‘ [Add ] [Remove]
CTRID Date of Transaction Cash Direction Amount of Cash Type of Financial Institution Financial Institution Name of Bran¢
2.325325903 7/26/2015 Deposit $20,000.00 Depository Institution Bank of Guam Kor(
Record: 4 ¢ 10f1 M & No Filte Search < m ] > |
Important STRs: STRID: ‘ ‘ [ Add | [Remove]
STRID Financial Institution Name of Branch/Office/Agency Account Numbers Lastname or Name of Entity Firstname
15 Bank of Hawaii Koror Branch 240.dp.37123456, 240.dp.31351351 Aloha Joe 57
Record: N <[1of2 | » M »:| & Nofiier |[[search |
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The sub-forms for CTRs, STRs, Companies, and CBCRs display the pertinent reports

associated with the selected Case. (CTR example below)
BECE. A ... .a . TUEEER. W B .8 T

-
Case Number: 3 Searchby CASEID: | | Backto Main =
»
Date opened: 5/5/1992 Notes: | Thisis a test post...
Date closed:
Important Josh Antonson, Laura Lodewyk, Nelson 1
People/Businesses: | Werner, Surangel's, Dolphin's Pacific
Important CTRs: CTRID: | 2.325325903 Add Remove
-
CTRID Date of Transaction Cash Direction Amount of Cash Type of Financial Institution Financial Institution Name of Bran
2.325325903 7/26/2015 Deposit $20,000.00 Depository Institution Bank of Guam Kor
Record: W 1of1 M & Search 4 | il \ 4
Important STRs: STRID: [ Add | [Remove]
STRID Financial Institution Name of Branch/Office/Agency Account Numbers Lastname or Name of Entity Firstname
15 Bank of Hawaii Koror Branch 240.dp.37123456, 240.dp.31351351 Aloha Joe 57
Record: M 1of2 L ‘ & ‘ Search

To add CTR, STR, Company, or CBCR information to a Case, enter the record’s ID in
the appropriate ID field, and click the ‘Add’ button. Use a similar process to remove a
record, except click the ‘Remove’ button. (CTR example below)

(Do not attempt to add a record that was already associated with the a Case)

T VU O R TR N L i
2
Case Number: 3 Searchby CASEID: [ | BacktoMain ~

»
Date opened: m Notes: | This is a test post...
Date closed: ‘
Important Josh Antonson, Laura Lodewyk, Nelson 1

People/Businesses: | Werner, Surangel's, Dolphin's Pacific

Important CTRs: I CTRID: | 2.325325903 ‘ Add Remove I
CTRID Date of Transaction Cash Direction Amount of Cash Type of Financial Institution Financial Institution Name of Bran¢
2.325325903 7/26/2015 Deposit $20,000.00 Depository Institution Bank of Guam Kor(¢
Record: 4 ¢ 10f1 M % 1 Search < m J »
Important STRs: STRID: |
"~ STRID Financial Institution Name of Branch/Office/Agency Account Numbers Lastname or Name of Entity Firstname
15 Bank of Hawaii Koror Branch 240.dp.37123456, 240.dp.31351351 Aloha Joe N
Record: W 1of2 L & Search
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To create a new Case, click the button highlighted below:

Cases
-
Case Number: 3 Searchby CASEID: | | Backto Main T
>
Date opened: 5/5/1992 Notes: | This is a test post...
Date closed:
Important Josh Antonson, Laura Lodewyk, Nelson 1
People/Businesses: | Werner, Surangel's, Dolphin's Pacific
Important CTRs: CTRID: | 2.325325903 | [CAdd_] [Remove]
CTRID Date of Transaction Cash Direction Amount of Cash Type of Financial Institution Financial Institution Name of Branﬁ
2.325325903 7/26/2015 Deposit $20,000.00 Depository Institution Bank of Guam Kor(f
Record: 4 ¢ 10f1 M % No Filte Search < m J »
Important STRs: STRID: [ ‘ [ Add | [Remove]
STRID Financial Institution Name of Branch/Office/Agency Account Numbers Lastname or Name of Entity Firstname |
15 . Bank of Hawaii Koror Branch 240.dp.37123456, 240.dp.31351351 Aloha Joe \ &
Record: K < 10f2 | » Wre] & nociier [Isearch |
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To delete a Case, click the button highlighted below:
(Note that before you delete a case, you must remove all CTRs, STRs, CBCRs, and
Companies associated with it)

-8| Cases == ol X
a
Case Number: 3 Search by CASEID: Back to Main
Record: 4 ¢ 10f2 (] & : Search 4| m ] 3
Important Companies: FIBID: ‘
FIBID Company Name Certification Status Shareholder Names Officer Names Director N
3 Test3 Jim Schwartz, Antonson
4 TEst4 Antonson Jim Schwartz Conner Schwinn
Record: M ¢ 1of2 »oM & N Search 4| m J >
Important CBCRs: CBCRID: | Add
CBCRID lastName firstName dateOfBirth IDType IDNumber
1 Antonson Josh 12/4/1991 Passport 2532850235
3
* | (New) E
Record: 4 ¢ 10f2 [ ] & N [Search 4 il >
I Delete Case .I o |
v
Record: M 1of1 L S [ '3 [ Search ‘
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Finally, to navigate back to the Main Form, click the button highlighted below:

Cases
-
Case Number: 3 Search by CASEID: I Back to M. I T
>
Date opened: 5/5/1992 Notes: | This is a test post...
Date closed:
Important Josh Antonson, Laura Lodewyk, Nelson 1
People/Businesses: | Werner, Surangel's, Dolphin's Pacific
Important CTRs: CTRID: | 2.325325903 | [CAdd_] [Remove]
CTRID Date of Transaction Cash Direction Amount of Cash Type of Financial Institution Financial Institution Name of Bran¢
2.325325903 7/26/2015 Deposit $20,000.00 Depository Institution Bank of Guam Kor¢
Record: 4 ¢ 1of1 M '3 Search < m J >
Important STRs: STRID: ‘ [ Add | [Remove]
STRID Financial Institution Name of Branch/Office/Agency Account Numbers Lastname or Name of Entity Firstname |
15 Bank of Hawaii Koror Branch 240.dp.37123456, 240.dp.31351351 Aloha Joe &
Record: N <[1of2 | » M »:| & Nofiier |[[search
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Table View

In addition to being able to interact with the database application through specially
designed forms, Microsoft Access also provides the ability to interact with the database

through tables, which are much like spreadsheets from Microsoft Excel.

In Table View, you can view data, edit information by clicking on a box and typing new
information, add new information by scrolling to the bottom of a table and inputting
data on a new line, or delete data by selecting an entire row (or rows) and pressing the
delete key. You can additionally search for information by pressing Ctrl+F, as you
might do in a Microsoft Excel document.

There are two ways to view the data in the database application in Table View. One can
either do so directly through the back-end file, which houses the data, or through the

front-end database application.
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Table View — Back-End
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To view the tables in the database directly, open the back-end file directly (by locating it

in Microsoft Explorer and opening the file), and double-click on one of tables to view

its data.

;“; Mome | Creste  BtemaiData  DatabaseTools  Datasneet "

g -‘chm o v - EE | e @ aNew ETotas 9 Yf/m— T E %Qm«

Ve v A com s - . Bswe  Tspeming %l WY advanced - . ol d

5 - - - = = - Refresh 2e to Switch
e romat paeter || 410 [A ][ <) - 8] 1= =% ]) B | X Detete - Ewmeee - | 3 W Topple Fiter || £t Form Windows - &t Select~

Voews Cipbosd “ Fent #ich Test Records Sort & Fiter wesow Fing

Tables VI3

T caseassocutedCBiRs

T CaseassocatedCompanies jes: 2123 - = X

T CaseassociatedCTRs T - - - OfC ~ - » Add New Field

I CaseAssocistedSTRs 1 WalmartInc.  In process Jim Schwartz, £ qew

- 2 Test2 Jim Schwartz, # fowf aewfaewf

- 3 Test3 Jim Schwanz, £

: 4 TEstd Antonson Jim Schwartz  Conner Schwin

I cms 5 Tests Antonson Antonson Antonson

o~
PersoninTransaction
3 sws
[Recora 14 < [1ors b Woac [ Gnio e | Searen |

Datasheet View Gasy
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Table View — Front-End

To view the tables through the front-end database application, open the front-end
application as usual. Then, instead of opening the Main Form or one of the dedicated
forms as you might usually do, double-click on the first option in a given category (as

shown below) to view the information in Table View.

!&_
&)
Meme | Creste  DxtemaiDats  DatabaseTools  Datasheet w

% & cut Catiei v - EEE (e a) |mNew  Trews ] lr U Selection ~ ﬂ 2 Repiace
: e £ Copy - — m" Mswe Tspemng %l ¥ advanced - = GoTo~
s T Format Painter B 7 U|A-|S- B I= =% “Nf'- X Detete - Maee~ ), 7 Topgle Fiter is Select ~

\ Views Tipboard fa Font - Rich Text Records Sort & Filter Fing J

All Tables 2,8 [: o,
Y GselisocaledCTRs Al FIgID

+ companyNal - certification - sh + officerN: - | dirs - OfC - datefiled - dateGrantec -
CaneAssociatedSTRs 2 1 Walmartinc.  In process Jim Schwantz, £ qew

*T Caserssocutedstrs 2 Test2 Jim Schwartz, # fowf aewfaewf

Cases 2 | 3 Test3 Jim Schwarntz, £

*3 cases | 4 TEstd Antonson Jim Schwartz  Conner Schwin

B cases | S Tests Antonson Antonson Antonson

bod (New)

3 Coses Queny watorn

CBCRs 2
*3 oscms

3 ecns

B eoRs Query subtorm

TH Select Related CBCRs for Case Query subform

CIRs 2
‘3 o

o oaw

B CTRs Query subform

S Setect Relsted CTRs for Case Query sublorm

I CTRs Monthly Repent

i cTRs vear Report

FIB

B 116 Query subform

«

7B Setect Related Companies for Case Query sublorm |Recors 4 < tets b o[ G [ searcn
Datasheet View oasv|
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Database Maintenance
Backup — Front-End

To back up the front-end database application, open the front in in Microsoft Access as
normal. Move to back up the database as shown below:

m

D New Manage this database

& Compact and Repair Database
L% Perform routine maintenance on the

=i New = Totals

@ ﬂ Al ]? 7 Selection ~ Lﬁ 2 Replace
= cHsave P speliing || %) V4 Advanced - = GoTo ~
3 57 ||| Refresh Filter Find
3 Al- | X Delete - SMore - || 45 7 Toggle Filter [§ Select ~
Rich Text Records Sort & Filter Find

~
1 j Open database to ensure data integrity.
4. Back Up Database i
I I e ‘ Back up important databases regularly to ‘
o prevent data loss.
=] /] Database Properties
& Save As Y E Review and set the basic properties of the

database, including the name and owner.
@ Print »
|4 | Manage 4
Ezj E-mail

EZ Publish »

=Y
Close Database

@ Access Options | an Access
"FIB 2
*E B
PersonInTransaction 2
*E PersoninTransaction
STRs 2
*E SWws
STRs Query subform
Unrelated Objects 2
4% Append CBCR to Case Query

#¥ Append Company to Case Query

4} _Append CTR to Case Query b
Ready

Then select a location to save and name for your front-end backup, and save.

C] ¢ @

v 4 )i« user » Desktop » fe » Backups v Search Backups »
]? 7 Selection - 2 Replace

@ GoTo~

Find |
lg select - ‘
Find

X Totals || 4]
% spelling | 41

| &V V] Advanced ~
ilter
- % 7 Toggle Filter
Sort & Filter

Organize v Newfolder = @

[ Documents A Name . Date modified Type
& Music

=) Pictures Noitems match your search.

B videos

& Homegroup

W user

8 Computer
iy 05 (C)
« BUTICH (D)
[ Admin (toshiba-1 , ¢

File name: ‘ FIU - Copy_fe_2016-07-21
Save as type: | Microsoft Office Access 2007 Database

(4 Hide Folders
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Backup — Back-End
To back up the back-end data, open Microsoft Access (but not the back-end database,
yet):

Template Categories
Getting Started with Microsoft Office Access
Local Templates
From Microsoft Office Online
rom % 4 OpenRecent Database
Business
Blank Database
Personal Featured Online Templates [ & Mre..
e
Sample £ \Users\user\..\FIU - Copy_fe
ot 7/21/2016
ucation “H hh”l”“” %) \--\FIU - Copy_fe - Linked
— ) 7/21/2016
] ] \Users\...\FIU - Copy_fe - Dev
! . 7/14/2016
W € X \Users\user\Desktop\FIUDatabase
Assets Contacts Tssues Events Marketing projects Projects Sales pipeline 2 7/14/2016
\Users\user\Desktop\TCinGC Test
7/14/2016
| %) \Users\user\Desktop\FIUReports
{ 7/14/2016
a \Users\user\...\Computer Camp
= 4/4/2016
\Users\user\Desktop\FIU - Copy
11/20/2015
Tasks Faculty Students - ] \Users\user\Desktop\FIU
7/6/2015
Ca i " More on Office Online:
cad Online Training | Templates | Downloads
What's new in Access 20072
e The new Access 2007 contains more powerful tools o Getthe latest content while working in the 2007
to help you quickly track, report, and share Microsoft Office system
ina '« Learn @ Guide to Access 2007 User Interface
more about the new features and improvements.
, Organize all your objects using the new, easy access
Navigation Pane
Automatically update this content from Office Online Learn more
Readv |

Navigate to open a file, as shown below:

R e

Recent Documents
New -
1\Users\user\Desktop\fe\FIU - Copy_fe B - ——
ST— | . - oot h Microsoft Office Access
3\Users\user\...\FIU - Copy_fe - Dev
lfopen =) 4\Users\user\Desktop\FlUDatabase 4 (CpeaRecentDatalisve)
™ 5 \Users\user\Desktop\TCinGC Test 23 More...
= 6 \Users\user\Desktop\FIUReports M
H Save As v 2 piriRep %] \Users\user\..\FIU - Copy_fe
a 7 \Users\user\Desktop\Computer Camp 71212016
8\Users\use\Desktop\FIU - Copy %] \.-\FIU - Copy_fe - Linked
d print Y| ow — u 2 g -
9\Users\user\Desktop\FIU s 7/21/2016
A ﬂ 2] \Users\...\FIU - Copy_fe - Dev
(3| Manage » ~ 7/14/2016
— ,,; N 7] \Users\user\Desktop\FIUDatabase
i Issues Events Marketing projects Projects Sales pipeline - 7/14/2016
- ] \Users\user\Desktop\TCinGC Test
7/14/2016
Publish > | ] \Users\user\Desktop\FIUReports
| 7/14/2016
7] \Users\user\..\Computer Camp
4/4/2016
= = - 7] \Users\user\Desktop\FIU - Copy
@ Access Options | [ X Exit Access e
Tasks Faculty Students L \Users\user\Desktop\FIU
7/6/2015
Ca Sffic " More on Office Online:
ca Online Training | Templates | Downloads
What's new in Access 20072
jEE The new Access 2007 contains more powerful tools o Getthe latest content while working in the 2007
to help you quickly track, report, and share Microsoft Office system
information in a manageable environment. Learn © Guide to Access 2007 User Interface
more about the new features and improvements.
Organize all your objects using the new, easy access
Navigation Pane
Automatically update this content from Office Online Learn more
Ready | I
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After selecting ‘Open’, browse to the location of the back-end database, and select it.
G s - = .

@
®© ~ 1 ) » Database » be » v ¢ | Searchbe )
Organize v New folder M @ ﬂ
. - ccess
7 Microsoft Office A Name Date modified Type
1. FilesTolmport 7/14/2016 10:53 AM  File folder 4 OpenRecent Database
¢ Favorites FIU - Copy_be 7/18/20162:21 AM  Microsoft Office A... 23 more
B Desktop ' '
18 Downlosds ] \Users\user\...\FU - Copy_fe
ot 7/21/2016
)
£ Recent places %] \-\FIU - Copy_fe - Linked
4 SkyDrive — ) 7/21/2016
J \Users)\...\FIU - Copy_fe - Dev
4 Libraries t 7/14/2016
[%) Documents ] \Users\user\Desktop\FIUDatabase
& Music jarketing projects Projects Sales pipeline | 7/14/2016
) 2] \Users\user\Desktop\TCinGC Test
(=l Pictures 7/14/2016
B videos \Users\user\Desktop\FIUReports
1 §C D 7/14/2016
File name: | FIU - Copy_be v| [ Microsoft Office Access v| @ \Users\user\..\Computer Camp
4/4/2016
oo - &) wreerpeseniy o
e 11/20/2015
- " —— | \Users\user\Desktop\FIU
7/6/2015
Ca Gffic . More on Office Online:
cad Online Training | Templates | Downloads
What's new in Access 20072
6 The new Access 2007 contains more powerful tools o Getthe latest content while working in the 2007
to help you quickly track, report, and share Microsoft Office system
i ion in a i Learn @ Guide to Access 2007 User Interface
more about the new features and improvements. h : :
» Organize all your objects using the new, easy access
Navigation Pane
Automatically update this content from Office Online Learn more
Ready |

Then, rather than opening the file directly, click the dropdown option, and click open
exclusive.

Access
®© ~ 1 ) » Database » be v ¢ | Searchbe »
Organize +  New folder = [ @
S ccess
7 Microsoft Office A~ Neme Date modified Type
. FilesTolmport 7/14/2016 10:53 AM  File folder 4 OpenRecent Database
¢ Favorites EZ] FIU - Copy_be 7/18/20162:21AM  Microsoft Office A... 25 more
B Desktop M
& Downloads ] \Users\user\..\FIU - Copy_fe
e 7/21/2016
)
y 51§ Recen.t places ] \-.\FIU - Copy_fe - Linked
%@ SkyDrive 5 7/21/2016
J \Users\...\FIU - Copy_fe - Dev
- Libraries l 7/14/2016
B Documents ] \Users\user\Desktop\FIUDatabase
& Music arketing projects Projects Sales pipeline L U
i \Users\user\Desktop\TCinGC Test
5] Pictures 7/14/2016
B Videos \Users\user\Desktop\FIUReports
v < > 7/14/2016
File name: | FIU - Copy_be v| [ Microsoft Office Access %] \Users\user\...\Computer Camp
4/4/2016
Tools ~ %) \Users\user\Desktop\FIU - Copy
11/20/2015
Open
4 B \Users\user\Desktop\FIU
Open Read-Only 7/6/2015
Ea Sifce Online Open Exclusive |Wore on ‘():fice Io:nn‘e:D s
Open Exclusive Read-Only raining | Templates | Downloads
What's new in Access 20077
6 The new Access 2007 contains more powerful tools o Getthe latest content while working in the 2007
to help you quickly track, report, and share Microsoft Office system
ina Learn @ Guide to Access 2007 User Interface
more about the new features and improvements. . . N
» Organize all your objects using the new, easy access
Navigation Pane
Automatically update this content from Office Online Learn more
Ready |
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Once the back end file is opened in exclusive mode, navigate to back up the database as
shown below:

m

D o Manage this database = New X Totals

= V7 Selection ~ j . Replace
Compact and Repair Database — Hsave  “% Spelling Al 7:1 Advanced ~ || ‘ = GoTo~
& % Perform routine maintenance on the R.f,.s,, o . Swm o
[/ Gpen database to ensure data integrity. X Delete ~ =5 More - 7 Toggle Filter || Fit Form Windows ~ \ lg select -
';2 Back Up Database ‘ & mm Text Records Sort & Filter | Window | Find

Back up important databases regularly to
prevent data loss.

= /gl Database Properties
ﬂ Save As > | E==| Review and set the basic properties of the

database, including the name and owner.

? Publish »

..}
Close Database

2] Access Options | | X Exit Access

Ready

Finally, name and select a location for the back-end back up, and save the file.

CIORE IR ¢ ©

< Database » be » Backups v Search Backups »

= Totals || 41 l? 7 Selection ~ E ‘ Lﬁ 5 Replace
Organize v New folder = @ %5 speliing | £ V) Advanced - ‘ = GoTo~
- a | Filter Sizeto  Switch Find
[¥ Documents A Name Date modified Type - (4 7 Toggle Filter || Fit Form Windows ~ | lg Select -
& Music Sort & Filter Window Find
) Pictures No items match your search.
B videos

& Homegroup
M user

1% Computer
i 05 ()
e BUTICH (D:)

[ Admin (toshiba-l , ¢

File name: | FIU - Copy_be 2016-07-21

Save as type: |Microsoft Office Access 2007 Database
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Import Data — How To

Start at the main page for the Microsoft Access application

49 o
Home | Creste  EdemalData  DatabaseTools  Acrobat @
E ?’ == % cut = N |=iNew X Totals || 4] 1? 7 Selection - ﬁ ¢ Replace
2SN | R Bac l b [ @ @ =& s °F spelli Al V3 A d - = GoTo~
View || Paste o A a7 ||| Refresh o Peing || AV | ipey I ncvanced T o
| P Format Painter All- | X Delete > S More - || 4 7 Toggle Filter I3 select -
Views Clipboard 5 Font %)\ RichText Records Sort & Filter Find

All Tables v«
CaseAssociatedCBCRs A 4
*E] CaseAssociatedCBCRs

CaseAssociatedCompanies 2
*EH CaseAssociatedCompanies

CaseAssociatedCTRs 2 |4
*Z] CaseAssociatedCTRs 1
CaseAssociatedSTRs A
*E] CaseAssociatedSTRs

Cases £
*E Ccases W
Cases

Cases Query subform

CBCRs £
*E] CBCRs

CBCRs

CBCRs Query subform

Select Related CBCRs for Case Query subform

CIRs £
*E ars

CTRs

CTRs Query subform

Select Related CTRs for Case Query subform

CTRs Monthly Report

CTRs Year Report v

|0 EEE

Num Lock |

Click on the ‘External Data’ tab

P

Tools Acobat

: Database
2 ?m 5 g:: g o v\-;" _E{::':“ 7=q' S “»j “'\ & Discard Changes - j
Imports Eports

SharePeint = P s wo) Cache List Data -
SharePort Excel  SharePoint reate Manage Work Synchwonie Move
st g More - Uit QpMore™ || E.mat Rephes | Oniine T3 Refink Lists

Inport Eport Cellect Data SharePoint Lists

All Tables s
CaneAssociated(BCRs £l
*21 CaseAssociatedCBCRs

CaseAssociatedCompanies. 2
T CaserssocutedCompanies

CanveAssociated(TRs Ed
*21 CaseAssociatedCTRs

CaseAssoclatedSTRs 2
*T CaserssocutedsTRs

Caves. 2
*3 cases

3 e

B Cases Query wtorm

CBCRs £
*3 ecRs

3 ceom

B e Query sublom

ZH Select Relsted CBCRs for Case Query subform

CIRs 2
3

B aws

B CTRs Query subdorm

T Sefect Related CTRs for Cate Query subform

8 CTRs Monthly Repont

Wl cTRs vear Report
Ready
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Click the ‘Text File’ button directly below the ‘External Data’ tab. The following screen
should appear:

DR
tetermal Dats Database Tocls Acrobat

Jﬁii!

MMWW

FIU - Copy_fe - Dev : Database (Access 2007) - Microsoft Access

- £ Oncard Changes

n.“.

oy

i [
Import W
Select the source and destination of the data \
Al Tables -
CaseAssocated(BCRs
*H CaerssscatealBORS Specly e source of the deta.
CaveAnociated omparies
T CaseAssecetedCompanies Blename:  C:\pers Fipw Documenns | Browse..,
CaseAmociated(TRs
*I CaerszcatedCTRs Specfy how and where you want 13 stare the Gata 1 the QuTent database,
.(th o pmport the data lede bhe b U
T Caterssscateastis uuwmmmmmummunmmmmmmmum
Cooes wh P Imported data. Changes made t e source data wil not be reflected in the
I Caes ) Append a copy of the rocoeds to the table: i o s
3 e If Pe specfed table evsts, mumum-uunnuummmdmumm
o e source dats wil not be reflected n
B Cates Query suttom
COCRs ) Limk te the data source by
i T Actess wil creste & table that wil mantan & irk 1 the source data. You carmot dhange or defete data that is irked 13 8 teat Sle.
However, you can add new reconds.
3 oens
3 B0 Query wutform
TH Seteat Retted CBORs fee Caie Query subloom
CTRs
*m o
3 ow
3 O Query subtem
T Seteat Metated CTRs for Case Query subform
W R Moy Repeet
W Omivear epent v
Feady

Select the file you want to import by clicking the ‘Browse’ button, and select the
‘Append a copy of the records to the table’ option. Additionally, once you have selected
to append a copy of the records, select the appropriate table from the dropdown. Then

click ‘OK”.
@ d L Extemal Data |
» | Text Pue

- olEN
w

FIU - Copy_fe - Dev : Database (Access 2007) - Microsoft Access
DatabaseTools  Acrobat

ir Word S o &) Discard Changes -

)

*2] CaseAssocitedCTRs
CaseAssoclatedSTRs

T CaserssocitedsIRs

Caves.

*3 cases

3 e

B Cases Query wtorm

CBCRs

*3 s

3 ceom

"B CB0Rs Query sublomm

TH Select Relsted CBCRs for Case Query subform
CIRs

e e L

B awms

0 CTRs Query subtorm

"5 Setect Related CTRs for Cate Guery sublom
@ cRs Monthly Report

W TR vear Report

o Select the source and destination of the data
Al Tables
CaseAssociatedCBCRs
*T CaseAssociatedCBCRs Specify the source of the data.
CasehssociatedCompanies
*T0 CaserssocutedCompanies e name:  C.\sers Flliow Deskiop FIU Database _fie\FlesTolmporticyrs.csv =
CaseAssociatedCTRs

Specify how and where you want to store the data in the current database.

) Import the source data nto & the datab.
l!huwweﬁsmmlau-dvunn.ﬂnm ensts, oht contents
With the imported data. O e reflected in the database.

Append a copy ofthe records to the table: €351

1f the specified table exists, Access wil add the records to the table, IF the table does not exst, Access wil eate it Changes made
10 the source data will rot be reflecied in the datsbase.

) Uik to the data source by creating » hnked table.

Access wil eate 3 table that wil maintan a Ink % the source data. Y
Hemever, you can add new records.

or delete dats 2 text fle.
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The following screen should appear. Ensure that the ‘Delimited’ option is selected and

click ‘Next’.

FIU - Copy_fe - Dev : Database (Access 2007) - Microsoft Access

Home  Creste  DitermalOats | OastabaseTools  Acrobat

5 GF i I
I.’S-:dm um:mwam
Inpornt

Your data seems 15 be in 3 Delmited’ format. If it sn't, choose the format that more comecty
descrbes your data.

All Tables

CaseAssociated(BCRs
*1 CaserssociatesCBCRs
CaseAssociatedCompanies
*T Caterssociateslompanies
CaseAssociatedCTRs
*T CaterssociatealTRs
CaseAssociatedSTRs
*T0 Cavermocisteastiy
Canes
*3 e
3 caes
) Cater Query wittoen
CB(Rs
*3 cocrs
3 cBeRs
T CBCRs Query suttorm
T3 Select Relsted CBCRs for Case Query subform
CTRs
3 oms
CIRs
CTRs Query subtorm
Select Related CTRs foe Case Query subform
CTRs Monthly Repart
CTRs Year Report

EEUMY

(@ Dedmited - Characters such as Comma or tab separate each feid

B.1325235-323,6/15/2015, Rithdzaval, 50000, Depository Institution,Bank of Hawvaii, Koror 83
1.1325235-324,6/15/2015, Deposit, 40000, Depository Institution,Bank of Hawaii,Koror Brand
[.1325235-325,6/17/2015, Kithdrawal, 27000, Depository Imatitution, Sank of Hawaii, Koror 83

ERS FIPWDES ODEOR
RID, dnteoﬂxaruucnon clshnlxecuon cashamcunt, cypeotnmrcuuru:nuuon fullNameOrd ~

Import Text Wizard

On the next screen, select the ‘Comma’ option, check the “First Row Contains Field

Names” box, and select double quotations ( ““) from the dropdown. Then click ‘Next’.
- o IEHR

@,‘ﬂ ™~

FIU - Copy_fe - Dev : Database (Access 2007) - Microsoft Access

Home  Creste  DrtemalOsts | DOstabaseTosls  Acrobat

5 DD B I
S-M Access  Excel = !;‘“"

Inpont

54
)

What deliter separates your fleids? Select the appropriate delimiter and see how your text is affected in the preview below.

All Tables

CaseAssociated(BCRs
I CasessocisteaCBCRs
CaseAssociatedCompanies
T Caterssociateslompanies
CaseAssociatedCTRs
*T CaterssociatealTRs
CaseAssociatedSTRs
*T Caterntociateastay
Canes
*3 Cmes
3 caes
T3 Cares Query wbteen
CB(Rs
*@ cocrs
3 caers
T3l CBCRs Query suttorm
T3] Select Related CBCRS for Case Query subform
CTRs
‘3 ams
CIRs
CTRs Query sutform
Select Related CTRs for Cae Query subdorm
CTRs Monthly Regart
CTRs Year Report

EEUMY

Cheose the delimiter that separates your flelds:
Ol O Semioon O Soxn O Qther:
s 1 [eos 0]

ICTRID teOfTransaction |cashDirection |cashAmount [t fFinancialInstitution |fulll
.1325235-323 /15/201% Wichdrawal (0000
f.1325235-324 p/15/2018 Pepoase No000
[l.1325235-325 K/17/201% WFithdrawal R7000

Pepository Institution Banig

Pepository Institution pani «
Pepository Institution Pank
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Finally, click the ‘Finish’ button.

&)

Home  Create | EdemalData | DatabaseTools  Acrobat

FIU - Copy_fe - Dev : Database (Access 2007) - Microsoft Access = [ n
@

@ g| 5] Text File
@ 2% XML File
Saved | Access Excel SharePoint

Imports List %3] More ~

Import |

53
Exy

All Tables

CaseAssociatedCBCRs
*E CaseAssociatedCBCRs

CaseAssociatedCompanies
¥ CaseAssociatedCompanies

CaseAssociatedCTRs
*E] CaseAssociatedCTRs

CaseAssociatedSTRs
*E CaseAssociatedSTRs

Cases

*E Cases

Cases
Cases Query subform

CBCRs
*E] CBCRs

CBCRs
CBCRs Query subform
Select Related CBCRs for Case Query subform

That's all the information the wizard needs to import your data.

Import to Table:
[cRs

[]if wouid ke a wizard to analyze my table after importing the data.

CTRs
*E R

B ars

CTRs Query subform
Select Related CTRs for Case Query subform
CTRs Monthly Report

CTRs Year Report

Import Text Wizard

After doing so, Access may show the following errors; however, they are nothing to
worry about. Click ‘OK’ for both errors if they appear.

Home  Creste | EdenslData | DatabaseTools  Acrobat

FIU - Copy_fe - Dev : Database (Access 2007) - Microsoft Access - a n
@

3

Saved
Imports

] XML File

sz
x3dMore - || gy
Import J

Access  Excel SharePoint
List

All Tables
CaseAssociatedCBCRs
*E] CaseAssociatedCBCRs
CaseAssociatedCompanies
*EH CaseAssociatedCompanies
CaseAssociatedCTRs

*E CaseAssociatedCTRs
CaseAssociatedSTRs

*E] CaseAssociatedSTRs
Cases

*E Cases

Cases

Cases Query subform
CBCRs

*E] CBCRs

CBCRs

CBCRs Query subform

Select Related CBCRs for Case Query subform

ﬁ ] Text File LE

Import Text Wizard ﬂ

That's all the information the wizard needs to import your data.

0 Invalid argument.

CTRs

*E amrs

CTRs

CTRs Query subform

Select Related CTRs for Case Query subform
CTRs Monthly Report

CTRs Year Report

Import Text Wizard
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@ © FIU - Copy._fe - Dev : Database (Access 2007) - Microsoft Access - 5 IEd
G
©

Home Create ‘ External Data I Database Tools Acrobat
7 ’;

Saved
Imports

ﬁ 5 rearie @ Import Text Wizard [ x |
% XML File
Access Excel SharePoint
Lt %33 More -

Ext That's allthe information the wizard needs to import your data.

Import J

All Tables
CaseAssociatedCBCRs
*E] CaseAssociatedCBCRs
CaseAssociatedCompanies
*E] CaseAssociatedCompanies
CaseAssociatedCTRs

*E CaseAssociatedCTRs
CaseAssociatedSTRs

*E] CaseAssodiatedSTRs
Cases

*E] Cases

Cases

Cases Query subform
CBCRs

*E BRs

CBCRs

CBCRs Query subform

Lo ]

Select Related CBCRs for Case Query subform
CTRs

*E ars

CTRs

CTRs Query subform

Select Related CTRs for Case Query subform
CTRs Monthly Report

CTRs Year Report
Import Text Wizard

Num Lock

After, clearing the errors, click Cancel, and the following screen should appear,

signifying that you successfully imported data into the database!
@ N FIU - Copy_fe - Dev : Database (Access 2007) - Microsoft Access - a n
= ®

Home  Creste | EdernslData | DatabaseTools  Acrobat
=
1 ’a

ﬁ = Text File ;i fry Word Pk, & |2 Discard Changes ~
S b
Saved

% XML File |
Access Excel SharePoint |
imports List  xgiMore~ || gy

Al Tables — gy | SRITEEEES ‘ \",/// \§

CaseAssociatedCBCRs
¥ CaseAssociatedCBCRs All objects were imported successfully.
B cose Ass:::::mni“ Do you want to save these import steps? This will allow you to quickly repeat the operation without using the wizard.
CaseAssociatedCTRs [ Bave
*E CaseAssociatedCTRs
CaseAssociatedSTRs
*E CaseAssociatedSTRs
Cases
*E Cases
Cases
Cases Query subform
CBCRs
*E CBCRs
CBCRs
CBCRs Query subform

t st

Select Related CBCRs for Case Query subform
CTRs

*3 amrs

CTRs

TRs Queysubtor

Select Related CTRs for Case Query subform

CTRs Monthly Report

CTRs Year Report v

|0 e

Num Lock |
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Import Data — Troubleshooting

In importing initial submissions from reporting banks into the database, some general
types of errors were discovered. This section will detail how to troubleshoot these
various errors. (However, keep in mind that the errors detailed in this section are, more
than likely, not exhaustive. As such, there may well be more types of errors that this

section does not detail how to resolve).
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Import Data Format

Please note that to import data into the database, it must be in the comma-separated

Microsoft Access Database User Manual

value (CSV) format (for more information, see the Updated Electronic Reporting

Instructions). If the data is saved in an alternate format, for example as a Microsoft
Excel Spreadsheet (XLSX format), you must convert it to CSV format.

To convert data from XLSX format (a common misformatting of import data) to CSV

format, open the XLSX format data in Microsoft Excel, navigate to “Save As” in the

save options menu. Once you select “Save As”, name the file and save it as a CSV

format file.

T

Organize v

% SkyDrive
9 Libraries

& Homegroup

/% Computer
i 05 (C)
s Data (D)

oL e
File name:
Save as type:

Authors:

4 Hide Folders

<« FIU Database_fe » FilesTolmport

New folder

| Recentplaces A Name

B2 ctrs
) pit
4] strs

R

pit

Search FilesTolmport »

Date modified

=~ @

Type

r
M Microsoft Office E...

Microsoft Office E...
Microsoft Office E...

CSV (Comma delimited)

Excel Workbook

Excel Macro-Enabled Workbook
Excel Binary Workbook

Excel 97-2003 Workbook

XML Data

Single File Web Page

—\\cb Page

Excel Template

Excel Macro-Enabled Template
Excel 97-2003 Template

Text (Tab delimited)

Unicode Text

XML Spreadsheet 2003

Microsoft Excel 5.0/95 Workbook
CSV (Comma delimited)
Formatted Text (Space delimited)
Text (Macintosh)

Text (MS-DOS)

CSV (Macintosh)

CSV (MS-DOS)

DIF (Data Interchange Format)

M W pit “FT A sYLK (Symbolic Link)

Ready
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Excel Add-In

a
©@ - @ x
) A et e P2 X AutoSum -
E b5 57 @
i3] % & | & ' @ Fin~
(%8 %8| Conditional Format Cell | Insert Delete Format = Sort& Find &
=222 | Formatting ~ as Table - Styles ~ - - <2Clear~  Filter~ Select~
Styles Cells Editing
K L M N o P Q R s T u

Code addressCc dateOfBir contactPh emailAdd idType  idNumberidCountry idissuing/ accountNi cashDil

96940 US #fHEEEE 6.81E+09 Jim.SchwePassport  2.24E+09 Palau PW 240.dp.37: Withd|
96940 US #Ess#EE  6.81E+09 josh_anto Driver's lic124-144-1:US Illinois  240.dp.37: Withdr|
96940 US Unknown 1 240.dp.11: Withd|
96940 US 6.81E+09 Other 240.dp. 18! Withdr|
96940 US 4/2/1970 6.81E+09 Passport  1.54E+08 Guam 240.dp.11: Deposil
96940 US 6.81E+09 Other 240.dp.23! Deposi
96940 US HHEHHEE 6.31E409 Passport  1.24E+08 US Michigan 240.dp.12( Withdr|

o | m

= p— —
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Data Mismatch Error

When Microsoft Access imports data from an external file, the data import wizard
attempts to make some reasonable assumptions about the data it is importing. One of
these assumptions is, for each column, based on the first twenty-five rows in the file to
be imported, what type of data that column holds. Typically, this should not cause any
errors, however in some cases, Microsoft Access makes incorrect assumptions, resulting
in an error when the user attempts to import the data.

One encountered example of this is with the Phone Number field in the PIT and STR
tables. The type of the Phone Number field in the Microsoft Access database, for either
table, 1s ‘Text’, so the database can handle phone numbers formatted in any number of
ways (e.g. — ‘XXXXXXXXXX’, ‘XXX-XXX-XXXX’, ‘“+XXX XXX-XXXX’, etc.).
However, this causes an error if all phone numbers in the first twenty-five lines of the
import file are formatted solely as numbers (ie — ‘XXXXXXXXXX"), because
Microsoft Access assumes that the user is attempting to import number data into a text
field. The error you would receive looks as follows:

/_fe: Database (Access 2007) - Microsoft Access = ) |

Home  Create | ExtemalData | DatabaseTools @

G
o
= = o] TextFile | = M . ©w = THe & [ Discard Changes :
E @ > XML File 3 St il [} Text File = @ == 5 Cache List Data m
G ate b Mioce Sunc, e

‘ Saved | Access Excel SharePoint d | Excel SharePgi
List

.
Imports wfMore~ || Exports List] 5] Import Text Wizard L=
Import Export

All Tables

*E CaseassociatedCTRs
CaseAssociatedSTRs 2

*E CaseAssociatedSTRs

Cases 2
*E Cases

E cases

= cases Query subform

CBCRs B
*E CBCRs

B caers

EE cBCRs Query subform Import Text W'maEl _

[E] select Related CBCRs for Case Query subform

‘You cannot record your changes because a value you entered violates the settings defined for this table or list (for example, a value is less than the minimum or greater than the maximum).

% Rsc"IS 2 @ Correct the error and try again.

E ars C=)

E& CTRs Query subform

FE Select Related CTRs for Case Query subform
{8 crs Monthly Report

CTRs Year Report

FIB 2
*H s

=

=] FIB Query subform

B select Related Companies for Case Query su...

PersoninTransaction 2
*Z personinTransaction

& persont
@ People by Magnitude Report
STRs 2 v

saction Subform

Imnort Text Wizard

(It should be noted that an unrelated issue could also be causing this import error)
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To remedy this error (if it was indeed being caused by phone numbers), open the file
you are attempting to import in Microsoft Excel and in the Phone Number column of a
record between the third (at the earliest) and twenty-fifth (at the latest) entries add a
space in between two of the numbers that comprise the phone number. This will cause
Microsoft Access to read that column as a text field when you attempt to import data
and solve the import error.

Before:
?] Mome | inset  Pagelamout  Formulas  Data  Review  View  Acobat ®-°x
{ & on Casbri S AN | @] SFwapTen General . m y y _5]* B‘ _!-J tw-é—r ﬂ
M‘ 4 Cony *% Condticeal Foemat  Cell Intert Delete F 3“- Sort & Find & |
e romatpunter (B 2 U |[E-[ O A (I W R R HMesencenter - [ - % 0 (WM C e e 15 T e P ‘
Cihpboard - Fort 5 Alignment - Number - Styles Celts Edeing
Ne . £ 6809281923 || E]
| A B c ) 3 F G H | ) 3 L M N O P Q R s T 1}
1 CTRID gend: occupatio address  addressCi addressSt zipCode  addressCc dateOf8ir contactPh emailadd idType  idNumber idCountry idissuing® accountNi cashDI
2 11325235 Person co Schwartz Jim Male unemploy 1340 Whit Koror W 96340 US mawmwAns  6.81E+09 Jim.Schwi Passport  2.24E+09 Palau W 240.0p.37 Withd
3 11325235 Person on Antonson Josh G Male Student  Cultural C Koror W 96940 US awARRAR 681409 josh_anto Driver's Ik 124-144-1.US Hlinots  240.dp.37. Withdr|
4 11.1325235 Person on Walmart Inc. Department Store  Koror W 96340 US “’l!! E+09 Unknown 1 240.dp. 11 Withd
5 1.1325235 Person onSam’s Tours Tour comparny Koror W 96940 US 2 U Other 240,09, 18 Withd
6 1.1325235 Person co Summer Suzan K Female Teacher 84 East LaKoror W 96940 US 4/2/1970 6.81E+09 Passport  1.54E408 Guam 240.dp.11  Deposd
7 1.1325235 Person onGlant Eagle Grocery Store Koror W 96940 US 6.31E+09 Other 240.0p.23' Deposi
8 11325235 Person co Lodewyk Laura Female Student Cultural C Koror W 96940 US AawARRAR  6.81£409 Passport  1.24E408 US Michigan 240.dp.121 Withdr|
9 1.1325235 Person co Schwartz Jim Male unemploy Koror W 96340 US mawmwann  6.81E+409 Jim.Schwi Passport  2.24E409 Palau PW 240.dp.37. Withd
10 1.1325235 Person onAntonson Josh G Male Student  Cultural C Koror w 96340 US wawmRaan  6,81E+09 josh_anto Driver's Ik 124-144-1.US Hlinots  240.0p.37. Withd
11 1.1325235 Person onWalmart Inc. Department Store  Koror W 96940 US 6.31E409 Unknown 1 240.dp.11° Withdr| &
12 1.1325235 Person on Sam’s Tours Tour company Koror W 96340 US 6.81E+09 Other 240.0p. 18 Withd
13 1.1325235 Person co Summer  Suzan K Female Teacher 84 East LaKoror W 96940 US 4/2/1970 6.81E409 Passport  1.54E408 Guam 240.0p.11 Deposi
14 1.1325235 Person onGlant Eagle Grocery Store Koror W 96340 US 6.81E+09 Other 240.dp. 23! Deposi
15 1.1325235 Person co Lodewyk Laura Female Student Cultural C Koror W 96340 US ammRRas  6,316409 Passport  1.24E+08 US Michigan 240.0p.121 Withdr|
16 11325235 Person co Schwartz Jim Male unemploy 1340 Whit Koror W 96940 US AAARARN  6.81E409 Jim. Schwi Passport  2.24E409 Palau PW 240.0p.37 Withdr|
1711325235 Porson an Antanson loch G Male Student Cultural C Karoe DWW 96340 US mmmmmmmm 6.816406 loch anto Driver's i 124.1448.1/US Hlinois  240.d0.37 Withd,

After:
= Home Insert Page Layout Formulas Data Rewew View Acrobat ® .2 X

= W = (2= (= > o IRl E Astosum - A
y oy Cabri N AR [ || s Tes v ; i‘u o / ] ) 4.:-] 3] P ﬁ( %
P rormat Painter || [ B4 o [ (S v o) |05 0] 080 i aseroe & Cemter = | [miton | [ ] | Conationat Format | el || Insent Deete Fommat || o o sotd fiadd ‘
Cipboard - Feer o Aligrment - Number . Styes Celts Edring

[ w GavalEm] :
| A B ¢ ) £ 3 6 u ' ) X L M L N | o P Q R s 1 v

1 CTRID I I gender address  addressCl addressSt zipCode  addressCc dateOfBir lAdd IdType IdCountry idissuing? accountNi cashDI;

2 1.1325235 Person co Schwartz Jim Male unemploy 1340 Whit Koror PW 96940 US seppeeey  6.81E409 Jim.SchwiPassport  2.24E409 Palau W 240,0p.37 Withd

3 11.1325235 Person onAntonson Josh G Male Student Cultural € Xoror W 96340 US Gaedosh_anto Driver's I 124-144-1:US Hlinols  240.dp.37. Withdi

4 11,1325235 Person onWalmart Inc, Department Store  Koror PW 96940 US w‘ Unknown 1 240,0p.11 Withd

5 1.1325235 Person on Sam’s Tours Tour company Koror PW 96940 US 6 & Other 260,0p. 18 Withd

6 1.1325235 Person co Summer  Suzan K Female Teacher 84 East Lat Xoror PW 96940 US 4/2/1970 6818409 Passport  1.54E408 Guam 240.dp.11 Deposi

7 11.1325235 Person onGlant Eagle Grocery Store Koror PV 96940 US 6316409 Other 240,0p.23 Deposi

8 11325235 Person co Lodewyk Laura Female Student Cultural C Xoror PW 96940 US pepeaaey 6.81E409 Passport  1.24E408 US Michigan 240.dp.121 Withdr|

9 1.1325235 Parson co Schwartz Jim Male unemploy Koror W 96940 US upuapey 6816409 Jim Schwi Passport  2.24E409 Palau W 240,0p.37 Withd

10 1.1325235 Person on Antonson Josh G Male Student  Cultural € Xoror L) 96940 US MonnnaaY 6810409 Josh_anto Driver's I 124-144-1.US Hinols  240,0p.37. Withd

11 1,1325235 Parson on'Walmart Inc, Department Store  Koror W 96940 US 631640 Unknown 1 240,0p.11 Withdr| 4

12 1,1325235 Person on Sam’s Tours Tour company Koror P 96940 US 681040 Other 240,0p. 18 Withd

1311325215 Person co Summer  Suzan L Female Teacher B4 East Lai Koror W 90940 US A/2/1970 6810409 Passport  1.54E+08 Guam 240,0p.11 Deposi

14 1,1325215 Person onGlant Eagle Grocery Store Koror P 96940 US 6816400 Other 240.0p.2% Deposi

15 1.1325235 Person co Lodewyk Laura Female Student Cultural C Xoror L 96940 US MannanY 6316409 Passport  1.24E+08 US Michagan 240.dp. 121 Withdr|

16 1,1325235 Person co Schwartz Jim Male unemploy 1340 Whit Xoror PV 96940 US BERREERY  6.810409 Jim.Schwi Passport  2.24E+09 Palau W 240.0p.37 Withd

17 1.1325235 Person onAntonson Josh G Male Student  Cultural € Xoror W 96940 US MRNANY 6816409 Josh_anto Driver's I 124-144-1:US Hiinols  240.dp.37 Withdi
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Misformatted Data

Data you attempt to import into the Microsoft Access database may be misformatted for
any number of reasons. For example, the file you are attempting to import may not
contain all of the correct columns, or some columns may have extra fields.

To fix misformatted data, one must manually go through the data (either in Microsoft
Excel or a text editor, such as NotePad) and inspect it for instances of misformatting.
Then, one must resolve these errors before the data can be successfully imported.

Below there is a list of potential misformatting errors as well as the error messages that
suggest the data that is being attempted to be imported may be misformatted.

Potential Errors:

* Extraneous Comma in the file

* Extraneous Quotation mark in the file (likely a double quotation mark)
* Too Many Columns of Data

* Incorrect Column Names

e Extraneous, Additional Columns

* Random Input not related to the content of the file

On the next page are screenshots indicating that one of these errors may have occurred.

It should be noted that this is one of the more difficult type of errors to troubleshoot. If
this type of error presents itself as a problem, and after a reasonable amount of
troubleshooting, the error cannot be resolved, one good course of action would be to
alert the reporting institution of an error and ask them to resubmit an error free file.
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Screenshots

Microsoft Access

T 1‘ | #; Discard Changes - ﬁ
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Cases o
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ZE cases Query subform oT: i 1ascNameOrNameOfEnticy
T - on whose behalf transaction was conducted
= . on whose behalf transaction was conducted

»
E caers . on whose behalf transaction was conducted

CBCRs

CBCRs Query subform
EH Select Related CBCRs for Case Query subform

CTRs Query subform —— EER——
on whose behalf transaction was conducted
Select Related CTRs for Case Query subform ) conducting transaction on own behalf

CTRs Monthly Report

CTRs Year Report

FIB

FIB Query subform

Select Related Companies for Case Query su.

PersoninTransaction 2
* personinTransaction

& PersoninTransaction Subform

People by Magnitude Report
STRs A
Import Text Wizard

rosoft Access (=@ = )

base (Access Mi

&

Home  Create | ExtemalData | DatabaseTools
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Imports Lst  xfAMore~ || Exports tst] (5] Import Text Wizard

Import

All Tables =)

*Z CaseassociatedCTRs
CaseAssociatedSTRs 2
*E CaseAssociatedSTRs
Cases 2 Import to Table:

B Cases PersonInTransaction
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= cases Query subform
CBCRs 2
*E CBCRs

B cBCRs Query subform
[E] select Related CBCRs for Case Query subform

CTRs Query subform

Select Related CTRs for Case Query subform
CTRs Monthly Report

CTRs Year Report

FIB Query subform

Select Related Companies for Case Query su.
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& PersoninTransaction Subform

People by Magnitude Report

STRs a
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Sharing Back-End Data Between Computers
Windows Homegroup

To share the back-end data between computers on the same Wi-Fi network, we will use
Windows Homegroup. To join Windows Homegroup, navigate to the screen shown and
click ‘Join Now’.

HomeGeeup View ~ 8

‘& 77 7T Cnange hemegroup settngs
SN S stant treubleshooter
lon hare

homegroup 3

- * 1 o » Homegroup T R P
@50 Faventes .

B Desktop ' Share with other home PCs

8 Downloads 6

3 Recert places With 2 homegroup, you can:

G SoyDrive + Beowse and sesech shared files om other PCs

+  Share pristers and cther devices

5 Ubearies Momegroups ace protected with 2 password, and you can abways control what you share.

*| Documents

& e
~ Pictures

B Videor

|8 Hemegreup 1

% Computer
& oS5
= BUTICH (D)
 Admin (roshive-laptop)
T user (rock)

« S Network
™ ASUS
™ ROCK
1 TOSMIBA-LAPTOR

The Homegroup is already set up on the Desktop computer with the back-end data. To
access the it from a separate computer, join the Homegroup as below:

Q[ 3 | Homegroup - g
HomeGroup  View ~ 0

Q% 7? Change homegroup settings
e bleshooter
Joi Share libraries

homegroup and devices word

Manage

®© v 1 «& » Homegroup v & SearchHomegroup o

¢ Favorites )
B Desktop Q% Share with other home PCs
18 Downloads
4] Recent places

& SkyDrive G~

With

4 Libraries

[ Documents Vou can share files and printers with other computers. You can also stream media to devices.
& Music Jol

=] Pictures
B videos

The homegroup is protected with a password, and you'll always be able to choose what you share.

+& Homegroup
/% Computer
iy 05(C)
s BUTICH (D)
[® Admin (toshiba-laptop)
[ user (rock)

€ Network
1M ASUS

1% ROCK ‘—/Cdml

/% TOSHIBA-LAPTOP

Republic of Palau — Financial Intelligence Unit Page 72 of 117
Benjamin Junker, Student Consultant August 2, 2016



Appendix A Microsoft Access Database User Manual

To access the Homegroup, you will need to the Homegroup password, which can be
accesses by viewing the Homegroup settings on the Desktop computer:

HomeGroup  View ~ 9

2 [27 Cnange homegroup settings
A 5
= o start trousternoster
Rate Iearie
. s

© * 1 «§ » Homegroup v e Search Homegroup P

451 Favortes - . .
B Desitop a No other homegroup PCs are available right now
» Q Make that:
2. Recent places =
Lo SkyDerve *  The cther homegroup PCs are awake and connected 1o the network.
All the PCs in your homegroup have sharing turmed on.
. The cther homegroup PCs have the curent heenegroup password.
~a Libraries +  Other people in your homegroup are sharing libranies with the homegroup.

Start the HomeGroup troubleshooter
4% Computer
o5
< Data (D)
4 o BUTICH (F)
fsevertsd
4 mdevice
Spotight-Y10C
Trashes
4 blekuu
4 Class Matching
4. chib_appicatic
J. Databare
4. Databate Many
). Fie
) FIU Database
A tmACERotoe ¥

Once you have the Homegroup password, enter it in the prompt:

R 2H=I Homegroup -

Q% 23 [¥7] Change homegroup settings

Start troubleshooter
Join Share libraries

homegroup and devices = View password

Manage

®© ~ 1 «& » Homegroup v ¢ Search Homegroup »
¢ Favorites )
B Desktop Share with other home PCs
18 Downloads Q x
. With
"% Recent places
@ SkyDrive i ©C =
e Hom|
w3 Libraries Type the homegroup password
[ Documents
& Music [ 1o A password helps prevent unauthorized access to homegroup files and printers. You can get the
& Pictures password from the person who set up your homegroup.

B videos

+& Homegroup Type the password:

1% Computer
iy 05(C)
« BUTICH (D)
[® Admin (toshiba-laptop)
[ user (rock)

€ Network
M AsUS
& Fluo
1% ROCK
1% TOSHIBA-LAPTOP Next Cancel
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After you have entered the password, you will be asked about sharing settings, since the
back-end of the database is already set up to be shared, you can set your sharing settings
as shown below:

3 [2 s | Homegroup - o
HomeGroup  View ~ 0
Change homegroup settings
L
[ed] start troubleshooter
Join  Share libraries X
homegroup and devices 8 View password

Manage

®© ~ 1 & » Homegroup v/ ¢ | Search Homegroup o

¢ Favorites

B Desktop Q Share with other home PCs
18 Downloads with
] Recent places

@ SkyDrive O =

w3 Libraries Share with other homegroup members
[ Documents T

& Music o Choose files and devices you want to share, and set permission levels.
& Pictures

B videos Library or folder Permissions

&) Pictures

N
@ Homegroup

B Videos [Not shared v

1% Computer
&, 05(C) & Music [Not shared v
e BUTICH (D)

[ Admin (toshiba-laptop) [¥) Documents [Not shared v
[® fiu (fiu0)
B user (rock) @ Printers & Devices [Not shared vl

€ Network
% AsUS
% Fluo

1% ROCK Cancel

N v

Once you have proceeded through the rest of the setup, verify that you have indeed
joined the Homegroup, by viewing the Homegroup page as shown below:

HomeGroup View ~ 9

qa Change homegroup settings
Start troubleshooter
Join Share libraries
homearoup and devices 4 View password

Manage

®© ~ 1 «& » Homegroup v & SearchHomegroup »

~
¢ Favorites
se
B Desktop user
18 Downloads

‘% Recent places

% SkyDrive

- Libraries
[ Documents
& Music
&) Pictures
B Videos

& Homegroup

W user

1% Computer
&, 05(C)
e BUTICH (D:)
[® Admin (toshiba-laptop)
[® fiu (fiu)
[ user (rock)

€ Network
18 AsuUs
0 v
1item ==
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Connecting to the Back-End Data in Microsoft Access

Once you have connected to Windows Homegroup, the front-end application needs to
be connected to the back-end database. Start by opening the front-end application as
normal:

| Home | cCreate  ExtemalData  DatabaseTools  Acrobat @

b7 Lk cut ?a 3, Replace
o J 143 Copy = GoTo~
View Paste Find

- - J Format Painter
Views || Clipboard ]

All Tables v «
CaseAssociatedCBCRs 2 A
*E CaseAssociatedCBCRs

CaseAssociatedCompanies 2
*E] CaseAssociatedCompanies

CaseAssociatedCTRs £
*E CaseAssociatedCTRs

CaseAssociatedSTRs A
*E] CaseAssociatedSTRs

Cases 2
*E Cases

Cases

Cases Query subform

CBCRs 2
*E BeRs

CBCRs

CBCRs Query subform

[ E === = New X Totals | 4| ( 7 Selection ~
- MIL3E 3E ] : : =] 1

[ g =Hsave  Pspelling | £l | YJadvanced -

=l f",'fh X Delete ~ “HMore - || 4 e 7 Toggle Filter
£l Records Sort & Filter |

Font

L Select -
Find

il

Select Related CBCRs for Case Query subform

CTRs 2
*E ars

CTRs

CTRs Query subform

Select Related CTRs for Case Query subform
CTRs Monthly Report

CTRs Year Report v

Ready ] Num Lock |

Next, navigate to the ‘Database Tools’ tab and select ‘Linked Table Manager’:

Home  Create  ExternalData | Database Tools @

¢ 224 Run Macro [4F Property Sheet |2 Database Documenter @ Qﬁ? @ {54 switchboard Manager @
@ Create Shortcut Menu from Macro ) = ) 727 Object Dependencies | 53 Analyze Performance l IFDetwpt Database
‘2;;’;' %7 Convert Macros to Visual Basic e [] Message Bar 5 Analyze Table sf,%‘,, D:::;’;s, u',':::a?:,'e & Add-ins ~ A’é‘c'.‘,’g
Macro Show/Hide Analyze Move Data Database Tools
All Tables v| «
CaseAssociatedCBCRs 2 -
*7] CaseAssociatedCBCRs
CaseAssociatedCompanies %
*E] CaseAssociatedCompanies
CaseAssociatedCTRs 2 |-
*E] CaseAssociatedCTRs 1
CaseAssociatedSTRs 2
*E CaseAssociatedSTRs
Cases 2 U
*E] cases
Cases Query subform
CBCRs 2
*E CBCRs
CBCRs Query subform
CTRs A
*E Cms
CTRs
CTRs Query subform
FIB A
*E Fe
FIB Query subform
PersonInTransaction 2
*E] PersoninTransaction
PersoninTransaction Subform 1

Ready
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Next, select all tables in the menu:

FIU - Copy_fe - Linked : Database (Access 2007) - Microsoft Access

Microsoft Access Database User Manual

Home  Create  EdemalData | Database Tools @
¢ 22 Run Macro 3 = [ Property Sheet |:2 Database Documenter @ ?39 {4 switchboard Manager @
g |4p Create Shortcut Menu from Macro — Z5) Object Dependencies | =3 Analyze Performance {3 Decrypt Database
Visual Relationships SQL  Access | LinkedTable _, Make
Basic %] Convert Macros to Visual Basic [ Message Bar 1 Analyze Table Server Database | Manager &3 Add-ins~ ACCDE
Macro Show/Hide Analyze Move Data Database Tools
All Tables =
CaseAssociatedCBCRs | Select the linked tables to be updated:
*E] CaseAssociatedCBCRs [cl&] caseAssociatedCBCRs  (WROCK\WUsersiuserDocuments\FIU Database\FIU Database_be\Fil - lIJ
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aseAssodatedCompanles ¥ 0 ¢ (WROC Database\FIU Database_be\FIl - C
CaseAssociatedCTRs Al |V +3 cases ROCH Database_be\FIU - Copy_be.accdbl(
YT CaseAssociatedCTRs [V (] CBCRs Database_be\FIl - Copy_be.accdbl
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*E Cases
Cases Query subform < >
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*E CBCRs —
CBCRs Query subform
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CTRs
CTRs Query subform
FIB 2
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PersoninTransaction 2
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Linked Table Manager |

After clicking ‘OK”’, navigate to the back-end data on Windows Homegroup as detailed

in the picture below:

FIU - Copy_fe - Linked : Database (Access 2007) - Microsoft Access

Linked Table Manager
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After selecting the back-end data on the Windows Homegroup, verify that the data was
successfully linked as shown in the screenshot below:
@ o FIU - Copy_fe - Linked : Database (Access 2007) - Microsoft Access - g n

Home  Creste  EdemalData | DatabaseTools | @
‘ 224 Run Macro [AF Property Sheet |2 Database Documenter @ ?09 % {54 Switchboard Manager @
g |3 Create Shortcut Menu from Macro £ Object Dependencies | 53 Analyze Performance ﬁ Decrypt Database
Visual Relationships SQL  Access | LinkedTable _, Make
Basic %] Convert Macros to Visual Basic [] Message Bar (3 Analyze Table Server Database | Manager && Add-ins - ACCDE
Macro Show/Hide Analyze Move Data Database Tools
All Tables = Linked Table Manager | x |
CaseAssociatedCBCRs 2 Select thelinked tables to be updated:
*Z] CaseAssociatedCBCRs [BS&E] caseAssociatedCBCRs _ (WROCK\WsersluserDocuments\FIU Database\FIl Database_be\Fil - II]
CaseAssociatedCompanies 2 |[Cs3c i ies (WROC 1U Database\FIU Database_bel\F
*ED Caseassociatedc - ™+ C: TRs (WROCI Database\FIU Database_be\FlU - C
aseAssociatedCompanies IGT . ARG Database_belll - C
CaseAssociatedCTRs 4 |7 (3 cases (\ROCKWsers\serDocuments\FIU Database\FIU Database_be\FIl - Copy_be.accdbl(
*7 CaseAssociatedCTRs [ (] CBCRs (WROCKWsersluserDocuments\FIU Database\FIU Database_be\FIU - Copy_be.accdb\

: — | »EcTRs (ROCKWserswusenDocuments\FIU Database\FIU Database_be\FlU - Copy_be.accdb\C’
CaseAssociatedSTRs % | O FB (\ROCKWsersluserDocuments\FIU Database\FIU Database_be\FIl - Copy_be.accdb\FIB)
*E] CaseAssociatedSTRs ™ 5 PersoninTransacfioa Ql20CKIUsac: ADocuman Datah Datah -Co
Cases 2 |7 »3 sTRs wocku ]
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Cases Query subform <
CBCRs A
*E CBCRs

CBCRs Query subform

CTRs 2
*E R

CTRs

CTRs Query subform

FIB 2
*5 FB

FIB Query subform
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*E] PersoninTransaction

[oc ]

PersoninTransaction Subform

Refreshing Linked Tables
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Appendix B Desired Changes to the Database

Palau Financial Intelligence Unit

List of Desired Changes to Microsoft Access Database
Summer 2016

* A newly created report that can search STRs by STRID and displays a specific in a print-
friendly format

* A newly created report or restructured Main Form that allows the user to search all tables
with a set of parameters and generate a print-friendly result with basic information about
the search results

* A change to the ‘CTR by Month’, ‘CTR by Year’, ‘STR by Month’, and ‘STR by Year’ reports
on the Main Form to allow the user to set date parameters that cause the report to display
a subset of the CTRs/STRs that are within the date parameters

* A change to the ‘STR by Month’ and ‘STR by Year’ reports such that the reports display the
STRIDs of the individual STRs involved in the report and so that the newly displayed
STRIDs are clickable links to the STR subform page displaying that STR

* Faster access to the back-end data on computers that are linked to the back-end data
through Windows Homegroup

* The addition of ‘First Name’ as a search parameter on the Main Form
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Electronic Reporting Instructions

Electronic Reporting Process
The electronic reporting process for reporting institutions is as follows:
1. Reporting institutions format the CTR and STR data into CSV files as specified by the FIU below.
2. Reporting institutions negotiate appropriate naming conventions for the CSV files (e.g. -
“BankName_CTR_5-17-2016", “STR-08.12.2016-BankName”, etc.) with the FIU
3. Reporting institutions digitally transmit the files to the FIU in one of two ways:
a. Through Encrypted Email
i. Reporting institutions encrypt and email the files to admin@palaufiu.org using the
FIU’s public key, which can be provided to the reporting institutions upon request
ii. The FIU responds with a confirmation email acknowledging receipt of the reports.
iii. The FIU downloads and decrypts the compressed folder using its private key.
b. Through a Secure Server
i. Reporting institutions maintain a secure server that one can only access with
appropriate login credentials
ii. Reporting institutions provide such a set of credentials to the FIU
iii. Reporting institutions upload or otherwise transmit the files to the secure server
iv. The FIU then logs on to the secure server and downloads the submitted files
4. After downloading the submitted files, the FIU imports the CSV files into the Access database.

CSV File Specifications

A CSV file is a text file with the use of the comma as the field separator for the data.
1. Fields/columns are separated by the comma character.
2. Records/rows are terminated by newlines.
3. Allrecords should have the same number of fields, in the same order.
4. Any field may be quoted (enclosed with double-quote characters)
“1998”,“Jim”,”Schwartz”
5. Fields with embedded commas or double-quote characters must be quoted.
1998,Jim,Schwartz,”Nice, friendly guy”
1998,]Jim,Schwartz,”Nice, ““friendly”” guy”

6. The first record must be a header, which contains column names for each of the fields

Required fields and format for STRs
Each row of the csv file will correspond to a unique STR. The FIU requires 26 fields. The FIU used
previous STRs as the template for the fields and extracted a subset of the fields containing only the
information needed. If a field has options, such as “yes” or “no”, the available options are listed under the
numbered field as bullet points.
1. accountNumbers
2. nameOfBranchOfficeAgency

3. fullNameOfFinanciallnstitution
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lastNameOrNameOfEntity
firstName

middleName

address

addressCity

© ® N o ok

addressState
10. zipCode
11. addressCountry
12. phoneNumberResidence
13. phoneNumberWork
14. occupationOrTypeOfBusiness
15. dateOfBirth
MM/DD/YYYY
16. admissionOrConfession
yes
no
17.idNumber
18. idIssuingAuthority
19. relationshipToFinanciallnstitution
Accountant
Agent
Appraiser
Attorney
Borrower
Broker
Customer
Director
Employee
Officer
Shareholder
Other
20. typeOflnsiderRelationship
None
Suspended
Still employed at financial institution

Terminated
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Resigned

21. dateOfSuspensionTerminationResignation
MM/DD/YYYY

22. stateDateOfSuspiciousActivity
MM/DD/YYYY

23. endDateOfSuspiciousActivity
MM/DD/YYYY

24. amountOfCash

25. summaryCharacterization
Money Laundering and Proceeds of Crime Act
Bribery/Gratuity
Check Fraud
Check Kiting
Commercial Loan Fraud
Computer Intrusion
Consumer Loan Fraud
Counterfeit Check
Counterfeit Credit/Debit Card
Counterfeit Instrument (other)
Credit Card Fraud
Debit Card Fraud
Defalcation/Embezzlement
False Statement
Misuse of Position or Self Dealing
Mortgage Loan Fraud
Mysterious Disappearance
Wire Transfer Fraud
Terrorist Financing
Identity Theft
Other

26. narrative

Required fields and format for CTRs
The CTRs will be broken up into two CSV files. One file will have information for the Person(s) involved in
transactions (PIT_info) and another file will have the rest of the information for the CTRs (CTR_info). This

method was chosen to facilitate easy and reliable importing of the files into the FIU’s database.
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PIT_info:

Each row will correspond to a unique “Person Involved in Transaction” entry for each CTR that
has been filed. This information comes from the current CTR format that each bank files with FinCen: Part
[ Person Involved in Transaction. For example, if there are three CTRs filed in a given time period: CTR1,
CTR2, CTR3. Where CTR1 and CTR2 have 3 persons involved in the transaction and CTR3 has 1 person
involved in the transaction. Then, PIT_info will have a total of 7 entries, with each row corresponding to

one person involved in the transaction across all of the CTRs.

CTR_info:

Each row will correspond to a unique CTR. The fields in each entry were derived from Part Il and
Part III of the current CTR format that each bank files with FinCen.
PIT_info and CTR_info will be linked together through a CTRID. Each “person involved in transaction”
entry will have the CTRID of the CTR that they are associated with. In order to ensure that CTRID is
unique across the reporting institutions we require that each bank include a unique identifier as part of
the CTRID.

The format will be:

»nn

“bank identifier”.”CTR identification number”

The CTR identification number can be what each respective bank currently uses to uniquely identify their
CTRs.

Bank identifiers:
Bank of Hawaii: 1
Bank of Guam: 2
Bank Pacific: 3
(Any further Bank Identifiers will be negotiated at the time that such a bank begins filing with the FIU)

So, if Bank of Guam has a CTR with an ID/filing number of:
CTRB1500104000006

Then, the CTRID would be:
2.CTRB1500104000006

Fields for PIT_info:
1. CTRID
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2. relationshipToTransaction

Person on whose behalf transaction was conducted
Person conducting transaction for another

Person conducting transaction on own behalf

Courier Service (private)
lastNameOrNameOfEntity
firstName

middleName

3

4

5

6. gender

7. occupationOrTypeOfBusiness

8. address

9. addressCity

10. addressState

11. zipCode

12. addressCountry

13. dateOfBirth
MM/DD/YYYY

14. contactPhoneNumber

15. emailAddress

16. idType

17. idNumber

18. idCountry

19. idIssuingAuthority

20. accountNumbers

21. cashDirection
Withdrawal
Deposit

22. cashAmount

Fields for CTR_info:

1. CTRID

2. dateOfTransaction
MM/DD/YYYY

3. cashDirection
Withdrawal
Deposit
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cashAmount

4

5. typeOfFinanciallnstitution

6. fullNameOfFinanciallnstitution
7

nameOfBranchOfficeAgency

Reference Files

Reference files can be provided to reporting institutions by the FIU upon request.
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Republic of Palau

Financial Intelligence Unit

Encrypted Email

User Manual
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Introduction

The Financial Intelligence Unit (FIU) of the Republic of Palau deals with very
sensitive information: people’s banking information. As such, it is essential that the FIU
has a method of securely communicating with external entities. One such standard way
of securely communicating is through encrypted email. Particularly, this guide details
how to use Microsoft Office Outlook to send and receive encrypted emails.

It should be noted that the appropraite private keys and digital certificates are
installed on Nelson’s Toshiba laptop and Boboy’s Asus laptop. It should additionally be
noted that this guide is geared towards usability and not towards set-up or more
technical tasks. For directions on set-up and more technical tasks, see the documentation

left by the Summer 2015 consultants.
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Overview of Communicating Through Encrypted Email

To communicate through encrypted email, two people must exchange public
keys. Once each of the two people has received and stored the other person’s public key,
they can begin communicating through encrypted email by encrypting communication
to each other using the recipient’s public key. This process will be elaborated on by way

of an example situation below.

Example Situation:

Suppose Adam and Betty want to communicate through encrypted email and that
they each have their own public and private keys.

First they must exchange public keys. To start, Adam sends an unencrypted,
digitally signed message to Betty. (Note that unencrypted means not encrypted and that
digitally signing a message means attaching your public key to that message). At this
point, Betty has Adam’s public key, but Adam does not have Betty’s public key. So,
Betty replies to Adam’s message with a similarly unencrypted, digitally signed message.

Now, Adam has Betty’s public key, and Betty has Adam’s public key. They can
begin communicating through encrypted email.

To send an encrypted message to Betty, Adam encrypts a message with Betty’s
public key and sends it to Betty. Betty receives Adam’s message and decrypts it with
her private key. (Note that the only key that can decrypt the message that Adam just sent
is Betty’s private key.)

Similarly, to send an encrypted message to Adam, Betty encrypts a message to
Adam with his public key and sends it to Adam. Adam than receives and decrypts the
message with his private key, as his private key is the only key that can decrypt the

message.
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Digitally Signing Messages (With Your Public Key)

Assuming you have a digital certificate installed on your computer, to digitally sign a
message, start to compose a message on Microsoft Outlook, and click the sign button as

shown below:
™

— Messape Insent Optans Foemat Text Adobe POF L
= W' - LA == s3] gl I’ P & Permission ~
NAL e ke WE ) a9 0 v o[ ]Y 8
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to s
Sand Ce.
Subject Digitad Signature
<
<
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Receiving Digitally Signed Messages

Encrypted Email User Manual

To receive a signed message, synchronize your mailbox by clicking ‘Send/Receive’ as
you normally would. If there is a ribbon icon (shown below), this denotes that the

message you received is digitally signed.
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Adding (Some Else’s) Digital Signature to Your Contacts

Once you have received a digitally signed email, you must add it to your contacts to use
that digital signature to encrypt future messages. To do that, right click the name of the

Berson sendin% the email and click ‘Add to Outlook Contacts’ as shown below:
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(Note: If you already have that person in your contacts, the option may read, ‘Update
Outlook Contact’)
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The Contact menu should show up. Click ‘Save & Close’ to add that person and their

digital signature to your contacts.
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Sending Encrypted Messages

Once you have saved someone’s digital signature, you can send encrypted messages to
that person. To do so, compose a new message to that person and click the ‘Encrypt’

button.
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Without the Recipient’s Digital Signature

If you attempt to send a message to someone without his or her digital signature stored
in your computer, you will get the following error message:
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G o

Confinue wil encrypt and send the message but the lsted recpients
mary not be able to read it

To remedy this issue, either send the message unencrypted or reach out to the intended
recipient separately to obtain a digitally signed message, so that you can store his or her
digital signature in your Contacts.
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To receive and successfully open an encrypted email, you must be using Microsoft
Outlook on the computer on which the private key for your email account is stored.

You receive encrypted emails as you would a normal email, however there are two main
differences. The first difference is that encrypted emails are denoted with a lock icon,
and the second difference is that you must double click on an encrypted email to open it

in a different window.
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Once you double click on the message, however, you will be able to read it as normal:
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Introduction

The Financial Intelligence Unit (FIU) of the Republic of Palau has recently
transitioned to a Microsoft Access Database system. Going forward, all reporting
institutions will submit electronic reports that the FIU can easily import into its
database. However, as the database system has been recently implemented, the FIU does
not have data from past years in its system.

This report details recommendations for the FIU to follow so that past/backlogged
reports can be imported into the FIU database system.
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Status as of August 5, 2016

There are currently three banks that report to the FIU and whose reports are of
interest to the FIU: Bank of Hawaii, Bank of Guam, and Bank Pacific. All three banks
have been, since their inception, reporting Cash Transaction Reports (CTRs) and
Suspicious Transaction Reports (STRs) to the FIU, when such reports are internally
generated by the banks. Until recently, the banks have submitted these reports to the
FIU in paper format. As such, the FIU has a record of STRs and CTRs in hard copy
going back years.

Being that it will be, likely, more time-consuming for the FIU to import physical
copies into its database system than digital copies, inquiries were made to all three
banks to determine whether each bank would be willing to give the FIU digital copies of
their backlogged reports.

Presently, only Bank of Guam has agreed to provide the FIU with backlogged
copies of its previously submitted reports. Bank of Guam has agreed to deliver the past
five years of its reports in XPS format to the FIU between September 1, 2016 and
December 31, 2016.

As such, the FIU is left to work with the paper copies of the Bank of Hawaii and

Bank Pacific reports it has on file.
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Manual Data Entry

At the beginning of the Summer 2016 TCinGC consulting engagement, the FIU
had three computers, only one of which had a front-end database application that was
connected to the back-end data. By the end of the engagement, the FIU had increased
the number of working computers it had to five, all of which have a front-end database
application that is connected to the back-end data.

As such, the FIU now has the ability to employ data entry personnel to manually
input data from the backlogged paper reports into the database. These personnel would
simply read the data from the backlogged reports and type it into the database.

This option is most suitable if the FIU does not have the option to employ anyone
with technical expertise but has budget to dedicate towards importing backlogged data
into the database system.
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Optical Character Recognition

Optical character recognition (OCR) software is software that converts files that
contain images of text into files that contain machine-encoded text. One route that the
FIU could take to import backlogged data into its system is to scan the backlogged
paper reports that it currently has into image files or PDFs, and then to use OCR
software to convert those files into machine-encoded text files, such that the FIU’s
database system can import them.

While, in theory, OCR software is an attractive option, in reality there are several
obstacles to implementation of an OCR software solution and potential issues with such
an implementation. Many OCR software solutions are cost-prohibitive, considering the
FIU’s current financial situation. In addition, OCR programs are not known to be 100%
accurate at converting images to text. Because it is important that the information
imported into the FIU’s database is accurate, the FIU would need to employ personnel
to check the work of the OCR program, which is a functionally quite similar job to
manual data entry. Finally, many OCR programs are quite cumbersome and time-
consuming to implement, as they require things such as training and calibration on
‘training data sets’.

This option would be most suitable if the FIU experienced a large increase in
budget and brought a person with technical expertise in-house; such a person would be
able to person would be able to continually oversee and monitor the implementation of

an OCR software solution.
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Programmatically Converting XPS Files

As was mentioned above, Bank of Guam has agreed to provide the past five years
of its reports in their XPS format to the FIU between September 1, 2016 and December
31, 2016.

XPS files are zipped archives that contain various files that make up a document.
Most importantly, for each page in the XPS document, the archive contains a file (.fpage
file) that contains all text, symbols, and geometric graphics on the page. These files can
be extracted from the XPS archive and programmatically scanned for pertinent
information. This information can then be formatted into CSV files that can be imported
into the FIU database.

During the Summer 2016 consulting engagement, a proof of concept of this
extraction and programmatic scanning of XPS files was created. Though the proof of
concept was not developed into a full-fledged solution due to time constraints, the proof
of concept demonstrates that programmatically converting the XPS documents into
CSV files is a possibility. To further this initiative, one would need to review and
understand the reference files, and then work to devise algorithms that will fully
transform XPS input, formatted as Bank of Guam’s are, into CSV output that can be
imported into the FIU database.

This option is most suitable if the FIU has access to some with technical expertise
for a limited time, and does not rely on the FIU budget as there is no (paid) external

software that is believed to be needed to complete this option

Reference Files:
Parse XPS Instructions.txt
toCSV.py
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Recommendations/Directions for Implementation

Considering the current staffing and budget of the FIU (that the FIU does not
have any personnel with technical expertise or a large enough surplus in budget to make
such a hire), in the immediate future it is recommended that the FIU pursue neither
technical option and instead opt for manual data entry. This can be achieved by:

* Hiring anybody with the ability to both read and type on either a part-time
or full-time basis
* Training them in the data entry portion of the database system

* Tasking them with transcribing various reports in to the database system

However, if the FIU obtains personnel with technical expertise (either in-house or
temporarily, through something like a consulting position), it is recommended that they
pursue the programmatic conversion of XPS files over the implementation of optical
character recognition software. This is because the programmatic conversion of XPS
files is likely more feasible and cost-effective than the implementation of OCR
software.

There is, unfortunately, no defined procedure for the programmatic conversion of
XPS files, other than tasking such technical personnel with pursuing the programmatic
conversion of the XPS files based off of the work that was already done, as the

algorithm to convert the files is yet to be defined.
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Palau Financial Intelligence Unit

Retrieving Information from Other Government Organizations
Summer 2016

Foreign Investment Board:

After inquiries into the information management systems of the Foreign Investment Board, it
was found that the Foreign Investment Board uses Microsoft Excel spreadsheets to store information
about foreign investment. Since one cannot establish remote access to an Excel spreadsheet, the FIU
cannot establish remote access to the Foreign Investment Board.

Bureau of Public Safety:

After inquiries into the information management systems at the Bureau of Public Safety, it was
found that the Bureau of Public Safety maintains some of their information in databases and others in
Microsoft Excel spreadsheets. Unfortunately the information that the Bureau of Public Safety stores in
databases is information that the FIU is not interested in remotely accessing, such as drivers license
information. Conversely, the Bureau of Public Safety stores information such as arrest record in
spreadsheets, which are not remotely accessible. As such, the FIU will not be establishing remote
access with the Bureau of Public Safety currently.

Bureau of Customs and Border Protection, Bureau of Revenue and Taxation, & Bureau of
Immigration and Labor:

After inquiries were made to the Bureaus of Customs and Border Protection, Revenue and
Taxation, and Immigration and Labor it was determined that the all three of the Bureaus have
databases that can be remotely accessed.

The two obstacles to implementation for access to any of the databases were IP address
compatibility and bureaucratic signoff. PNCC’s (Palau National Communication Corporation)
assistance was solicited to ensure that the FIU’s external IP address was compatible to access the
databases, and separate MOUs were created and signed to authorize the FIU to access each of the
databases.

The FIU currently has gained remote access to the Bureau of Immigration and Labor’s
database. The FIU additionally has the technical capacity and bureaucratic signoff to access the Bureau
of Customs and Border Patrol and Bureau of Revenue and Taxation databases. However, in the time
between when the FIU gained bureaucratic signoff for those databases and the writing of this report,
the Taiwanese developer has been on-island making small changes to both database systems. As such,
the FIU is expected to gain access within the next week after the Taiwanese developer finishes
working on the database systems.

Attorney General’s Office:
Due to a political conflict between the FIU and Attorney General’s Office, no inquiries were
made to the Attorney General’s office about their information management systems.
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Case Management Software Solution Decision Matrix

Palau Financial Intelligence Unit
Case Management Software Solution Decision Matrix

Summer 2016

Name of Case
Management
Software

Edraw Mind XMind Free

Map

Mind Mup

Cost

Needs Internet

Access
Ease of Use Many well
(from articulated
qualitative menus (design
testing (if similar to
possible) Microsoft
Office); Too
many menus
were confusing
at times;
Reasonably easy
to use
Flexibility Eventually
(from figured out how
qualitative to adapt to
testing, how adapt to case
well does it management
adapt case needs
management
needs)
External Submit requests XMind support Mind Mup
Support to Edraw center and documentation
support, various
documentation methods of
contact

Robustness of
Dedicated Case
Management
Capabilities

XMind Free was determined to be the best option for Case Management Software Solution.
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Republic of Palau

Financial Intelligence Unit

XMind
User Manual
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Introduction

The Financial Intelligence Unit (FIU) of the Republic of Palau monitors financial
activity in Palau and gathers intelligence about behavior that may be related to money
laundering. In their various intelligence-gathering inquiries, the FIU staff develops cases
involving certain people and transactions. As such, the FIU needs a tool to manage,
diagram, and visualize its various cases.

XMind has been adapted to fit this need for the FIU. This manual does not
describe how to use XMind as a piece of mind mapping software, but instead as the case
management software need that it has been adapted to fill.
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Create Case

To create a new document in which to make a case diagram, first open XMind and
select ‘Map’.

! X

File Edit View Inset Modify Tools Window Help
Blank Templates

o P e 8

Map Balanced Map(Up to down) Balanced Map(Clockwise) Balanced Map{Anticlockwise) Org Chart(Up to down)
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= =

Org Chart(Down to up) Tree Chart{Right) Tree Chart{Left) Logic Chart(Right) Logic Chart(Left)
A = D/LD < <‘
// \
2| / \
) / \
Timeline(Horizontal) Timeline(Vertical) Fishbone(Right Headed) Fishbone{Left Headed) Matrix(Row)

Then, select an option for theme. Though the theme is aesthetic and does not impact the
content of the diagram, ‘Professional’ has been found to look both minimalist and
visually appealing.
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| v
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Name Main Entity

The large square in the center of the screen is the main entity that you are investigating.
To rename it, double-click on it, type a name, and click anywhere else on the screen.
After that process, it should look something like the example below:

=

File Edit View Insert Modify Tools Window Help
Trme B & & = -~ S & = &) £ [ad -
:

~l| 4 & Workbook
4 [Z) Sheet1
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s X E el

Outline | Overview = o
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Acct. # 12345 Properties | Markers =

Sheet

Background ~
Background Color: [ ]

Wallpaper

[&) Select Wallpaper... : W

60 % -

Legend
o|| OshowLegend
< 2 Background Color: [/]
Sheet 1 T/ o9% ®06 v
Sheet (Sheet 1) B Auto Save: OFF © FIU2
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Create Secondary Entities and Connect Entities

Transactions and other entities are represented using floating topics. To create floating

topics, right click on the screen and select ‘Floating Topic’ from the dropdown list:

!

File Edit View Inset Modify Tools Window Help
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[€] John Doe Acct. # 12345
Drill Up Shift+F6
= Floating Topic
= Floating Central Topic
7 Relationship Ctrl+L
& Boundary Ctrl+B
=} Summary Ctrl+]
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Auto Save: OFF © FIU2

Then, click anywhere on the screen (not near the main entity) to place the floating topic.
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As with the main entity, double click on the floating entity to rename it.
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If a secondary entity represents the movement of money, it may represent multiple

transactions. To represent these multiple transactions, subtopics are used. To create a
subtopic, click on the secondary entity with multiple transactions. Then, navigate to
create a subtopic in the toolbar on the top of the screen as shown below:

=

File Edit View Insert Modify Tools Window Help
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In this example, the subtopic represents two transactions:

=

XMind User Manual
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To signify the direction of transactions, we use relationships, which appear as arrows

going from one entity to another. To create a relationship, first make sure that no entity

is selected. Then, click the relationship button.
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After clicking the relationship button, click the entity that the transaction is going from

and then the entity that the transaction is going to. In the example case the result looks

as follows:
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Any entity can have multiple relationships, which signify an entity having multiple

transactions, as is shown below. John Doe has conducted transactions with both Jane

Doe and Sally Johnson.
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Styling

You can use the menu on the bottom right of the screen to change the styling of the
entities and text. This can be used in many ways. For example, you could make all
entities that deposit money to the main entity red and those that receive money from the
main entity green.

One handy use of styling is to use the cloud shape to signify a thought about the case.
To do this create a new floating topic and change the text in it to a thought you have
about the case. Then navigate on the menu in the bottom right, as shown below, to
change its shape to a cloud.
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Internet Costs

Internet

Service Rates

PalauNet Dial-up Service

Deposit: $50 Connection Fee (initial or reconnection): $10.00

Dial-up Monthly Hours Additional
Service Plan Fee Included Hour
E-mail Only $15.00 0 N/A
Basic $15.00 4 $2.50
Bronze $29.95 16 $2.50
Silver $49.95 56 $2.00
Gold $69.95 240 $1.50
Unlimited $99.95  unlimited -

High-speed Broadband Internet Service (DSL)
Installation Fee: $105.00 Reconnection Fee: $50

DSL Package Speed Monthly Rate
DSL Lite* 64 $199.95
DSL Surfer 128 $379.95
DSL Surfer Plus 192 $529.95
DSL Elite 256 $659.95
DSL Elite Plus 320 $759.95

Speeds higher than 320 kbps available at $199.95 per increment of
64 kbps Call Sales at 488-9600 for quote.
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