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Evaluating the Success of Terror Risk Communications

BARUCH FISCHHOFF, ROXANA M. GONZALEZ, DEBORAH A. SMALL, 
and JENNIFER S. LERNER

T ERRORISM HAS CREATEDunprecedented choices for or-
dinary people. As individuals, they must decide how

to protect themselves and their families. As citizens, they
must decide which policies best serve the nation’s desire
for physical safety, economic vitality, civil liberties, and
social cohesion. Without good information, people may
find themselves living with choices that they do not un-
derstand or want. Feeling that they have been denied crit-
ical information further complicates an already difficult
situation. If things go badly, having misunderstood the
risks can intensify the attendant pain and regret. Citizens’
dissatisfaction may extend to the leaders and officials who
seemingly failed to meet their information needs, as has
happened with other apparently mismanaged risks.1–6

Reducing these social risks means providing citizens
with relevant information in a credible, comprehensible
form. Doing so requires analytical research, to identify the
risks most critical to citizens’ decision making, and empir-
ical research, to identify the current state of their belief.7–8

Risk communications should focus on those facts that peo-
ple most need to understand but have yet to learn. Just as
citizens need information in order to respond effectively,
policy makers need to understand citizens’ beliefs, in order
to create behaviorally realistic policies.

In a November 2002 survey of Americans, Blendon et
al.9 documented the mixed success of communications
about smallpox. We report on a concurrent survey with a
similar sample, embedding beliefs regarding smallpox
risks in a broader set of issues and focusing on facts that
are easily understood if communicated properly and that
are critical to managing widely reported risks. If citizens
have not learned these facts, then our risk communication
processes have somehow failed to convey them in a
salient, comprehensible, credible way. Because effective
decision making requires recognizing the extent of
one’s understanding, we look at the strength of lay be-
liefs, as well as their general trend. People who confi-
dently hold erroneous beliefs may not consult better-in-

formed sources before acting. They may also not be
alert to signs of things going awry.

METHODS

Sample

Respondents were recruited through Knowledge Net-
works’ nationally representative panel, whose members
receive free WebTV and interactive Internet access in
return for completing Internet surveys every week or
two. The panel closely tracks the U.S. Census on key de-
mographic variables, including age, race, ethnicity, geo-
graphical region, employment status, income, and edu-
cation.10 Methodological details appear at: http://www.
knowledgenetworks.com/ganp/

Between November 15 and December 30, 2002, 869 ran-
domly selected panel members were notified about the sur-
vey and given two weeks to respond. All had participated in
a November 2001 survey, reported in Lerner et al.11 Of the
869 panel members, 81.1% acknowledged receiving the in-
vitation, 82.6% of whom participated (equal to 67.0% of
those contacted). The final sample included 532 adults (259
males) and 50 teens (24 males). Mean ages were 45.8
(SD� 17.1, range� 18–92) and 16.0 (SD� 1.03, range
14–17), respectively. Self-reported race/ethnicity was
12.4% African-American/Non-Hispanic, 12.7% Hispanic,
5.3% Other/Non-Hispanic, and 69.6% White/Non-His-
panic. Demographics generally matched census figures.
Weighting procedures adjusted sample statistics for dis-
crepancies from representativeness.

Design

Respondents evaluated seven statements about risks
and responses (see Table 1), on a 4-point scale anchored
at 1 (“strongly disagree”) and 4 (“strongly agree”). These
followed questions about the magnitude of various risks
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and about respondents’ views on “possible government
policies,” one of which concerned the kind of risk com-
munication.

Prior to answering any question, half of the respon-
dents were randomly assigned to an experimental manip-
ulation that heightened a target emotion: fear, anger, or
sadness. These respondents re-read a short passage that
they had written in November 2001, describing aspects
of the September 11th attacks that evoked the target emo-
tion. They then viewed a picture and heard an audio clip,
drawn from the national news media that pretests had
shown to prime that emotion. Following the emotion in-
duction, respondents completed the judgment tasks. The
other half of the respondents went directly to the judg-
ment tasks, without the emotion manipulation.

These manipulations significantly affected estimates of
the magnitude of terror-related risks estimates.11,12How-
ever, there were no significant manipulation differences
in the beliefs reported here, leading us to pool across ex-
perimental conditions.

Carnegie Mellon University’s Institutional Review
Board approved the research protocol.

RESULTS

The first of the four policy items proposed was: “Pro-
vide Americans with honest, accurate information about

the situation, even if the information worries people.” It
was strongly supported by 65% of respondents and
slightly supported by another 24.0%. The following re-
sults show how well this goal has been achieved.

The first three rows in Table 1 show failure to commu-
nicate easily understood facts, critical to managing spe-
cific risks. Many people had not learned that anthrax is
not contagious, that West Nile Virus is rarely fatal, and
that smallpox vaccination can be effective after exposure.
Indeed, 19% of respondents strongly endorsed erroneous
beliefs about anthrax and West Nile Virus (not a terror-
related risk). Blendon et al.9 found 42% of respondents
endorsing a similar statement about smallpox.

Respondents strongly agreed with the statement: “If a
dirty bomb went off, spreading radioactive material, you
need to get away as fast as humanly possible.” That could
be true; however, under some circumstances, staying in-
doors would reduce dermal exposure and inhalation.13

Unless citizens recognize this possibility, ahead of any
incidents, authorities may have difficulty credibly recom-
mending it under crisis conditions. People who confi-
dently believe that they must evacuate immediately
might just flee, without waiting or asking for advice.

That tendency to flee may be fed by the widely en-
dorsed belief that “People will panic, rather than behave
responsibly, if there is a ‘dirty bomb’ spreading radioac-
tive materials in their city.” Although consistent with
seeing the need to evacuate immediately, this concern is
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TABLE 1. RISK BELIEFS

Response distribution (%)

Strongly Slightly Slightly Strongly
Belief statement Mean SD disagree disagree agree agree

Anthrax is easily spread from one person 2.38 1.09 27.8 25.4 27.5 19.3
to another.

West Nile Virus is rarely fatal to people 2.46 .99 19.3 33.4 29.9 17.4
who get it.

Smallpox vaccine works, even if you get 2.46 .81 12.1 37.6 42.2 8.1
it after you’ve been exposed, as long
as it is before you get sick.

If a dirty bomb went off, spreading 3.50 .75 2.8 7.1 27.6 62.5
radioactive material, you need to get
away as fast as humanly possible.

People will panic, rather than behave 3.13 .83 4.1 16.7 41.1 38.1
responsibly, if there is a “dirty bomb”
spreading radioactive materials in 
their city.

Ordinary citizens behaved responsibly 3.49 .69 2.1 5.0 34.8 58.1
during the 2001 attacks.

If smallpox breaks out somewhere, 3.34 .74 1.4 11.7 38.0 48.9
we should quarantine the area.

Scale anchored at 1 � strongly disagree; 4 � strongly agree.



unfounded. In disasters, people rarely panic—unless they
have lost faith in public authorities.14,15 In fact, respon-
dents very strongly endorsed the statement: “Ordinary
citizens behaved responsibly during the 2001 attacks.”

An expectation of panic, coupled with uncertainty about
the effectiveness of post-exposure vaccination, may under-
lie respondents’ strong endorsement of the statement: “If
smallpox breaks out somewhere, we should quarantine the
area.” Respondents in Blendon et al.9 reported similar
views: 67% would stay in their community if smallpox
were reported; 91% if personally exposed. Most supported
compulsory treatment and isolation—policies consistent
with expecting less cooperative behavior from other citi-
zens than from oneself.

Demographic variables (gender, education, race, polit-
ical affiliation, distance from the World Trade Center—a
surrogate for personal involvement with terrorism) re-
vealed few statistically significant differences in these
beliefs. Each of these demographic variables was, how-
ever, related to judgments of the magnitude of terrorism
risks (reported in Fischhoff et al.16).

DISCUSSION

Few respondents confidently endorsed three critical
facts regarding emerging disease threats: the contagious-
ness of anthrax, the lethality of West Nile Virus, and the
post-exposure effectiveness of smallpox vaccination.
Nor did they recognize the possible effectiveness of shel-
tering in place following a radiological weapon attack.

A cluster of potentially serious misunderstandings sur-
rounded public responses to crises. Respondents ex-
pected others to panic (“rather than behave responsibly”)
following a radiological weapon attack and endorsing a
smallpox quarantine, even though they believed that citi-
zens had behaved responsibly during the 2001 attacks.
Respondents in a concurrent study reported expecting to
behave responsibly in a smallpox crisis,9 while expecting
less responsible behavior from fellow citizens.

Predictions of panic are not hard to find,13,17 perhaps
fed by disaster movie scenes of people running in the
streets. However, research has found that panic is uncom-
mon, unless people have lost trust in their own authori-
ties.14,15The myth of panic may inadvertently represent a
self-fulfilling prophecy and undermine emergency plan-
ning by eroding citizens’ confidence in social order. Citi-
zens need to know how widely their commitment to co-
operative behavior is shared.

Having a sample drawn from a nationally representa-
tive panel allowed us to look for demographic correlates
of these beliefs. However, there were none, even though
respondents’ estimates of the magnitude of terror risks
did vary by gender, race, geography, and political affilia-
tion.16 Thus, effective risk communications about these

topics seem to have failed to reach the population as a
whole, rather than just failing vulnerable groups.

Such communication failures may mean that these
facts were (a) missing in messages reaching the public,
(b) lost in the clutter of messages reaching them, or (c)
communicated poorly. Although the communication of
some risk information takes a special effort,7,8,18 these
specific facts should be easy to understand, with appro-
priate care given in their presentation. Thus, it appears
that the professional community has somehow failed to
develop and disseminate them in a clear, focused way.
Achieving such communication would be consistent with
respondents’ strong desire for “honest, accurate informa-
tion, . . . even if it worries people.”

This survey considered seven beliefs (six terror-re-
lated). Although critical to several prominent risks, these
beliefs consider but a fraction of the facts that well-in-
formed citizens need. A systematic communication pro-
gram should begin with formal analyses identifying the
core set of decision-critical facts and proceed to create,
evaluate, and disseminate appropriate messages. Its suc-
cess could be determined with a tracking survey, assess-
ing public mastery of those facts.

ACKNOWLEDGMENTS

The National Science Foundation (SES-0201525;
SES-0239637; SBR-9521914), National Institute of
Mental Health (MH62376), and American Psychological
Association (Division 9) grants supported this research.
We thank Wändi Bruine de Bruin, Mike Dennis, Ilya Fis-
chhoff, Maya Fischhoff, Rick Li, Lisa Schwartz, Steven
Woloshin, and three anonymous reviewers for their help
and comments.

REFERENCES

1. Fischhoff B. Risk perception and communication un-
plugged: Twenty years of process. Risk Anal1995;15:137–
45.

2. Krimsky S, Plough A. Environmental Hazards: Communi-
cating Risks as a Social Process. Dover, Mass.: Auburn
House; 1988.

3. Powell D, Leiss W. Mad Cows and Mothers Milk: The Per-
ils of Poor Risk Communication. Montreal: McGill-
Queens University Press; 1997.

4. National Research Council. Improving Risk Communica-
tion. Washington, DC: National Academy Press; 1989.

5. National Research Council. Understanding Risk. Washing-
ton, DC: National Academy Press; 1996.

6. Risk Analysis and Management. Washington, DC: Presi-
dential/Congressional Commission on Risk; 1998.

7. Fischhoff B. Why (cancer) risk communication can be
hard. J Natl Cancer Inst Monogr1999;25:7–13.

8. Fischhoff B, Bostrom A, Quadrel MJ. Risk perception and
communication. In: Detels R, McEwen J, Beaglehole R,

EVALUATING TERROR RISK COMMUNICATIONS 3



FISCHHOFF ET AL.4

Tanaka H, eds., Oxford Textbook of Public Health. Ox-
ford: Oxford University Press; 2002:1105–23.

9. Blendon RJ, DesRoches CM, Benson JM, Herrmann MJ,
Taylor-Clark MAK, Weldon KJ. The public and the small-
pox threat. N Engl J Med2003;348:426–32.

10. Krotki K, Dennis JM. Probability-based survey research on
the internet. Paper presented at Conference of the Interna-
tional Statistical Institute, August 29, 2001, Seoul, South
Korea.

11. Lerner JS, Gonzalez RM, Small DA, Fischhoff B. Emotion
and perceived risks of terrorism: A national field experi-
ment. Psychol Sci2003;14:144–50.

12. Fischhoff B, Gonzalez RM, Small DA, Lerner JS. Evolving
judgments of terror risks: Foresight and hindsight. Under
editorial review.

13. Levi MA, Kelly HC. Weapons of mass destruction. Sci Am.
Nov. 2002;287:77–91.

14. Glass RA, Schoch-Spana M. Bioterrorism and the people:
How to vaccinate a city against panic. Clin Infect Dis
2002;34:217–23.

15. Tierney KJ. Disaster beliefs and institutional interests: Re-
cycling disaster myths in the aftermath of 9-11. In: L

Clarke, ed., Research in Social Problems and Public Policy,
Vol. 11: Terrorism and Disaster: New Trends, New Ideas.
New York: Elsevier, 2003.

16. Fischhoff B, Gonzalez RM, Small DA, Lerner JS. Judged
terror risk and proximity to the World Trade Center. J Risk
Uncert2003;26:137–51.

17. Wald M. To the many things to fear at Indian Point, add
fear itself. New York Times, February 2, 2003.

18. Morgan MG, Fischhoff B, Bostrom A, Atman C. Risk
Communication: The Mental Models Approach. New
York: Cambridge University Press; 2001.

Address reprint requests to:
Baruch Fischhoff, PhD

Department of Social and Decision Sciences
Carnegie Mellon University

Pittsburgh, PA 15213

E-mail: baruch@andrew.cmu.edu

Published online: December 3, 2003


