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Dear Friends and Collaborators: 

Another academic year has come to an end (2017-2018), and here we reflect on the 

research activities of the DDMLab during this year, while we start the new academic 

year (2018-2019). Thank you for letting us update you! 

This past year we saw much movement in terms of lab members, travel, and grants. 

We are after all a dynamic decision making laboratory! 

About grants, there were several submissions and some of the current grants have 

transformed in different ways. First, we are grateful for the support provided by the 

Army Research Office (ARO), Network Sciences program. This grant has helped us 

in advancing our work on group and network learning, and on the escalation from indi-

vidual learning models to group learning. Second, we have concluded a first year of 

AROôs Multidisciplinary University Research Initiative (MURI) program on 

Cyberdeception. This program, through our key collaborations with University of 

Southern California, University of Arizona, University of Texas at El Paso, and others, 

has advanced our ideas on signaling, behavioral and computational game theory, and 

cognitive modeling and their applications to cyber security. Third, we continue to have 

the support of the National Science Foundation (NSF) Decision Risk, and Manage-

ment Science program. In our last year of this grant we are trying to wrap up a very 

successful program on the integration of descriptive and experiential decisions, 

through multiple manuscript submissions.  Fourth, during last year we continued to be 

an integral part of the Army Research Laboratories (ARL)ôs program on cybersecurity; 

the Collaborative Research Alliance (CRA). We led and continue to maintain an active 

research program on all the socio-cognitive aspects of cybersecurity for the CRA. 

Last, but not least, we are grateful for the support from the Defense Advanced Re-

search Projects Agency (DARPA), which through the SocialSim program has 

made possible the collaboration and interaction with our long-term collaborator Chris-

tian Lebiere in the Psychology Department as well as with new people in many other 

universities. 

Many manuscripts that originated in past years, somehow managed to see the ñlightò 

this year (nothing wrong with that!). The new publications are largely centered on the 

theme of the socio-cognitive aspects of cybersecurity. Notably, our work on phishing 

and deception was popular this year. See a complete list of journal papers on our web 

page: www.cmu.edu/ddmlab. 

By the way: we have a new, more mod-

ern and improved web site!!!  Visit us!!

Orsi Kovacs our incredible research 

associate and lab manager has done 

an amazing job!! I hope you will like it. 
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In addition to our published journal articles, this year we also published several new manuscripts in confer-

ence proceedings, and we continue to attend multiple conferences (Cognitive Science, Human Factors, and 

others). 

This year was particularly active with multiple conferences, key note lectures, and invitations to be part of 

multiple research initiatives. The academic year started with a fantastic visit to 

Denmark: in Odense, I gave a talk at the Danish Institute for Advanced Study (D-

IAS) and the University of Southern Denmark; in Aarhus, I gave another talk at 

the Interactive Minds Centre. Here is a picture of me with Carsten after Street 

Food dinner at Aarhus. I had a lot of fun in Denmark and I learned a lot from this 

visit. Thanks to Davide, Thorbjorn, Jacob, Carsten, and Oana. I loved Denmark! 

Another highlight of this academic year was a fantastic workshop organized by 

my friend Mirta Galesic at the Santa Fe Institute. It was 

full of stimulating ideas in a very interdisciplinary and 

relaxed research environment. 

A third highlight of this academic year was my visit to 

INSEAD for the Theoretical Organization Models (TOM) 

meeting. This confer-

ence took place at the 

wonderful INSEAD campus of Fountainebleau, 

France. They gave me the honor of being a 

ñDistinguished Speakerò. It was great to see Jerker, 

Phanish, Hazhir, Chengwei, and Thorbjorn!  

Teaching was a good experience during the Spring 

2018 Semester. I continue to try to find the best 

ways to teach the mix of concepts on decisions 

from experience, behavioral science with mi-

croworlds, cognitive modeling, and system dynam-

ics concepts and models all in one course, while making it practical and useful to the students.  Not easy. 

Finally, to end on a personal note, I continue to enjoy biking and painting on my weekends (when I can!). 

These pictures show some of my favorite paintings from this year. I 

used water colors and acrylics. I havenôt used oil for some time, I 

might try that again this year, or learn more of oil pastels, for a 

change. 

I hope you enjoy this newsletter. Thank you so 

much for reading our update, and thank you so 

much for contributing to our efforts in so many 

ways!! 

We look forward to a new year full of interesting 

research, surprises and new adventures. Letôs all 

work to make this a better world. 
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News From Our Members 

Emily Ho visited us 

from August to No-

vember 2017. She 

is a Ph.D. student 

from Fordham Uni-

versityôs Psycho-

metrics and Quanti-

tative Psychology 

program.  

 

Farewell 

Germ§n Lenin 

Dugarte Pe¶a visited 

us from September to 

November 2017. He 

is a Ph.D. student in 

Computer Science 

and Technology at 

Carlos III University in 

Madrid. 

Welcome New Members 

Palvi Aggarwal completed her Ph.D. in 

the area of cyber security at the Indian 

Institute of Technology Mandi, India. She 

joined the lab in September, and she is 

interested in exploring experiential deci-

sions made by hackers and analysts in 

cyber-security games involving decep-

tion. 

Kuldeep Singh, Ph.D. joined us this 

September as a visiting researcher. 

He completed his Ph.D. in Adhoc Net-

work Security at Thapar University, 

India and his main research interests 

are network security and ad-hoc net-

works. 

Korosh Mahmoodi completed his Ph.D. in 

Physics, University of North Texas, Center 

for Nonlinear Science. He joined the lab 

as a post-doctoral fellow this fall. His re-

search interests are Artificial Intelligence, 

Computational Social Science and Com-

plex Networks. 

Qiao Shen is currently a sophomore double majoring in Psychology and in Economics and 

Statistics at Carnegie Mellon University. She joined the lab as a visiting student this fall.  

Nalyn Sriwat-

tanakomen May 

2016-July 2018. 

Nalyn concluded 

her work in the 

lab in order to 

focus on her ap-

plication to grad-

uate school.  

Dr. Efrat Aharonov, August 2016 - Au-

gust 2018. Ph.D. in Psychology, Ben-

Gurion University of Negev, Israel. Dr. 

Aharonov returned to Israel as a re-

searcher in industry.  

Sabina Sloman August 2017 - August 

2018. B.A. in Economics at McGill Uni-

versity in Montreal, Qu®bec. Sabina 

continues to work on her Ph.D. in the 

Social and Decision Sciences Depart-

ment at Carnegie Mellon University. 

Dr. Prashanth Rajivan December 2015 - 

August 2018. Ph.D. in Applied Cognitive 

Science from Arizona State University, 

AZ. Dr. Rajivan took a faculty position at 

the Industrial and Systems Engineering 

Department at University of Washington, 

WA.  
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Fћјі Pћъќёъїѝё Rъѓђџъї 

In the past year, I continued to work on multiple pro-
jects from previous years. I am particularly pleased to 
have published many of these efforts. Our data collec-
tion effort with the Mid-Atlantic Collegiate Cyber De-
fense Competition (MACCDC) in collaboration with 
Norbou Buchler at the Army Research Labs was pub-
lished in the Journal of Computers & Security. In this 
paper, we discuss key team-level factors that deter-
mine the success of cybersecurity teams - Functional 
specialization within a team and an adaptive leader-
ship approach to different security defense sub-tasks 
could be important predictors of overall performance. 

Also, our book chapter summarizing work on human 
factors in cybersecurity was published in the book 
titled Human Factors and Ergonomics for the Gulf 
Cooperation Council: Processes, Technologies, and 
Practices. 

Our work on the phishing project has resulted in two 
publications - one in the Frontiers of Psychology and 
the other in the Journal of Computers in Human Be-
havior. Through these papers, we show that certain 
kinds of deception strategies are more likely to per-
suade end-users to respond. We have also gained 
insights into adversarial personalities that lead to 
higher divergent thinking when writing phishing emails 
and insights into end-user personalities that are sus-
ceptible to phishing attacks. We were also able to 
publish our work on Adversarial Machine Learning in 
the Cognitive Science Society conference this year. In 
the paper, titled ñHuman Decisions on Targeted and 
Non-Targeted Adversarial Samplesò, we take the first 
step into what can be an important innovation in cog-
nitive science: we analyzed humanôs judgments and 
decisions when confronted with targeted (inputs con-
structed to make a ML model purposely misclassify 
an input as something else) and non-targeted (a noisy 

perturbed input that tries to trick the ML model) adver-
sarial samples. Our findings suggest that non-
targeted samples interfered more with human percep-
tion and categorization decisions than targeted sam-
ples. We are currently working on additional experi-
ments to extend this work. Finally, my collaboration 
with Efrat and Ido Erev is reaching the final publica-
tion stage. We will soon be publishing our work in the 
Journal of Computers in Human Behavior. In sum-
mary, the past year was very busy, educational, excit-
ing, collaborative and productive. Although, this is my 
last year in DDMlab, I am excited to start a new posi-
tion as a Research Professor at University of Wash-
ington in Seattle! I will greatly miss all my fellow 
DDMLabers.  

Fћјі Eяћъѝ Aёъћјїјџ-Mъѓъћ 

During the past year, I worked on protective decisions 
in the cybersecurity domain. We submitted one paper 
on the effect of temporal patterns of security failures 
on engagement in data backups (Ben-Asher, Aharo-
nov-Majar, and Gonzalez). We wrote two more pa-
pers in collaboration with Prashanth Rajivan concern-
ing repeated security updates. One of the papers ad-
dresses the effect of update cost and experience on 
the timing of installing security updates (Rajivan, 
Aharonov-Majar, Gonzalez, and Erev). The second 
research project addressed the impact of cost varia-
bility pre-experience choice on implementing security 
updates early on. In a third project, we collaborated 
with researchers from the Army Research Laboratory 
and from UTEP on human learning in a 2-person 
deception game, using principles from game theory 
and decisions from experience models (Gutierrez, et 
al.).   

Research Updates from Lab Members During 2017-2018 
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