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EXECUTIVE SUMMARY

Pittsburgh currently employs numerous surveillance technologies in order to ensure
public safety and is busy evaluating several others (including body cameras for police officers,
drores, red light cameras, and Shpotte). While these tools certainly enhance the efficiency of
law enforcement (or have the potential to do so in the future) there is also a risk that they can be
used to infringe upon the privacy rights of innocent people. Especially as they become more
pervasive and permanent, surveillance technologies may also curtail activities taking place in the
public spherl such as protests, marches and demonstrétitivat are crucial to a vibrant
democracyln order to better understand this challenge, we conductedrouminterviews, case
studies of comparison cities, technology reviews, as well as ethical and legal analyses of issues
related to surveillanc&his executive summarigighlights our findings andpresentsur
recommendatianfor balancing privacy and sety in the context of surveillance in Pittsburgh.

ETHICAL, HISTORICAL, AND LEGAL ANALYSIS

When looking at the ethical framework for surveillance feeised on the connection
between privacy and security. For the purpose of this repodonsidered privacy to b@he
state of being free from outsidtgrusionin oneOs personal eand security to be @alor
perceived safety from physical and psychological h@rrivacy is essential for self
development and individual expression aadwsity allows the individual the basic ability to
pursue personal life goals. Some surveillance measures involve a loss of privacy, and limitations
must be put into place to ensure privacy rights are maintained while providing adequate security.

We beliew that if a situation involves one individualOs security and privacy, privacy
ought to take priority. The person in question can theoretically decide what the optimal balance
is between security and privacy for himself or herself. However, if a situatrofves the
privacy and security of multiple people, privacy can no longer be an absolutérgaim to
privacy should noallow an individual to unconditionally protect private information if this
information poses a threat to the security of others.

In the case of emergency such as terrorist attacks, an initial suspension of the expectation
of privacy occurs as the related level of insecurity prevents individual enjoyment of privacyOs
benefits. dstified surveillance can only affect those contexas tlo not involve an expectation
of privacy, or where real or perceived threat negateseakpectatioror benefitof privacy:.

Historically, surveillancein the U.S. often expands in response to periodsahl
turmoil and uncertainty. In addition toetlsurveillance of definite threats, the government has
repeatedly targeted individuals and groups who question the status quo, whether or not they
posed active threats to national security. It is important that we recognize that many of the rights
and privleges we enjoy today are products of those who were targets of government
surveillance. For example, labor groups fighting for the rights of workers in the early 1900s were
excessively targeted for surveillance by the precursor of the FBI despite ttleafabey were
not legitimate national security threats.



During the Second Red Scare of the Cold War era, civil rights activists, most notably
Martin Luther King, Jr., became targets of pervasive government surveillance, which went far
beyond their publitives. As these and other systematic abuses were exposed, Senator Frank
Church established a congressional committee in 19infyéstigate surveillance conducted by
theintelligence communityThe committee issued a scathing report in 1976, which ldeeto
passage of the Foreign Intelligence Surveillance Act (FISA) in 1978. This act mandated special
courts to monitor the activities of the intelligence community.

While this system operated for more than a decade, the terrorist threats of the 1990s and
the attacks on American soil on September 11, 2001 created a crisis that led to the dismantling of
many of the controls established in 1978. In particular, the USA PATRIOT Act of 2001 provided
cover for the intelligence community to expand its surveillanfrastructure. Although there
have been efforts to rein in government surveillance once again, the continuing threat of
terrorism has made reform difficulthis larger national conversation regarding surveillance
should concern Pittsburgh for two reasdhs: USAPATRIOT Act affects all levels of
government. Secondly, much of surveillance infrastrudigseussed in this report is federally
funded.

Throughout our report, we have justified our recommendations through a holistic view of
the historical, legaland ethical frameworks surrounding surveillance and privacy.

PITTSBURGH, PENNSYLVANIA

To better understand the ecosystem of surveillan&étsburgh webegan by focusing
technologiesiow inuse,as well as those being considered for &stsburghhas cityide
CCTV surveillance systems provided by grants from the Department of Homeland Security. In
2013, Pittsburgh introduced red light camegkeed throughout the city at twenty different
intersections based on the amount of traffic. Phtsburgh Police Department is currently
testing bodyworn cameras.

We also examinethe cityOsCode of Ordinancesn privacy as well as community
response. Unlike many cities, Pittsburgh has a privacy policy that regihlateistribution,
control andransparency of public sarity camera systenexclusively monitoring public
spacesThe purpose of the code is to prevent the potential misuse of surveillance by law
enforcement and mitigate the effects of red light cameras on privacy. The Code considers
cameras throughout the city to be a crime deterrent. The policy explicitly states that public
security cameras can also be used for the prosecution of crimes and police have full access to the
camerasThe Code targets the installation of surveillanc&Wware according to crime patterns
Community opinions are to be taken into account, but the Chief of Police can overrule
community concerns when placing cameras in specific locations.

To protect the privacy rights of the community, the Code providesRobic Safety
Camera Review Committee comprised of government officials and supplemented by community
members selected by the mayor. Additionally, public cameras must be clearly marked for areas
under surveillance by public cameras. In the case of pelergencies, the police are allowed



to use these cameras in real time. The Code also provides a policy for data management. In order
to formally request data, government agencies (other than the Department of Public Safety) must
provide precise listing dhe camera footage and submit that request for approval as part of a
criminal investigation.

The Office of Municipal Investigation is responsible for enforcing this Code and the
Directors of Public Safety and Information Systems are responsible for negithe camera
system. There is a noticeable lack of obligatory statutes, with a focus on efficiency rather than
privacy. Additionally, many provisions appear to be minimally implemented. Overall, the
Pittsburgh Code of Ordinances provides a good basgpfoopriate legislation in order to
balance security and privacy, but must be revised to ensure compliance and transparency.

CASE STUDIES

To betterevaluate what Pittsburgh is already doing well in the context of surveillance,
and how its paties and practices might be enhanced, we conducted case studies of three
demographically and geographically comparable cities: Cleveland, Ohio; Minneapolis,
Minnesota; and Oakland, California.

Cleveland, Ohio
In Cleveland, we focused on community resgotwssurveillance. Cleveland currently
has a variety of surveillance technologies including red light cameras, CCTV, and a Police
Aviation Unit, which monitors all neighborhooda a daily basisvith helicogers. Of these
technologies, the Cleveland CodeGrdinances only regulates red light camergsrévent
abuse by law enforcement. PittsburghOs morenaidging code is superior in this regard.
Cleveland provides a useful case study for the analysis of the social aspects of domestic
surveillance angrivacy. In 2011, the Cleveland Police Department (CPD) and an independent
research company conducted a Public Satisfaction Survey, surveying 375 Cleveland residents.
Although there were no specific questions on surveillance, citizens of Cleveland resgiatde
they would benefit from increased monitoring by the CPD. Generally, the survey reported high
levels of satisfaction with the CPD. On December 4, 2014, however, the U.S. Department of
Justice released a report highlighting systemic police brutalidyeacessive use force by the
CPD. Clearly the extent of distrust of the CPD, especially within the Afcaarican
community, shows that the 2011 survey was flawed. However, the survey still provides a useful
model for Pittsburgh to modify and implemamthe future. In line with existing community
engagement priorities, it is essential for Pittsburgh to gain public input when utilizing new
surveillance technologies. Further, city officials must pay particular attention to the needs and
concerns of the ost disenfranchised and vulnerable residents of the city.

Minneapolis, Minnesota
TheMinneapolis Police Department (MPD) employsi@as surveillance technologies,
includingWiFi-enabled CCTV cameras, license plate readers, squad car cameras, Taser cameras,



ShotSpotterand mobile (trailemounted) camera¥he MPD owns over 250 cameras for use in
the city and can access any camera, including private cameras, which haet ddeess.

The City of Minneapolis does restrict the placement of cameras. There is, however, no
formal requirement for the city to notify the community before installation. Most notabtiper
state nor cityaw requires the police to notify the pubtitmobile cameras placed on cityesits
and in public spaces. Amsuspicious behavior caught on camera can be used as probable cause
to justify asearchAt a state level, the Minnesotaaia Practices Act requirésatall public
government informatiobe available to the publi¢tndividuals in Minneapolis can request a
variety of data includingquadcar, street, and Taser camera videos. Data is deleted within three
months and community members must pay a fee to accébssipolicy des allow for more
transparencyhowever the fee may impede widgcale evaluation of the resources by the public.

It should be noted that the public can no longer access license place reader data, after a
newspaper reporter was able to track the cityOs rmagonultituk oflocations After the story
broke, license plate dateas reclassifieds private rather than public, so that only the subject
can request the data. order to achieve the appropriate level of transparency, Pittsburgh can
learn from this situation, wth aptly demonstrates the limits of public access to data.

Oakland, California
Oakland Californiaprovides auseful case study for enhancing privacy and oversight
provisions in PittsburghOs Code of Ordinances. Oakland uGiQE€Y cameras, liaeseplate
readers, Shogtter, live traffic cameras on the freeway and street, and tecchgneras. City
Council proposed to combine all the surveillance into a centralized hub, the Domain Awareness
Center (DAC), in an effort to upgrade the emergency opasatHowever, given the extent of
the surveillance, thBAC could beusedfor many purposes other thiw enforcemem e.g.,to
monitor groups opeople as they amassed or moved thrdhgleityin an expression of
democratic will The Oakland City Counkinitially approved te expansion of the DAC without
provisions fordata retention policgr privacy policy. Public outcry stalled the expansion and
forced the City Council to establish a citizenOs commission to draft a model surveillance policy.
The comnmission based its recommendations on SeattleGdavelloped surveillance
code. The Seattle Code provides provisionsl&da managemeand acquisition protocols, but it
lacked effective enforcement procedures. This deficiency was remedied in theadtafidD
Code. The use of SeattleOs code in Oakland allows us to consider both codes as potential
templates for Pittsburgh as it continues to refine its own policies and procécheatata,
operational, approval, and enforcement protocols laid out indoolés establish a clear process
for the use oburveillance equipment and collected data.

INNOVATIVE TECHNOLOGIES

In addition toconductingcase analysis on cities similar to Pittsburgh ale® examined
innovative technologies used in other citidsw York and Chicago currently deploy red light
cameras extensively and both cities have started implementation eiMoodyameras. Given
the recent events in Ferguson, New York, and Cleveland, the Depadindeistice has made a



push towards using bodyorn cameras. Although Pittsburgh is already beginning to implement
these cameras, city officials should closely watch their use in other cities in order to better
recognize and address the technical and @&thlrallenges of this new technology.

Additionally, New York has implemented mobile observation towers, called SkyWatch,
which provide the police with a better vantage pomimonitorsurrounding areaban they
would get from groundbased observation h€se towers have a potential chilling effect on public
democratic participation. The NYPD maintains their cost effectiveness, but no formal research
exists to assess that claim. Most importantly in support of the initiative, SkyWatch has shown a
greater ame deterrent effect tharaditionalmeasures. If Pittsburgh plans to implement this
technology, it should analyze New YorkOs experience carefully. City officials must pay particular
attention to the need to balance crime prevention with the potentativeegnpacts that such
highly visible surveillance devices have on residentsO sense of personal security-beidgvell
The impacts may be counterintuitive, especially among already marginalized populations.

Operation Virtual Shields a jointsurveillance effort between the U.S. Department of
Homeland Security and the Chicago Police Department. This program has allowed the city of
Chicago to network nearly 25,000 pubjiand privatelyowned cameras spread around the city
to a single emergenagsponse center. While this closely coordinated surveillance makes it
easier foHomeland $8curity, the police, and fire department to work togetiere is little
empirical evidence that it deters crime. Such coordinated surveillance projects alserraiss
privacyand personal libertissueghat cannot be ignored

The last innovative technology we examined was unmanned aerial vehicles, commonly
referred to as drones. Dayton, Oltltig home of WrighPatterson Air Force Base and several
aerospaceompanies, provides insight into the use of drones. Although Pittsburgh law
enforcement agencies are not currently looking to implement drones in their enforcement and
surveillance techniques, there is potential for such adoption in the futang.DAyton residents
have expressed alarm at the potential for law enforcement agencies to engage in persistent
surveillance using drongand there have been two high profile safety lapses involving drones in
the city. Civil liberties groupscitizens,and commeiattors in the media have been outspoken on
need for better safety protocols, and for a requirement that law enforcement agencies obtain a
warrant beforaisingdrones for surveillanc&hey also advocate for the enactment of strong
privacy policies

In respnse to the situation and Dayton, and developments elsewhe@hith®tate

Legislaturenas developed pendimggislation tkat will help control drone use. Among other
regulations, the Senate bill, S.B. 189, and House bill, H.B. 207 provide provisitims on
requirement of warrants for na@mergency drone surveillance. The hdlie $ightly different in
the Senate and the House and both provide a useful framework for Pittsburgh to adopt at a city
level in the future.



RECOMMENDATIONS

Basedon our research ewrecommend that the Pittsburgh City Coumjplement the following
initiatives

¥

Develop and specify the parametef©a distinct pattern of cridaeeded to justify the
implementation of surveillance. This can be deitler within thePittsburgh Code or as

part of a law enforcement protocol related to the Privacy Code.

Establish a more rigorous procedure for posting notices in areas subject to observation.
Use the Oakland Code as a template for developing operational, acquisition, and
enforcement protocols.

Carry out additional research on the Seattle Surveillance Code.

Adopt Ohio House Bill 2070s language dealing with surveillance in cases of terrorist
threat and adapt related provisions from Ohio State Bill 189.

Adopt Ohio State Bil1890s oversight provisions for antiterrorist and other emergency
surveillance

Thoroughly screepublicly accessible data to eliminate all personal identifiers the

data prior to public access

Consider creating separate subsectiontbé Department of Innovation and

Performance&o conduct this screening

Establish a review process within the Pittsburgh Code of Ordinances for law enforcement
procedures relating to surveillance.

Task appropriate current city staff with the role€ompliance Officer and Internal

Privacy Officer The responsibilities of these two positions are laid out in the proposed
Oakland Code. In essence they will hecharge of reviewing compliance, surveillance,
and enforcement protocols.

Create guidelinesor the use and evaluation bbdy-worn camera technologyy law
enforcement officials, paying close attention to privacy and data protection issues
Completea Public Satisfaction and Community Response Sumityspecific questions

on surveillance andrjvacy.

Conduct a deliberative forum prior to implementation of new surveillance technologies
(including drones and Skywatch) or expansion of existing systems.



INTRODUCTION AND METHODOLOGY

Introduction

This reportis the senior capstone peajt for the Ethics, History and Public Policy major
atCarnegie Mellon Universityit examines current and potential future surveillance technologies
used in Pittsburgh, as well as the challertheg posdo liberty, privacy, and democratic
expressionWe begin by discussinthe ethicabnd historical dimensiors security, privacy,
and surveillance in broadercontext.After providing an overview of the surveillance ecosystem
in Pittsburgh (both in terms of technology and policy), we will presas¢sstudies othree
demographicallgimilar citiesbMinneapolis, Minnesota; Cleveland, Ohio; and Oakland,
Californiabin orderto develop a comparative understandinghaf areas of surveillance policy
in which Pittsburgh is alreadshgagedand identiy opportunities for city officials to learn from
theefforts andexperiences of otheities We alsostudiedother cities and communities that
were not necessarijemographicallcomparable to PittsburgbNew York City, Chicagg and
Dayton Ohiobbut providednsightinto the technical, legal, social, ethical, and pdditic
dimensions oturrentsurveillancgechnologies and initiatives.

We have compiled a comprehensive report that provides an overview of survditahce
in Pittsburghtself andin our case citiesgs well as th@ecessary ethical and legal frameworks
for an effectiveprivacy code. We conclude with a set of recommendatmmsustainable and
practical implementation by ti@ity of Pittsburdp. We argue that these changes would b
city protect the rights of its citizens, while also providmdplic safety in an efficient and
technologically advanced manner.

Origin of Project

This project emergefilom a series of conversations with Pittsbuf@ty Council
Member Dan Gilman.Our professor, Jay Aronson initially taskedwith analyzing the potential
uses of unmanned aerial vehic{dsones)y city agenciesand what kinds of civil liberties
issueghis technologymight pose for inhabitants ttie city Councilman Gilman, however,
explained to us that widspread deployment of drones was not likely to happen in the near
future in Pittsburgh or any other major American .ditg¢ noted thatwgveillance measuresn
the other handyere becoming ufuitous in the United States thanks to a combination of fear of
terrorism and large grants from the federal government to secure ports and major transportation
thoroughfaregincluding rivers and bridgeboth of which are a defining featunéthe
Pittskurgh cityscape)While Gilman asised in the development of a comprehensive
surveillance policy in the Pittsburgh Code of Ordinarasethe chief of staff for former
councilman(and now mayQrBill Peduto, he felt that much more could be learned from a
comprehensive study dfe privacy and surveillance climate throughout the United States, and
how potential technologies and safeguards for rigbtéd be implemented in PittsburgFhis
intuition formed the basis of our research tag#r the course of the Fall 2014 semester



Methodology

Once given our mandate, we bedmriearning as muchs we coul@gboutcurrent and
potentialsurveillanceoptionsfor PittsburghWe also undertook detailedhalysis of relevant
statutes and case law that dealt with privacy and surveillance at the local, state, and federal
levels Next, recognizinghe importance ofonparative analysis in developing
recommendations for Pittsburglie selected ten cities tregemedible to provide important
information and lessons for logablicy. Some cities were chosen becaaktheir demographic
similarity to Pittsburgh and othefsr theirwidespread implementation of surveillance
technologies over the past two decad®@e ultimatelynarrowed our focustthree
demographically and economically comparable cities and three technologicahcad\cities
mentioned in the introductioin the case of Pittsburgh atite three comparison cities, we
provide the following: aescription of the city and its reason for comparison to Pittsburgh, a
comprehensive overview the ecosystem of surveillan@summary of the Code of Ordinances
or surveillance policies in place, perspectives from the communities involved, and analigf
analysis on which we base our final recommendationthe case of thadvanced technologies
possible for use in Pittsburgh, we provide a description of the currerangesalysis on
effectiveness and feasibility for transfer of that technotoggittsburghOs ecosystem.

Wherever possib, we sought interviews from local law enforcemamd political
officials, civil rights attorneys and organizations, aadous stakeholder§Ve found that many
law enforcement agents and city officials wegkictant to talk to us given tlsensitive nature of
the topic, and the political fallout resulting from #egust2014shooting ofAfrican American
teenageMichael Brownby a white police officer in Ferguson, Missaoutortunately, several
knowledgeable people, including lawyers, civil liberties advocates, government officials, and law
enforcement agents, were willing to speak withUrdess these individuals requested
anonymity, we included their views and perspectives in our repecaise of our restricted
timeline, we could not engage in all of the research we would have liked to do if we had more
time. As a result, many sections conclude with recommendations for foline@search and
studiesWe hope that the work we have startechis project continues in the future
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TERMINOLOGY

Civil rights — Rights afforded to a citizemhich are irrevocable and inherentgarticipatingin
our society these rights protect the individualOs ability totigeor hetife openly andreely.

Community — a body of people who live in the same place, usually sharing a common cultural
or ethnic identity

Curtilage — the direct surrounding area of a private domicile, which extends to commercial
buildings; entitled to proteicin as a place where occupants have a reasonable expectation to
privacy which is generally accepted by the dominant society

Domestic surveillance Dcollection of information abouhe activities oprivate
individuals/organizations by a governmentity within national borders; this can be carried out
by federal, state and/or local officials

Open fields — lands that are not attached to and directly associatbédh@thome or private
residence; this can be a hybrid of the private and public spheres

Privacy — the freedom to live oneOs life as one sees fit, with the expectation of discretion in each
individualOs personal life

Private sphere — the spatial and behavioral range of personal and sociadiliiee the 1967 case
Katz v. U.S.the Supreme Court hascognized thate private sphens associated witpeople
and nofustspecific spaces

Public sphere — all space and life outside of that protective boundary (private sphere), subject
unconditionally to government informatiayathering activity

Rights — legal expectation that no entity shall infringe on oneOs autonomy (usually consisting of
negative obligationsthese are fundamental rules, obligations, and principles that govern what
people are allowed to do as well as what the government is not ditovie

Individual Security — the psychological and/or physical sense of being safe; confidence in oneOs
safety or weHlbeing; the state or condition of being protected from or exposed to harm

Communal or National Security Dthis is a focus on maintaining the survival of the state
through various means suchmasitary action, law enforcemen¢économicaction intelligence
gatheringand political powerthis is a collective protection from the dissolution of the state

Social participation - engagement with lifandactivitiesin the public sphere (extends beyond
political participation)
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TECHNICAL TERMINOLOGY

Body camera — A surveillance device used by law enforcement agencies to monitor interaction
between police officers and citizend.is generally mounted on the lapel or hat of the officer.

The camera footage that is collected during an officer's shift is stored digitally in a database to be
reviewed later by a third party.

Closed-circuit television (CCTV) — A surveillance and security system which provideaate
observation of a limitedrea by means of one or more cameras transmitting video signals to a
monitor screen/s or a hard drive, observed by a party or collecteddor observationCCTV

can be used both by government agencies monitoring public spaces or by private actors
monitoring their curtilage/premises

Drones/Unmanned Aerial Vehicles (UAVs) — Police departments around the country are
beginning to experiment with using drone technology to aid in law enforcement. There is a wide
range of the capabilities of drones including continuous video and picture surveillance. Many
communities havexpresséd concern about the trade off between privacy and seaunién
surveillance becomes persisteBbme communities have rejected drone use, while others have
supported it.

Red light camera — A traffic enforcement camera that automatically records vidematake
pictures when a vehicle enters an intersediter a traffic light changes from yellow to red

ShotSpotter — A proprietarysurveillance systemnade bySST, Incthat usesn array of

acoustic sensors triggered by the sound of gunflilesesmallsquare microphongensorsare
permanently affixed thigh points in docation,such as building or street light. The sensors

are set to record for a total of six seconds after the gunshaiasmdanalyzed in real time,
triangulating, and pinpointgthe location of each round fired down to the latitude and longitude.

SkyWatch — A mobile surveillance towemanufactured by ICx Technologig¢bat extends 25
feet out of theop of a van. The tower can be operated by one police offségfWatchcan be
equipped with technologiesich as pan, tilt zoom cameras, spotlights,Téiis is different from
average surveillance cameras because the operator can monitor a target as it moves.

Surveillance Cameras PIn addition to the cameras discussed earlier, there are a variety of other
cameras that can be used for surveillance. These include policeaated cameras and
stationay surveillance cameras.

12



THEORETICAL, HISTORICAL, AND LEGAL ANALYSIS

This sectiorfocuseson the theoretical, historical, and legal context surrounding surveillance and
privacy. It is important to have a general understandingeoéthicadimensionsof privacy, in

order tosetlimitations for surveillance as a tool fgpvernment oversight into the daily lives of
individuals Further thehistory of surveillance can provide a bettraof how to move forward

with surveillancesince thecapacity to monitor the population hgr®wn exponentiallypver the
last100 yearsWe focused on the history of surveillarmeerthis time periodn order to more

fully appreciatehe surveillance boom thhtis occurred since the first Red Scare in the aftermath
of World War | and the Russian RevolutidWie demonstrate thas @ahe techological capacity

of the American surveillance state increased, so did its scale; targeted surveillance mechanisms
became increasinglgssdiscriminate and their steadily growing complexity inhibited oversight
measured-inally, we present aanalysis of the legal framewodn surveillance put into place

by a half century of U.SSupreme Countulings. Awareness of this precedent can help guide

local decision making on surveillance gmavidingguidanceon whether and how new
technologies shadd be implementedn ourtheoretical analysis, warguethat te tradeoffs

between privacy and securilye contextlependentWe presentan ethicaframeworkthat is

helpful in analyzing many different surveillance scenarios

THEORETICAL ANALYSIS

Privacy And Security In Surveillance Context

This project document consists of extensive policy analysis and culminates in
recommendations for the city of PittsburghOs privacy €deanalyses and recommendations
are derivedrom an ethical analysiof two important aspects of modern life that relate to one
another in complex ways: privacy and security. Our analysis will provide an ethical framework
that will aid in addressing potential tradeoffs between privacy and security when making policy
decisons.This section addresses the meaning and value of privacy and security and defines
surveillance and its implications in relation to these. Our ethical principles for the application of
surveillance derive from the examination of the tradeoffs it repteetween privacy and
security and the context in which these occur.

Privacy

Privacy is the state of being free from outsitteusion intooneOs personal life. It allows
the individual to limit the access of othershie or hempersonal informationyhich consists of
thoughts, speech, acts, and identifying details (e.g. medical history). Privacy fulfills two personal
functions: it allows the individual to establish ownership over a conceptual or physical space in
which to develop as a person, andnidleles the individual to maintain or create social
relationships on the basis of the admission of others into that space.

Privacy provides the framework for a personal sphere, in which the individual is free to
explorehis or herthoughts without intrusion from others or the fear that they should become

13



known. Introspection depends on the existence of such a sphere, and personal growth depends in
part upon the capacity to introspect. Privacy, then, is a necessary componeii for sel
development. Because privacy is a state free from intrusion by others, it allows the individual to
control what personal information to share with others. This function is important in constructing
social relationships built around tiers of intimacy. Dleeision to share information with one

person but not others is a statement of confidence in oneOs relationship with that person, and it
implies differential levels of trust and thereby represents an important basisifimgleheOs

social connections.

Security and Surveillance

Security involves real and perceived safety from physical and psychological harm. Actual
security provides the individual with a necessary, basic capability to pursue other objectives.
Perceived security facilitates processest depend upon psychological wik#ing; the
perception of insecurity is in itself psychologically harnfful.

Surveillance is the collection of personal information that an individual has not
knowingly provided to th@erson conducting the surveillant®hile we primarily are focused
on state surveillance in this report, it is important to note that private entities regularly engage in
surveillance as well. The typical justification for implementing surveillance is to collect the
personal information of miividuals who are suspected of threatening the security of dtbers
prevent or respond to a harmful action or crime. Surveillance can also serve as a deterrent to
crime by increasing the likelihood of facing consequences for committing a‘trime.

Surveilance recordings of individualsO actions can provide information that, when put
together, may reveal personal informatirindividual would otherwise prefer to keep private.
Where surveillance occurs, it infringes upon an individualOs privacy by rentiogin
individualOs control over the distributiorhig or hempersonal informatiofilt provides third
parties withthe ability to shareanindividualOs personal informatiafith others sometimes
without his or heiknowledge. The particular form of suiN@nce determines what information is
recorded and, conversely, what is left within the individuaiésgativeto express. Thus,
surveillance has the potential to infringe onitidividual privacy and the benefits it involves
and requires justificatiowhen the object of surveillance has a reasonable expectation of
privacy.

The Relationship Between Privacy and Security

In order to assess potential tradeoffs between security and privacy, each must be
conceptualized either as valuable in itself (i.mtridsically valuableO), or as valuable for some
other objective that it achieves (i.e., Oinstrumentally valuableO). Privacy is primarily
instrumentally valuablen that it is necessary for individuals to achieve bothdelfelopment
and autonomous relahshipbuilding. Security, meanwhile, is both intringily and
instrumentally valuable; insecurity is psychologically harmful, while security is a prerequisite for
many valuable social processes (described later in this analysis).
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Privacy and security l&te to one another in two ways. First, security and privacy
reinforce each other. The opportunity for stdfvelopment and introspective exploration forms
part of the value of privacy, which is impaired by insecurity, perceived or abiuhk face of
imminent physical danger, individuals will devote their attention to the immediate threat and in
so doing cannot also apply themselves to thedst€loping pursuits that privacy allows. The
Ounexamined life® may not be worth living on an intellectud) kexteno one will stop to
consider oneOs condition when it involves a gun to oneOs head.

Individualslikewise cannot enjoy the social function of privacy if tlieynot have the
security to form relationships of any kind; the formation of civil societyires a perception of
security Imminent danger denies individuals the focus to form new or engage with existing
social relationships. Circles of trust require the individual to consciously expand his or her
vulnerability, a difficult proposition when uedthreat.

Second, scurity, in turn, requires privacy. Without control over oneOs personal
information, emotional security may be compromised and physical security may be less valuable.
Alternatively, privacy and security may conflict. Surveillance messsthat enhance security
may involve a loss of privacy. Conversely, in order to preserve privacy, limitations must exist on
state surveillance and thereby on the capacity of the state to act on personal information related
to security risks, such as crime

Application of Framework

With the above framework of the relationship between privacy and security, we now
move to an explication of how this framework applies to various situations.

Where one individualOs security and privacy are the only factorguatios, privacy
must be paramount insofar as the individual has the capacigetprivacy to achieve other
aims® An individualOs level of privacy varies with his or her control over the information;
someone with absolute privacy could decide everglamf information about him or her, which
would be available to others and how others would share that information. Between this level of
control to the opposite extreme, in which all information about an individual may be acquired or
divulged without hs or her consent (or, potentially, knowledge), there are gradations of privacy.
An individualOs control ovéis or herwn personal information is essential to privacy, ted
range of control described abow@n include the voluntary, conditioreddsurender of
informatior? ) in the interest of personal security. In essence, the absolute protection of privacy
guarantees the individual the means to optimize tradeoffs between privacy and sedusitgron
herown criteria.

To illustrate, a person migktffer from a significant risk of heart attack or stroke. This
individual could improvéhis or hersecurity by submitting to the constant surveillance of a
trained nurse, able to quickly respond to a health incitlesb doing, however, the individual
would sacrifice a significant portion of herivacy andwvould no longerbe able talerive many
of the benefits of private lifeas hemost intimate sphere of lif@ould now besubject to the
constanbbservatiorof a stranger. Though an individual mayvia#ing to sacrifice privacy for
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the security of constant surveillance by a nurse, such a tradeoff should on no account be
mandatory Theindividual can bestlecide which he or she values more, and a baseline of
privacy best allows the individual to do Isp voluntarily and conditionally surrendering that
privacy in incrementsas he or she deems necessary.

In contexts involving the privacy and security of multiple individugis, relationship
between these two values is eveare complicated. In effeaiyhen the security of others is
threatenedan individualOslaim to privacy is no longer absolute. Whsgecificindividuals
present an identified threat to the security of others, those individualsO claim to privacy is
overridden by the value of the seityithey threaten. A claim to privacy should not protect
withheld personal informationecessary to state efforts to prevent or mitigate spelerats to
the security of otherS.Surveillance in this case improves the security of the threatened at the
justifiable expense of privacy for the particular subjects it targets. However, this ideal depends
upon perfectly substantiated confidence in the existence of a threat and the identity of its
perpetrator-*? Outside of thedeal caseit is uncertainvho stould besubject to surveillance
Therefore, individuated surveillance demands standards of precision and accountability to
prevent the misuse or abusesafveillance in response to perceived security thféats

Additional cases involvendividuals associad with other individuals known to threaten
others. Mere association with a person threatening the security of others does not assure nor even
predict complicity in the threat. However, it does place the associate on the spectrum of possible
involvement, anging from a minimum of doubtful involvement up to the maximum of complete
certainty of complicity in the threat. The stronger the association between an individual and
another who is known to threaten others, the more likely it is that the assoc@telgit in the
threat. A strong enough association provides grounds, outlined above, for prioritizing othersO
security over the associateOs privacy, but determining the empirical threshold of strength of
association exceeds the scope of this document.

In some situations it may be difficult or even impossible to determine who poses the
threata priori. For instance, there may be a threat to many people at one location, such as in a
crowd, but it is impossible tdetermine which person poses the threat witlioe surveillance.
This threat can be reduced at the expense of each personOs privacy by identifying the threatening
individual through surveillance. When many people are threatened, surveillance is ethically
justified and therefore overrides the indivadOs desire not to sigbject to surveillance

The two instrumental functions that privacy performs are restricted by the state of
emergency that infringe upon them. Immediate insecurity of life restrictdesatiopment to
reactionary decisionsnd ale restricts relationshipuilding and social orderinthrough the
selectivedistribution of exclusive personal information. When these functions are restricted by a
state of emergency, surveillancannot meaningfullynfringe uponthe benefits of privacy
because¢he emergency has alreaclympletely or severely restricted thémthis case,
surveillance may even be helpful in regaining the former extent of the private sphere by
removing the state of emergency. In cases of emergency, then, surveillanoe apgjidd to the
affected geographic areas with limited adverse effect and potentially profound b¥énefits.
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However, barriers to surveillance may remain even in emergency situations. A total
emergency would be one of absolute and universal insecinétlyenefits of privacyould not
exist'® Without these, thestrumental value of privacy would keéminated, and invasions of
privacy for the prposes of restoring security besomilaterally justified up to the point where
privacy again has value (i.@here the valuable functions that privacy facilitatesazcur).This
point may nevertheless involve a less total form of insecurity, at a minimum either not universal
or not absolute (and potentially neither). A condition of absolute but geographocalzéd
insecurity would only eliminate the value of privacy within those localities and thereby only
unconditionally justify surveillance measures in those areas. Whether universal or not, less than
absolute insecurity could not justify unconditionahs&iltance measures; rather, it would only
justify them insofar as improvements to security from surveillance would involve benefits
analogous to those of privacy and greater than or equal to the benefits foregone by a loss of
privacy.

Finally, surveillancenay be persistent and general rather than targeted or situational.
However, persistent surveillance extends far beyond an emergency context or the narrow set of
individuals responsible for a security threat. Therefore, it returns to the parametersidtiaidi
privacy and security. Without an imminent threat, someone not responsible for a security threat
must be able to make security and privacy tradeoffs from an initial positexpettedrivacy.
Therefore, justified surveillance can only affect thosetexts that do not involve an expectation
of privacy, or whera legitimate threat negates the expectation of privacy

The tradeoffs between privacy and security depend on the context in which these
tradeoffs occur. While there are many possible saaan this analysis, we have created a
framework with which to categorize any situation.

HISTORICAL ANALYSIS

The most salient trends of surveillance over the past century grew out of the improvement
of technology. As the sophisticationsifrveillance mechanisms increased, the resources
necessary to monitor an individual, especially personnel, declined. Wiretaps allowed law
enforcement to intercept communications from afar, and tracking devices relayed the movements
of individuals without equiring someone to follow them at all times. These innovations formed
new mechanisms of surveillance that increased the distance between those conducting
surveillance and their subjects; establishing surveillance also becameébeasiegtime wiretap
replaced lengthy and sustained infiltration to capture similar information.

Economies of scale appeared in the surveillance techniques of the facemary.
Upfront infrastructural investments became the dominant costs, while maintaining surveillance
over extended periods of time became increasingly efficient relative to the cost of setup; the
advent of persistent surveillance through video feeds and communication taps also broadened the
net that law enforcement and intelligence agents could casti&spen the internet age of hub
based communications, mass, even indiscriminate surveillance became not only feasible but a
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resourceefficient alternative to many targeted techniques; the same suspects and any
peripherally related individuals could beufal and observed at very low marginal cost, and few
practical disincentives remained for limiting surveillance to specific pédple.

New instruments and their applications tested legal boundaries, as novel intrusions into
the private sphere became poss#nd the practical barriers to established varieties of intrusion
eroded until only formal legal protections remained. Often, these proved inadequate to preserve
the status quo of privacy against the increasing ease of intrusion. Legislative responses and
Supreme Court rulings often lagged behind the pace of innovation, as lawmakers and justices
either could not fully familiarize themselves with the growing complexity of surveillance or
proved unwilling to adapt their mindset from old interpretatiSns.

While the Supreme Court gradually adapted its reading of AmericansO right to privacy (or
right to freedom from intrusion) in the course of th& 2entury and developed firmer controls
on certain surveillance practices, as addressed in this reportOs legadhton, a
breakthrough in legislative parity with the growth of surveillance occurred in the 1970s. In the
wake of the Vietnam War and the Watergate Scandal, the tarnished image of the Federal
executive brought skepticism about the direction of govemrurveillance into alignment with
political practicality and prompted the establishment of the Church Committee in 1975. Under
the direction of Idaho Senator Frank Church, Congress investigated surveillance conducted by
the American intelligence commuyiand determined that a lack of oversight had allowed the
widespread circumvention of citizensO privacy rigtke recommendations of the Commission
emphasized active oversight rather than nominal restrictions and culminated in the Federal
IntelligenceSurveillance Act (FISA) of 1978, which established an explicit overseeing body of
federal judges tasked with reviewing requests for surveillance authorization in cases that
involved U.S. citizen$®

This period of surveillance oversight did not last indeely, however. After the growing
fear of international and domestic terrorism in the 1990s and the paraldajtaring events of
9/11, the PATRIOT Act renewed the freedom of the intelligence community to conduct
surveillance with minimal oversight. Retively new investigative tools such as email
interception exceeded the manpower of the FISA courts, and approvals for digital surveillance
greatly expanded the latitude of their recipients. The Act also provided new procedures for the
rapid, almost cursgrapproval of more established surveillance mecharisifise controls
advocated by the Church Commission and actualized by FISA were perceived as obstacles to
effective counterterrorism, and these diminished or disintegrated as tH#1ib&t.S. reorientd
powerfully toward security over privaéy.
Key Events in the History of Surveillance

This section deals with watersheds in the history of surveillance; these illustrative points
chart the progression of the surveillance state from personal to impeasdrfabm targeted to
indiscriminateBaccompanying ethical analysis emphasis the ambiguities and moral abuses of
those conducting surveillance, as well as the cases of legitimate surveillance that grew out of
new technologies and a changing world.
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Individualswho are considered heroic figures today were once perceived as threats to the
nation when they were actively advocating for chadgeopposition to societal norms increase,
the government usually takes precautions to maintain order and sgOuetiistorical account
of domestic surveillance occurred in the 19600s and involved Dr. Martin LutheT KéngBlI
justified continued surveillance of Martin Luther King because they were afraid that he would
renounce nonviolence and join the more radjgatlviolent) Black Nationalist movement. The
FBI beganits involvement with Martin Luther King after learning that a former Communist
Party Oinsided Stanley Levison, was Dr. KingOs closest advisor, who served Martin Luther King
as a ghostwriter and a findatcontributor®® After the FBIOs surveillance of Mr. Levison, the
U.S. government ordered Dr. King to cut his ties with his Communist alliance. As a result of the
surveillance in place, the FBI quickly knew that MLK and Levison were still in contacttlyshor
after Dr. King led the March on Washington in 1963, the FBI exteitsledrveillance from
Levison and his affiliates to King as well. The FBI set up wiretaps at KingOs home, offices, and
hotel room&* Although they did not find any Communist activitjehey did start to learn about
MLKOs sex life.

The FBI attempted to leak the private information that they uncovered to the press, but
the stories never went too flagcause journalists were less willing to present details of well
known figuresO persalrives than they are toda#s the bureau attempted to discredit and push
MLK out of his position of power through information leaks, his national influence incréased.
In 1964, Dr. King was awarded the Nobel Peace Prize and Congress passed thel@svA®ig
Although Dr. King did many terrific things for civil rights, the FBI continueantonitor him
primarily due to an unjustified and unsupported fear that he would one day renounce non
violence and begin to foment a social revolution

Theprofoundintrusion into the private lifef MLK is of great significancas a case
application of ouethicalframework forsurveillance. As noteih the ethical section of this
report association with a person threatening the security of others plaees a spctrum of
possible involvement in the security threat. At that point in history, communism and the growth
of the Black Nationalist movementene bothconsidered to be severe thisetat national security
and MLKOs connection to these radical grovgss grainds to investigate his political activities
From this perspective, initial surveillance of Dr. King was appropimateit never uncovered
adequate information to justify the egregious personal intrusion that followed.

A similar pattern can be seenanother historical example from nearly 100 years Ago.
the nation entered World War | the U.S. government concentrated on eliminating threats both
foreign and domestid he Industrial Workers of the World (IWW), a labor union with radical
tendencies, wasnown for its strategic strikes around the nation. Members of the IWW were
commonly referred to as OWobbl@Ehe Wobblies were responsible for a wave of strikes
between April and October of 1917, despite the countryOs involvement in World\Taese
strikes crippled war production and cost the industry over six million workdays. The industries
most affected by these strikers were the metal trades, shipbuilding, and coal mining industries in
production cities like Pittsburgh
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As members of the IWW retated to Pittsburgh, they reached out to the PeopleOs
Council of America for Peace and Democracy (PCA) to help promote IWW idéa$eopleOs
Council was established in May 1917 and this political organization was created in opposition to
the United Sties entering World War The PeopleOs Council strived to mobilize American
intellectuals and workers against war efforts through a variety of public demonstrations to
increase membershipuring this period, the PCAOs leadership vocally opposed Worlt] War
they became a rallying destination for radicals, and they were viewed as an Oumbrella
organizationO of the |éftLeaders of the IWW utilized the PCAOs platform to preach their
agenda of unionism.

The presence of accomplished Wobblies in Pittsburghighed superficial evidence to
claims that the IWWplanned tattack steel industrie$he reality though was that the IWW
Pittsburgh branch struggled to secure membership and raise adequate funds for its.activities
However, the federal government vgeretly preparing to stop the efforts of the I\Wie
Justice Department charge the IWW with preventing the war efforts and they also hoped to prove
that the IWW received funding from Germans to fund their ev&himw enforcement received
a search warrdpased on the assumption that the IWW violated the Espionag®wct
September 5, 1917 local police, and U.S. Marshals raided IWW offices across the.ddhetry
raids immobilized the Pittsburgh IWW by seizing essential documents and leaving them with no
funds However, the evidence seized in Pittsburgh Ocontained nothing to prove that the IWW
engaged in violence, treason, or had any German connedkitun.scovery did not stop the
governmentOs efforts to infiltrate the Wobblies, however. If anythiadatk of evidence of
wrong-doing made the government look harder and even infiltrate the organization with their
own operatives to extract more information and entrap key members.

The history of the Wobblies in Pittsburghaisiseful illustration offte ethical
consequences of surveillance. As noted in the ethics section, surveillance may be persistent and
general rather than targeted or situational. The Wobblies consistently had to defend themselves
from countlessnstances ofjovernment harassmefirom 1917and continuing for several years
the IWW experienced targeted and persistent surveillance as a result of their radical connections
with groups o thepolitical Left. The IWW exercisetheir First Amendment rightsbutan
overzealous government aggmmonitoredthe group too heavily because they believed the
Wobblies were threatening tbenation In this case, the Pittsburgh IWW branch was raided and
their privacy was invaded based assumptiomather than concrete evidence. The surveillance
of the Wobblies in Pittsburgh should have stopped once federal authorities realizedythat the
werenot animminent threat to national security

Invasions of privacy like those experienced by Martin Luther King Jr. and the Wobblies
continued unabated throughetth960s and early 1970s, prompting the Church Committee to step
in to investigate these activitids. 1978Congress passed and implemeritexlForeign
Intelligence Surveillance ACFISA) to govern one especially pernicious abuse: the excessive
use of wietaps by the intelligence communifdditionally, it regulated procedures for when
information that was obtainezhn ben criminal proceedingslhe Electronic Communications
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Privacy Act of 1986 alsaddressewiretapping and the need to keep electronimmunications
private. Thisactlimits what the government can obtain fré@ephone and electronipsoviders

and what citizens can expect in terns of wiretapping and privacy in digital communication. This
protects all electronic communication that igstbelectronicallybut excludes information that

is printed.

Despite our understanding of the dangers of an unfettered surveillance state, the fear
caused terrorist attacks of the 1990s (especially the first World Trade Center Bombing in 1993
and the 199 Oklahoma City bombing) and the events of September 11, 2001 have made civil
liberties less worthy of protection in the eyes of many politiciihe.most expansive legislation
that the US. government has passed surveillance since this tinethe UK PATRIOT ACT
(Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act of 2001). This apgssed in late October of 20@mended FISA and
provided the government additional opportunities to conduct surveillance bottsantizens
and norU.S.citizens. Most notably, theole purpose of surveillance was longer only for
foreign terrorist attacks. This was and continwelse a very controversial piece of legislation as
it provided the government many more freedoms to conduct surveillance and monitor citizens.
Although it did provide a caveat that citizens could notloaitoredfor activities protected by
theFirst Amendnent, this mandate is difficult to enforc€he act was originally to expire in
2005, but has been extended numerous times and is still in jglaog.politicians on the left and
the right have sought to balance these new powers with increased protextiads/idual
liberty and privacy (including through a series of amendments to FISA in 2008 and the recently
tabled USA FREEDOM Act of 2104), but the recent Edward Snowden revelations make it clear
that the federal surveillance state is more powerful évan.

In todayOs society, our activities are being monitored, not just by government agencies
but by companies as welh a recent opiniomrticle, Felix Stadleargues that wera now
shadowed by a Odata body& folows and precedes us, meaning {ietple are able to make
judgments about us before they meet us, based on information that used to deredmpsivate.
Information about otheysrovides a tool that allows peogteOinfluence the behavior of those
whose data is being he@® A major poblem with this is that there is no way for us to know
who exactly has our information. It is increasingly difficult to actually have control over our
privacy. Because of technological advancements, it is nearly impossible to avorlgcreati
personal datd.ines are not clearly drawn regarding when we do want others to be able to easily
access our data, such as safety concerns. Finally, we all have different definitions of what should
be considered private. We live in a society where connections are gagagly, which makes
the concept of privacy difficult to define and grasp. This brings up the importance of addressing
accountability in any future policies regarding surveillance.

On April 158", 2013 lbmbings at the Boston Marathon killed three peopleiginded
many>° In response to this tragedy, law enforcement accessed several privately owned
surveillance footage to determine who was responsible. Investigators were able to identify
suspects using footage from a Lord & Taylor security camera acrosshieasite of the
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bombings® This tragedy was an imminent threat to peopleOs security. At this point, peopleOs
lives were agreatrisk, thus suspending thgiersonaktoncerns for privacy. Boston handled the
situation well, not stretching beyond ratioriatitations of surveillance. BostonOs success with
using surveillance restored security to the city, when they determined who was responsible for
the tragedyAfter the city of Boston solved the crime, they did not expand their surveillance
methods. This ian excellent example of an ethical response to emergency circumstances
without using fear as a political tactic to permanently infringe upon privacy.

In looking to create policy for Pittsburgh, it is important to have a basic understanding of
the historyof surveillance in the United Se It provides an importaritamework for
understandingvhathasworked what has not, the potential risks or challenges, and the
difficulties surrounding government actions that are by nature, skwteed, many of the
concerns we face today have their origins in the long history of surveillance.

LEGAL HISTORY AND ANALYSIS

In this section we address surveillance and privacy rights and concerns from a legal
perspectivePrivacy rights ar@ major concern in todayt@shnological sophisticatedvorld,
where traditionallyunderstoodspect®f privacyare being eroded in the name of security
Often, these provisions of security are taken with latlelence otheir efficacy, such as the
widespread implementation of CCTV surveillance systems in inner 8tiese privacy rights
are most often adjudicated in the U.S. Supreme Court, we will now undertake a review of the
most important cases in this domain.

The Supreme Court case\Wkeeks v. LE.,decided in 1914, began the long route to
defining a personOs private interests and privacy in the eyes of United StateSMaekdb.S.
government officers, warrantless at the time, entered, searched and seized WeeksO Obooks,
letters, money, papgrnotes, evidences of indebtednessO in order to incrirhinaté The
Supreme Court considmaspecific private interests, such as OpapersO (i.e. letters sent through
post, personal documents, and sealed envelopes) to fall under the Fourth Amendment. This
invasion of privacywas held as unconstitutional, as the documents were seized without his
presence or authority, théS. Marshall held no warrant for his arrest, and no warrant for the
search of WeeksO premisEse decisionin this matteprotecs thehome from undue search and
seizure as well as invasitmy government agencie$ these private interestShe concept o&
warrantless search was also held as unreasonable for commercial bundiref978case of
Marshall v. BarlowOs, In@xtending lhe concept beyond the private doitei¢® The OOcurtilage®
of a dwellingis entitled to protection as a place where the occupants have a reasonable and
legitimate expectation of privacy that society is prepared to actept.O

On the other hand, the caseQiiver v. U.Slimited the definition of curtilage and left
private lands that are accessible by the public unprotected by this legitimate expectation of
privacy. The Supreme Court stated: OWe conclude, from the text of the Fourth Amendment E
that anindividual has no legitimate expectation that open fields will remain free from warrantless
intrusion by government officer§Xindeed, this sentiment wésrther strengthenebly the 1986
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ruling in Dow v.U.S* In this casethe EPA hired a private conttac to fly over a Dow

Chemical plant and take surveillance photos of the plant complex after the company had denied
an on premise search. Protocol required that the EPA go through proper channels and request a
warrant; however, when the EPA disregardedqua and used a government contractor, they
circumvented what wasnderstoody the corporation as the acceptable and legitimate recourse
and violated the social contrdmtween the U.S. government and its citizeftys case in
particularruled that potection from unreasonable search and seizures does not apply to
government officials who use airplanes to observe or photograph any land below legal airspace
through which a private pilot may fff.Therefore US residentsire no longer protected by the
reasonable assumption that our airspace is secure from surveillance.

The legal arguments advanced in this case and others do not necessartyraptgiely
with the ethical standards we propose for government surveillsieereaow v. USheld that
the EPA circumventing understood protocol and that targeting specific citizens or organizations
through surveillance is legal,enargue thaspecifically targeted surveillance without a warrant of
an individual unless said individual is known to be a majé&rtaghe public safetfails to
satisfy the ethical standards developed in this doctffi@arveillance of individuals and
organizations believed to pose a security risk cannot operate on any idealized caréainty
understand a certain degree of speanfagjoes into each instance of monitoring surveillance.
We acknowledgehie risk posed by some individuals to othauss the privacy of those who may
cause harm to the public below the value of the security interests of potentiinas of harm
howeverwarranting processes must be established and followed in order to prasestiacal
conclusion while preventing abusive extrapolations by those cond@@iiyy and constant
surveillance®® Warrantless invasions of privacy, which do not fall into the caegf
emergency justification, violate this ethical safegudvtere these warrantless activities intrude
into the private rather than public sphere, they cannot satisfy the ethical criterion for persistent
surveillance and have no justification under etinical framework?
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CASE STUDIES

In order to understand the strengths and limitations of PittsburghOs current regulations on
privacy and surveillance and to determine whether the city can learn from others, we decided to
do case studies of comparable citiath relevantpolicies and sumillancetechnology
ClevelandOhio; Minneapolis, Minnesotand Oakland, California. In eachse studyve
provide a brief description of the city including population, size, and demographics. Further, we
provide a description of the ecosystem of sulaede including surveillance technologies in use
or planned fofutureuse in those citiedVe thenprovide an overview of the code of ordinances
or governing policies relating to surveillance in those cii@sally, when looking at potential
policies fa Pittsburgh, it is important to look at community response to surveillance techniques,
policies, and privacy concerns to ensure avoidable concerns are addressed before potential policy
implementation.

In addition to these three cities, we provide theesamalysis for Pittsburgh to give a
general understanding of the surveillance and policies currently in piabe. course of our
researchwe found that New York City and Chicago were both hubs for new and increasing
surveillance techniques and techmgés. Although these cities are clearly demographically
comparable to Pittsburgh, they provide an interesting look at potential technologies that
Pittsburgh could be considering in the future.

PITTSBURGH

Description of City

Pittsburgh isdcated in th&Vestern Pennsylvania arglthe second largest ciity the
state, with a population of approximately 305,p@@ple. Spanning 58 square miles, Pittsburgh
is home tamany universities, companies, and indiest and is considered one of Amefis
most livable citiesPittsburghOs population includes agpnately 66% White, 26% Black %4
Asian, and 2% Hispanid here are ninety neighborhoods throughout Pittsburgh with an average
of 3,400 people per neighborhood. The largest neighborhood iseédill South with over
15,000 residents. There is an average of 5,800 people per square mile with the most densely
populated area in Central Oaklanehere the University of Pittsburgh is situatééo of the
population is under 5 years old, 18% betwBemd 19, 23% between 20 and 34, 33% between
35 and 59, 12% between 60 and 74, and 9% of the population over 70 years old. Over the past
ten yearsthe population experienced a decline of aldd%o. Pittsburgh has a significant amount
of racial segregatiowith high minority populations in parts of the city such as Lawrenceville
and East Liberty.

Ecosystem of Surveillance

Citywide CCTV surveillancen Pittsburgh began in 2008 as the result of a $2.6 million
federal grant from thBepartment of Homeland Secity grantfor port security, with $862,000
in matching funds from the City of Pittsbur§frAmong the firsareagargeted were The Fort
Pitt, Hot Metal, Duquesne, and Sixteenth Street BEdg®wever, the plaven in the initial
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stageswasto expand the network to encompassehgredowntown area, as well as other local
neighborhoods. The cameras and their operators are regulated by the cityOs privacy ordinance
adopted in 2008, which bans technology that automatically identifies or padans without
probable cause, and also bans operators from panning,, tlitimgoming in a way that targets an
individual without reasonable suspicion of illegal déts.

The installation ofCCTVs in the city has growslowly. By the end of 2008, onlyne of
the promised twelve cameras was instaffdd. 2009, the city received a state grant of $625,000
for tamperproof cameras that cost mdten $30,000 apiece, aimdthe same year, the city
contracted withAviro, a security systems company, to parfanaintenancé’ After years of
working with Aviro, the city decided to invest $1 million in technology obtained through a no
bid contract with the company to implement ShotSpotter, a gunshot locator, and approximately
60 more cameras in 20#3As of 2014,153 cameras have been instaketoss the city in
various locationsHowever, in spring 2014 it was reported that only 85% of these cameras were
up and running due to a lack of city payments to A¥iBity Council finally approved to pay
Aviro for maintenance in April; the city was on track to have alnesias operational by early
May 2014%’

In Pittsburghyed light cameras were approved in-a Vote at City Council in December
20138 The placement of these cameras is just artesfor the City to see how effective the
cameras ar& Pittsburgh government officials decided to placeréittlightcameras at twenty
different intersections throughout the city. The city selected themsaations because they are
high volume traffic locationsThe cameras will only take photos when a driver runs a red light,
using vehicle make and model and license plate to identify the dfiverordinance that allows
the implementation afed lightcameras in Pittsburgh must be reauthorized in 2017. By this
period, Pittsburgh officials will determine whethied lightcameras are benefiting the city or
not

Automated Red Light Enforcement (ARLE) is the name of the technology
PennsylvaniaOs DepartmehTransportation uses to capture license plates and positions of
vehicles that, intentionally or unintentionally, run red light indications. The Department of
Transportation website says that the usual accidents that occur from red light runs -aneleght
(T-bone) crashe®.

In Part IIl, Section 3116 E of Title 75 of the Pennsylvania DMVOs Operation of Vehicles
Code, it states that no automated red light enforcement system is allowed to take a front view
record image of the vehicle if a violation occ(8416.e.1}* There is no clear indication why
this is a rule, however, it is possible that a front view image can lead authorities to falsely
identify the violator since the image may not be entirely clear. This section also points out that
camera equipmemised for automated red light enforcement has to be incapable of Oautomated
or usercontrolled remote intersection surveillance by means of recorded video images,O and
information collected cannot be used for any other surveillance purposes (3116.s12jirgy
this, ARLE explicitly defines its goal to enforce violations and not to monitor its citizensO
actions. The Pennsylvania Vehicle Code was modified to say that these recorded images

25



obtained from red light cameras have to be destroyed 30 daysifaltve final disposition of

any recorded event (3117.f%)In Pittsburghred lightcameras will only take photos when
someone runs a red liglaphoto of the vehicle anicense plate issed tadentify the driver.

The images gathered from tred light cameras are destroyed 30 days after fines are distributed.
Keeping these images for more than 30 days can be a violation of citizenOs privacy rights,
especially since these citizens do not realize they are being photographed. They have also not
explicitly stated that theayernment can keep these images.

In July 2013, Public Policy Pollingonducted survey of 853 Pittsburgh voters on their
views towards the installation of red light cameras. A majority3&%) of the residents were
supportive. Female participants were also more likely to support the cameras if they could be
used to help catch otherimes like rapes and murders (78% of women, 51% of men, 66% of
overall)>® The option tausered light cameras to recoedgreater varietgf incidentswould not
only increase the presence of surveillance in the lives of citizens but expand thelayaifabi
information in resolving crime. Though such an initiative is improbablestHiesticsuggests
thatmanyPittsburgh citizens would rather be monitored more frequently thaat adt

Despite the frequency of red light camera usage all ovexoinatry, the effectiveness of
this technology is questionable. According to a driver advocacy organization called the National
Motorists Association, which opposes the use red light cameras, recent installation of red light
cameras all over the country hemused an overall increase in accidents at intersecfidhe
increase in accidents in intersections is a cause of people making right turns on red. When people
try to make right on red, many fail to come to a complete stop; however, since driversveow ha
to completely stop at red lights, many cars end up ireedrcollisions’ Red light cameras in
Pittsburgh have only been installed for about one year; however, there is no quantitative data on
whether red light cameras have been successful in imgrenaffic safety.

Code of Ordinances and Governance

The Pittsburgh Code of Ordinances addresses surveillance policy along three disnension
of increasing precision and decreasatgtractionMost generally, it sets rule for the
distribution, control and émsparency of public security camera systems installed in and
exclusively monitoring public spacebhe Pittsburgh Code of Ordinances also addresses the
privacy implications ofed lightcamerasas noted in the previous sectitrgating them as an
enforement mechanism rather than as an instrument of surveillance contributing and suborned
to other enforcement processemally, the Pittsburgh Code of Ordinances provides for the
highly particular case of security surveillance in licensed garage sphoegh less pertinent to
the general issue of privacy and surveillance policy, this issue provides a potentially interesting
case of limited surveillance policy in which surveillance applications are highly individuated.

The Pittsburgh Code of Ordinancepesses the OPurpose, Objectives and PrinciplesO
of surveillancan terms of @terrence, comparative efficien@nd supplementation of the
enforcement of criminal law.
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Deterrence concerns specify Oterrorist and criminal behaviorO and the Code implicates
these as the determinants of Ostrategic placedDeierrence predominates the statement of
surveillance objectives and is presented as the first order of assessment for the functionality of
surveillance as an actuator of a Olegitimate, clearly arédusatfety purposé’

This focus invokes the efficiency motive of the policy, in order to Oeffectively achieve
their articulated purposeE more efficiently than could alternative meankeXtechnological
paradigm of efficiency pairs with Osafeguardethice the potential for misuaad abuse of the
(surveillance¥® system.& This establishes a role for technological innovation in facilitating
OadministrativeO solutions to policy controls on surveillance; it also suggests a tension between
the efficierty of surveillance and investments in technologically facilitated accountability.

Oln certain circumstances,O public security cameras shall serve to provide Orecorded
footage in the investigation of and prosecution for criminal activitya@dition to tle
superseding claims of state and federal authorities on data acquired through surveillance, the
Pittsburgh Code of Ordinances provides for the investigative and prosecutorial use of
surveillance Ofootage or other d&t®§ the Department of Public SaféyThis provision
executes the (intended) deterrent effect of surveillance through judicial avenues of criminal
punishment, which operate considerably after the immediate circumstances in which a crime is
committed This differs from the possibility of pale response to a crime in progress based on
surveillance footage, which establishes a more immediate law enforcement presence

Attendant to théocusof distributing surveillance technologiesthe continuum between
preemptive and responsive surveillamoplementationThe emphasis on deterrence, coupled
with the implications of the language of Ostrategic placementO against universal surveillance,
suggests the potential viability of a predictive and thereby preemptive element in the installation
of survellance hardwareThe Pittsburgh Code of Ordinances addresses and repudiates this
option by requiring the identification Oa distinct pattern of crimeO before the installation of public
security cameras, strongly orienting its explicit policy toward resaSrheidentification of
deviationsn crime rates is not directly addressed byRItessburgh Code of Ordinancesliey
or law enforcement protocol related to such determinations (e.g. what to monitor and how to
aggregate and interpret incidents) may istvite preemption in the distribution of surveillance
Policy relating tothe apprehension of crime according to jurisdiction may therefore be expressed
at the level of surveillance strategy; their relevance to the surveillance policy depends on the
invocation of OstrategicO processes and can be best assessed through that connection.

The potential for protocols outside of the Pittsburgh Code of Ordinances to disrupt the
privacy mlicy is partially mitigatedy the involvement of community perspective and
circumstances in the requirements for installation in the course of normal proddarif@ode
requires that preliminary approval for the installation of surveillance systems must verify, under
the auspicesf the Chief of Police or a designee, that Othe potential to deter and/or eliminateE
criminal activity outweighs any concerns asserted by the affected community; there exists
significant support from the affecteommunity for the camera(s).O Discretivassessing the
crime-deterring or crimeeliminating potential in relation to the magnitude of community
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concerns is reduced by a second order of approval from the Public Safety Camera Review
Committee’® a body consisting of the Mayor, the Director of Pulslafety and one other City
Council member or some combination of their designees, in addition to three Omembers of the
public appointed by the Mayor and approved by the City Coufi&t.O

Commensurately to the physical distribution of camera installatio@golicy also
stipulates ONotices in locations subject to the City public security cameras shall be posted stating
E that such a location is subject to observation E by a public security camera sy&tdine$
will moreover Obe directed E so that no rediag is performed except of persons or events in
the public rightof-way or in the public view®

The regulation of the administration of surveillance considers elements practically and
conceptually beyond simple controls on the distribution of camer&aeementsCircumstances
of public emergency, encompassing Othreat conditions connected with the safety of any personO
permit the use of cameras and the footage they collect for the purpose of providing surveillance;
the instability of emergencies suggemtsactive monitoring or virtually rediime review of
recorded images and video unsuited to a lengthy approval pfé&ess.

OLaw enforcement and crime preventionO also provide cause for the authorized usage of
installed public camera systems; in additiorDisuspected criminal activity or situations causing
concerns for public safety,O law enforcement may also use cameras and their footage to act on
Opotential for criminal activitActive surveillance, rather than the material possibility of
surveillancamplied by installation, assumes a potentially preemptive quéityater precision
in the interpretation of OconcernsO and OpotentialO is reserved for ODepartment of Public Safety
and/or Public Security Camera Review CommitteeE regulations and proc&dwigsh shall
take effect before any new cameras are active pursuant to this diGiztpter 6819

The deterrent motive of surveillance remains expressed in the attendant discussion of
Oneighborhood public security camerd$( their footage Omay bede available to the
Police Bureau for purposes of investigating a specific crifflee®e installations serve an
exclusively responsive purpadeis expresslyOnot the intent of the City by this chapter to
regulateE privately owned and operated surveitia or security camera&§:O

The Pittsburgh Code of Ordinanadsoestablishes a multilateral approach to the control
of active surveillance and recording, combining an internal procedure of data management with a
sequential protocol for the formal requestollected data by government entities Oother than
the Department of Public Safef§? The terms of authorized application from other entities
stipulate Ostatement of the facts and circumstances surrounding the incident that has led to a
requestO witprecise listings of the desired cameras and times; approval will only be granted in
cases relating to committed, ongoing or potential crimes in which the requested footage Owould
provide evidence or information about the crihe

The Office of Municipal Inestigations is made responsible by the Pittsburgh Code of
Ordinances for enforcement of Article VIII by OAdministrative DisciplineO whereby Ocomplaints

28



of abuse or misus&Qre investigated and infractions addressed by Oadministrative sanctions
including ermination3*

Reviews of individual public camera systems by the ODirectors of Public Safety and
Information SystemsO will assess those systemsO functionality, adherence to original purpose and
community impacf®>®internal regulations of the DPS determihe procedure for this review of
the usage and access logs of each given system in service to the Odecision to renew, cancel or
alter the system.O

To provide a hypothetical example of these limitations in action; a surveillance system
might be installed wthin a particular communytin response to a wave of car break After
installation, the Department of Public Safety uses its operational latitude to retrieve data from
cameras near the site of recent crird@®ther government entity, in order to ass¢he same
information, must request the footage for an identified purpose related to aAfteneseveral
months, individuals become dissatisfied with the cameras after footage only tangentially related
to a criminal incident is disclosed in a courseaart of the prosecutionOs video evidence
includes footage recorded hours before the bneaghowing individuals with no stated
connection to the crimes.

Community membersiake their complaints to the Office of Municipal Investigations,
which assessetheir claimsUltimately, the Office uses its administrative authority to reprimand
an employee of the DPS for abusingess to the surveillance records by including unrelated
footage in the evidence. However, the Offilmes not applits highest sanain - employee
termination After a further period, the Directors of Public Safety and Information Systems
review the surveillance system for the community in question; they determine the surveillance
achieved its original purpose of deterring crime ardifating criminal investigationHowever,
continuing community concerns prompt to the Directors to alter the surveillance system by
removing cameras from certain positions that generated the most criticism (such as looking into
the periphery of a residgal neighborhood); with these changes, the modified system is
renewed.

The Pittsburgh Code of Ordinances establishes both positive authorizations of
surveillance and expressly negative boundaries on the extent of those authoriRasdive
authorizatbns, such as the requirement of a Odistinct pattern of crimeO for any installation
proposal, convey those phenomena which warrant the installation and administration of
surveillance systems and without which surveillance must be otherwise justifiedyidg gty
the discretionary language of the policyOs Principles, or wholly removed from public
administrationWithin this formulation, the positive license to establish surveillance systems
under particular circumstances implies the negation of suchisbtabht under all other
circumstances; the efficient statement of this positive approach can be further altered by specific
prohibitions.

The motivating language of the Pittsburgh Code of Ordinances preserves discretion in the
implementation of authorizezlirveillance by phrasing surveillance responses as optional rather
than obligatory; surveillance remains an asset of deterrence and investigation rather than a
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central process of law enforcement or community managethenpplements rather than drives
these processes.

The Pittsburgh Code of Ordinances also extends its terms to encompass Oall public
security cameraskE which are installed or trained on the City public-oéfatay or on City
propertyO irrespective of the origin of their fundif@his makes Article Vllthesuperlative
policy of public surveillance in Pittsburgh, and its discretionary provisions mark the authorized
avenues for surveillance innovation within the Code and the operation of the Departments of
Public Safetylts Princples and Objectives, as well as any inconsistencies thereof with other
terms of the article, convey the intentions of current policy and commipeegent philosophy.

Community Response

Lawrenceville United, a grassroots organization intended to nraihi& community
functions of the neighborhood of Lawrenceville, has raised enough rfroneyrivate investors
to install sixtytwo cameras of their own sixteen locatidhmterviews with citizens living in
high-crime areas reveal a strong correlation between CCTV placement and perceived security, as
well as the role fear plays in forfeiting rights for that security. Janet Gunter of Perry Hilltop
Citizens Council, in the Nthside, said in 2000®e are on the list to get at lease@amera,
but E when? E My neighbors are still getting shot’®0

Private citizensn Southside have displayed notable supporpfosate security cameras.
New measures within the Zone 3 poliepdrtment assigtdividual citizensan purchagsg
security systemdn an Oct. 2014 interview,t. Scirotto indicated that no citizen had expressed
any concerns for their privacy rights with regards to the surveillance cameras.

While there is not a sigitant amount of pushback from average citizens with regards to
wide spread security, civil liberties groups, most notably the American Civil Liberties Union
(ACLU), do express significant concernBhe ACLU is a nonpartisan, nofprofit organization
thatfocuses on ensuring that the government does not infringe upon personal civil liberties
rights. The motto that drives the ACLU activities is OBecause Freedom CanOt Protéct Itself
Founded in 1920, the ACLU has a long history of fightingffeedom of spech, privacy, and
other civil libertes. Through local chaptershé ACLUOs mission is continued at the state and
municipallevel. The ACLU provides a variety of services to individuals including information
retrieval legal assistance, representatiord tire backing of a weknown successfudivil
society organizatianThe National ACLU mainly focuses on lobbying and overall federal
policies and laws that impact civil rightBhe ACLU of Pittsburgh provides an expectation of
privacy in all surveillanceised by the government.

Analysis

We contacted city officials at many different levels of governrtentterview them
about surveillance policy in Pittsburgh. Unfortunately, most officials were reluctant to speak to
us on such a sensitive topandwe metwith resistance anany stagesf theresearctprocess
This has major implications for the transparency and accessibility of surveillance information for
the citizens of Pittsburgh. If citizens are unable to access information on how surveillance is
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beng used and what information is being gathered and shared, there is a concern about the actual
use by the government. We are not suggesting that Pittsburgh makes the information gathered
public, but it is important for citizens, if theyake reasonable dnnformed requests for data

and policy document$p be provided with a general framework and process that surveillance is
conducted and that information is usé&tis is one area in whidRittsburgh can learn form the

debates that have taken place iresibn surveillancand privacy.

CLEVELAND, OHIO

Description of City

Cleveland is OhioOs second largest city with a population totaling 396,815. The city is
broken down into five districts based on geographic boundaries and balanced population
divisions. These districts also constitute the five police districts of theEagh Police District
has its own commander who reports to the Chief of Police for the entire city. The city is
comprised on 78 square miles of laAgproximately 53% of the population is African
American while 37% is Caucasian. The Hispanic and Asianlpppnscompriseapproximately
9% of the total populatioOver the past few decad€dgevelandransitioned fromts traditional
durable goods manufacturing econoitoya more servicéased economyn line with the
national trend. Cleveland generallycomparable city to Pittsburghiven its size, history,
economy, and demographics

Ecosystem of Surveillance

Cleveland hasnplemented variety of surveillance techniques throughout the city. One
of the most important is the use of red light cameras.e@tly there are 53 red light cameras
stationed at important intersections throughout the city. These are the only cameras the city
advertises that it uses. Howevkiptorola released a case study brief that outlines the
introduction of video surveillande Cleveland. The pilot program included a wireless video
surveillance network from funding through Homeland Security and other federal grants. As of
2012, the report claims that thevere 25 video surveillance cameras in Cleveland provided by
Motorola. The Cleveland Director of Public Safety and Chief of Police are quoted praising the
system.Thefocusof their comments isn the preventative effect the cameras haverh#ue
city and the idea that the cameras act as a deterrent. No additional inforamatieese cameras
can be found in the public record, and themmeraslo notshow up in the city code of
ordinances or on city websites. It is possible that these cameras are the automated red light
cameras listed in the code of ordinances, howeveraime@s in this report have many more
capabilities. We contacted Motorola for more information, however they did not re€pgmnis.
the case in Pittsburgh, information on the implementation of surveillance technologies in the city
is largely inaccessibl@tordinary citizens. Some cities advertise their surveillance efforts, while
others do not. Although there is no empirical evidence on which strategy has a greater deterrent
effect, if the public does not know anything about the cameras, it is imposgiltikerfe to be a
deterrent effect.
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The Wireless Video Surveillance Camera System of the Public Safety Information and
Technologyrepresentshe main component of increased visibility coupled with a better
allocation of CPD resourceas discussed later this section The pilot project of this camera
system in 2008 included the installation of a camera system surrounding critical infrastructure in
downtown Cleveland. This was domeresponse thigher crime rates reported by business
owners. These cameravere also placed in the vicinity of the Public Square, a major social and
community area for Cleveland. Cameras are easily identifiable as they are painted black and
white and display the CPD logo. In addition, flashing lights are put on top of theasamer
order to create public awareness. These cameras are also being used in the Greater Cleveland
Regional Transit AuthorityOs Mukligency Accessible Sadty Camera System. Sin@911,32
cameradave been installed along the Euclid Corridor, a majbtiptransportation mode for
many Clevelanders and visitors. These cameras are also visible and can be monitored by CPD,
State Police, Case Western University Police, and many other Police units with authority along
this route.The major take away from ghsystem is the large degree of visibility these cameras
bring not only to monitoring crime but also to public awareness. This information was made
available through the report while these cameras are also widely visible to the public in real life.
This meets one of the general areas of improvement concluded in the Satisfaction Report.
Unfortunately at this time, no information is available regarding the success rate in deterring
crime through this system.

Important conclusions can still be drawn despdehaving information on success rates:
in applying this to Pittsburgh, visibility and information are major areas to consider.
Furthermore, it appears that the use of cameras in Cleveland has a primary focus of crime
deterrence rather than investigatigvhile the data being captured can be used as evidence in
court, there is an extensive process in place to request access to this data. Regardless of what
surveillance systems are implemented or what the motivations are behind the systems, there will
be aneven greater amount of public discontent if they are not informed.

A final mode of surveillancwithin the Division of Polices the Police Aviation Unit.
This unit is usedo increase neighborhood surveillance on a daily basis through helicopters
flying over each district. There is no information regarding the exact time schedule, but CPD
believed the reintroduction of this umt2011after its removal for the previous/é yearamakes
better use of CPD staff and resources by being able to increase surveillance and respond to
crime, the primary concern of the Satisfaction Survey.

City Ordinances and Governance

ClevelandOs Code of Ordinances, specifically Chapter 23haptet 413.031, and
Chapter 443.051 discuss video surveillance in a variety of ways. These are the only parts of the
city code that deals with surveillance. Chapter 237.03 mandates that owners of Adult Video
Arcades and Adult Live Entertainment Arcadeséhandeo surveillance in the store as well as in
any viewing booths. The video cameras must be working at all times and signs must be posted
letting customers know that their actions are being recorded. Additionally, the ordinance
mandates that customers@ibs, from knees to shoulders, must be in view of the cameras at all
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times. Storeowners are required to maintain footage for at least a week. Although this is not
strictly relevant to government cameras in public places, this in an important instance of
government regulating private surveillance. There are obvious reasons for a government official
to support monitoring of these establishments, however a personOs expectation of privacy might
be different in a situation such as tiisChapter 443.051 explas the different requirements of
taxicab drivers in Cleveland. Each taxicab must have a safety partition, surveillance camera, or a
safe. It is up to the driver/company to determine which one t&use.

Chapter 413.031 outlines ClevelandOs policies fomaténl red light and traffic
cameras. The cameras are deployed to catch red light and speeding violations. Fines and tickets
are issued to the owner of the car or person driving the car for failure Oto stop at a traffic signal
displaying a steady red light©for failing Oto comply with a speed limit.®he ordinance
clearly explains that a camera caught violation is not an actual ticket until a professional reviews
it. Although the policy does not state specifically why this is the case, but we belgeigetthi
ensure that a picture being taken by the red light camera is not automatically a ticket. For
example, it is not illegal for a ambulance to go through a red light or for a funeral procession, but
the camera would still flag it as a violation. A ps$ional would understand that this is not an
actual violation and ensure that a ticket is not issued.

The placement of the cameras are selected by sound professional traffic engineers and
law enforcement and cameras are not permitted to be placedsioeavtere the Ospeed
restrictions or the timing of the traffic signal fail to conform to sound professional traffic
engineering principle®©The ordinance lists all the locations of the automated traffic cameras
(currently 53 locations). While the ordinandoes not require that locations be listed, upon
selection of new locations, the public must be made aware of those locations. Upon selection of
additional cameras and before operation, the Director of Public Safety must notify the public at
least 30 daybefore the camera becomes fully operational and can be used to ticket drivers.

Additionally, there must be a twweek period (can be part of the 30 day time period)
where the violations are only considered to be warnings. Every place there is a daanera, t
must be a sign posted by the Director of Public Works and mobile speed units on plainly marked
vehicles. Each potential ticket identified by the traffic cameras must be reviewed by a Cleveland
police officer, provided in writing to the owner of the,cand the appeals process must be
clearly delineate Although no explanation is given as to why this is the case, we propose that
it Is to ensure transparency with the public on the potential surveillance techniques used by
police.

Cleveland does neegulate anything further per their code of ordinances and governing
structure. In order to further understand the government oversight of surveillance techniques, we
initiated a public records request with the city government of Cleveland. Althouglgtleste
was received, we did not receive any further information. Given this, Cleveland has an
interesting policy structurénat seems to provide for transparency with red light cameuasot
with other surveillance technologies. Pittsburgh does regrddtbght camergsut Pittsburgh
does not regulate other surveillance to the extent that Cleveland does.
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Community Response

One of the focus areas of this research project is the social aspects of domestic
surveillance and privacy, including the overalationship between law enforcement officials
who are controlling surveillance programs and the citizens of the city. There must be some
balance of trust and satisfaction between these two groups because without these, it is not
possible to have any sat discussion regarding the implementation of more surveillance, let
alone taking action. Surveillance requires trust because citizens are putting their faith in these
law enforcement officials to better protect them and if citizens believe the surveikapeing
used in a negative light, there is clearly a lack of satisfaction. A practical way to determine the
level of satisfaction and trust the citizens of a city possess in their law enforcement officials is
through public surveys. The survey instrumgmould be designed to query citizen satisfaction,
feeling of citizen safety, and opinion on the future of public safety. The following is information
regarding such a survey conducted in Cleveland accompanied with analysis and
recommendations for how dua survey could be implemented in Pittsburgh, specifically in the
context of surveillance.

The City of Cleveland Police Department (CPD), in conjunction with WPA Survey and
Research, conducted a Public Satisfaction Survey in 2011 with the purposdibfirdetne
general levels of satisfaction of Cleveland residents with the CPD and the overall level of
safeness felt within the Cleveland community. 375 respondents were used for this survey, all of
which were adults. These adults were from all 5 distéthe city of Cleveland with diversity
of economic lckgroundsgdemographics, age, gender, and education. Grouping the survey
categories of crime/violence with safety, approximately 42% of thalgiect to surveillance
believed the most important isICPD dealt with were public safety and protection. In response
to the surveythe City of Cleveland MayorOs office finalized the Future of Public Safety
Document in 2011 to better serve the citizens of Clevelafinile no specific questions
regarding carmra surveillance, the prevailing trend was that citizens of Cleveland believed they
would benefit from increased monitoring.

When discussing the images of police leaders, police department as a whole, the
satisfaction of the police department, etc., thegaage of favorability versus unfavorability
was broken down into multiple leveldn average, there was a reported 67% satisfaction with
the overall work done by the police department. Should a law enforcement agency wish to
change policies or implememmicreases in surveillance, it is crucial for citizens to have a high
level of trust in their law enforcement. To further the satisfaction aspect of the sachy,
district of Clevelandvas polled within the overall satisfactidrastly, respondents wergskedo
respondabout the OcourteousnessO and approachability of the CPD Officers and Employees,
respondents reported an 83% rate of them being Ototally pleasantO in interactions with the public.

However, this particular report doesnOt specify whatlgxanteans to be Osatisfied,O
nor does it discuss the potential past interactions of these respondents witin &B0ype of
law enforcementAlong a similar vein, 61% of respondents stated they were unfamiliar with how
CPD uses its resources, whereytheme from, and how they allocate their staff. This is
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information that should be readily available to the public foexeenmore transparent
relationshipthan seems to be in existen¥¥ith respect to this issue, as of 2011, CPD has not
published any ng information regarding potential solutions to providing this information, but

has put in many new measures and surveillance practices to increase transparency and visibility
of CPD in the communitguch as the Wireless Video surveillance Camera SystesseThacts
demonstrate the importance of clarity when surveying citizens to not only achieve accurate
results, but to better understand where the shortcomings in communication exist and where the
relationship between these groups is strongest. Furtheraitmens become less trustworthy in
their law enforcement if they arenOt entirely sure where the resources of the department are
going. If citizens are less informed, they are less willing to follow their law enforcement leaders
thereby hurting the citizeto law enforcement dynamic. This could affect the future of domestic
surveillance in a city should additions be made and should citizens continue to be uninformed.
With policies surrounding surveillance, itOs even more critical to inform citizens sincates
directly to individual rights. Without citizen knowledge, there would be backlash and discontent,
causing more problems than solving them.

Surveillance camera projects are discussed in each of the following Oumbrella gfoupsO
ClevelandOs Furipf Public Safety ReporOffice of Professional Standards (OPS), Division of
Corrections, and Public Safety Information and Technoldggport such as this provides
insight into what the city has done thus far with regards to surveillance for/wsthzens while
providing detailed information on surveillance plans for the future.

With regards to OP8nd the Division of Correctiongaumerous surveillance cameras
serveto assistn monitoring interactions between citizesasd CPDin police stations whin each
district and within the penitentiarfhese systems userveillance to help minimize issues in the
workplace, increase safety for police officers, and to theoretically to minimize the amount of
police officers needed in the buildsfpr monitoring and patrollingso they can be out
patrollingneighborhoods and their respective distritiisis allocating resources more efficiently.
The important takeaway from the report is tG&D controls the data storage and video
surveillance of Qy Jailand OPShrough the use of remotely operated came&kasnentioned
above, the idea behind #ads to better position police officers out in the communbitynanning
the camera feedsthe than inefficiently staying in their buildings. In termsstbrage with these
particular cameras, CPD is responsible for storing the data, but they do not disclose their method
or other details with respect to these particular feeds.

There were many significant, interesting trends identified in the Satisf&uiwmey.56%
of Obusiness ownersO were dissatisfied with the CPD according to thelawesyonse to this,
CPD began working with City Council to implement a Wireless Video Surveillance Camera
System to install a pilot system of five wireless relaysieated with nine cameras surrounding
Ocritical infrastructure in downtown Cleveada®® The goal of this system is to support and
develop effective preventative and protective measures to deter crime. While this project began
in 2008, it significantly expaded in 2011 to reach a total of 19 total cameras and five wireless
relays which are directed to the Office of Emergency Management where the data is recorded
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and stored for up to 30 days. This office is not directly related to CPD, but rather has a larger
function of protecting Clevelanders and visitors from natural disasters or terror attacks, thus
making it part of the Department of Homeland Security. It is interesting that a major
surveillance/public safety initiative like this is taken out of the hah@PD, but it makes sense

that Homeland Security is controlling the feed. However, CPD Downtown Services Unit has the
ability to also monitor the feeds. This ability stems from a partnership between Homeland
Security and the various law enforcement offiteroughout the country, not only Cleveland, to
promote a safer country from terror. It would follow that Pittsburgh would have a relationship
with Homeland Security should its efforts with domestic surveillance come to fruition

A second interesting tnel dealt with thenethodology of asking questioregarding
crime and the responses. The survey structured questions on crime as whether or not it was a
CPD issue or a total community issue. Betweet®% of respondents stated it was a
community issue, rtamnefor which the CPD is solely responsifileThere is some ambiguity
here because nothing is mentioned about what exactly the community could/should do. The only
mentioned societal tool to hetwlice is called Crimestoppemshich is an anonymous time
that offers cash rewards for information about crimes. This is not exactly OcameraO surveillance,
but it is a form ohumansurveillancehatthe city uses to help deter crime. There is no
information reported about the correlation between the amduwninte reported/taking place
before or after the implementation of Crimestopp@osput this system in a different light, there
could be a motive of investigating crime, but that did not come through in the reports compiled.

When dealing with neighboribd safety, 84% Ototally agreedO that they feel safe in their
own neighborhood during the day and 63% feel safe in their own neighborhood at night. In both
instances, the strongest dissenting group was the age gr@4p When dealing with other
neighborhods, 73%Qotally agree®that they feel safe in other neighborhoods during the day
while only 40% stated they felt safe in other neighborhoods at night. The strongest dissenting
groups were frona particular districand from the number of respondents were from the
economic background earning less than $50k}yeagain, there is incomplete information on
the respondents frothis district, (same with the other districés) well as those earning less
than $50k/year. There may be some overlap in tlligmand there may be natatistically
significant numbers associated with these groups meaning the pool of respondents that fit these
particulargroups could be underrepresented. While ClevelandOs survey had its defects in terms
of clarity, we argue that lays a solid foundation for Pittsburgh to build on with the hope of
better understanding the relationship between city residents and law enforcement so that it can
create sound guidelines for surveillance technologies and practices.

Analysis

In terms @ lessons learneleveland has a transparent red light camera system policy
that might be useful to Pittsburgh. The requirement of telling the public where the cameras are
can help ensure the cameras are actual deterrents rather than retrospectivachiens.

However,the argument made by Cleveland government that the cameras deter crime is
problematic given the lack of public knowledge of cameras other than red light cameras. Indeed,
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the recent release of surveillance video footage showing Cleveddind officers shooting to

death a 12/ear old boy with a toy pistol suggests that cameras are more likely to record tragic
events than to manage or prevent tif&ifhis is definitely something Pittsburgh can learn. If the
main focus is to deter crime wharing video surveillance, the public should be made aware of
the locations either through signs or distributions of their locations. In addition to this, Cleveland
clearly has a lack of city codegarding the governance @dmera®ther tharred light caneras.
Pittsburgh must be aware that transparency with the public should be codified in governance
with a clear oversight structure.

Prior to making recommendations regarding a Community Response Survey for the city
of Pittsburgh, we conducted researcldétermine if any public response was already in
existence regarding surveillandgcording to Pittsburgh polling data, the only surveillance
information the Pittsburgh community at large had responded to dealt with the use of red light
camerasAccordingto the response, citizens believed these cameras were a positive force on
their community Furthermore, citizens stated they would be more satisfied if these cameras were
used for other sources as wélhis information demonstrates a community that seesalue of
technology and increased surveillanadditionally, it reveals a community that values crime
prevention and crime deterrend®ith a desire for increased surveillance, this infers that the
discussion on increased surveillance is one the community is ready to engage in.

Within the cities used as case studies, there lasréacts to take into consideration with
regards to the catantly evolving relationship between the general publidandenforcement.
In cities with more advanced surveillance technology such as New York, Chicago, and Oakland,
law enforcement takes a reactionary approach to crime deterrence and crime pregergitime
crime itself as leverage to institute new surveillance policies, thereby creating less dialogue
between their respective police departments and their citizbadJrban Institute Justice Policy
Center in Chicago discovered a lack of citizerusion in planning systems and community
knowledge which led to a higher rate of dissatisfaction of law enforcement by their cftizens
Similarly in Oakland, Citizens Community was created by citizens to generate their voice in
policy as a response to rlatowing about surveillance policy expansidihe creation of
citizen organized groups signifies the importance of having open communication between the
general population and law enforcement groups because without this communication, people
believe theirights and right to privacy are being violated more so than if they are informed. In
larger cities such as New York and Chicago, it is more challenging to create an open dialogue
with the population because there are so many pdeptehis reason, thesgies have taken a
reactionary stance as the best way to minimize public dissatisfdttioese cities were to
install policies for crime prevention prematurely, there would be an even greater outrage from a
larger mass of the population saying thigjhts are being infringed upoHowever, by reacting
to crime and putting into place policy measures after crime, they have a justified system where
the public cannot negatively react to the same ex@uén the facts of these particular cities
and thei community relationships, we do not suggest Pittsburgh take a reactionary approach
with its citizens.
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Based on these trends, we recommend that City Council consider two major ideas when
preparing to discuss domestic surveillance with the Pittsburgh piopull) A reactionary
policy makes sense, but it should be reactionary to citizensO opinions and not soleFheriene
needs to be balance between reacting to crime prevention, crime deterrence, and public opinion
2) Community involvement and communkgowledge are crucial aspects for community
response. Even if the community will not directly contribute to the policy on surveillance, the
more they are in the know, the more they will be able to support the programs in place and
support the Pittsburgholice in their efforts.

Before moving forward with specific survey suggestions, there are two potential issues
that could arise from the use of such a surgt, the potential outcry of Oracial profilingO is
likely if a survey is only given in certagreas and the results unfavorably shed light on a
particular group of peopl&econd, there is a realistic possibility that there will not be an
OadequateO response by the citizens, meaning participation numbers mapdid lofthese
potential issues W never be completely solvetiowever, there are ways to help minimize their
negative effects while still giving full disclosure to citizefibe most important elements, as
already discussed, are knowledge and community involvememnnhatter how the suey is
distributed, there should be a statement accompanied by it stating the purpose, potential future
plan, where else this survey is being used, and that this is part of an open dialogue with
Pittsburgh citizenBy doing this, citizens will not be jtifed in responding negatively in the
future about not being represented or not being given a fair opportunity to contribute toward their
city.

In terms of how to distribute the survey, this becomes more challeMgmbp in
Cleveland the survey was dooeer the phone, this did not maximize its potential because it left
out the chance for free responses from citizens thereby taking out a more inclusive aspect
Setting up an automated phone survey like Cleveland is effective in gathering meaninghul result
quickly and efficiently, but if this method is used, we suggest supplementing it with another form
that allows citizens to say mork supplement could be in the form of mailresponses where
citizens that participate in the phone survey are mailed@onse form to answer more questions
where they can fully respondihis can be done through live mail or through electronic mail.
Another possible method is to solely use one of the mail options. The electronic form may be a
more efficient and cleaner neato complete a survey, but it would be a moot point if no one
has the proper contact information for the citizéastly, as discussed later in this section,
should Pittsburgh decide to survey Neighborhood Civic Associations as their initial basd study,
would be effective to manually distribute surveys during meetings with return envelopes
Additionally, any way to personally deliver surveys at community gatherings or meetings of
some sort would be the most certain why conclude the distribution sgon, a phone survey is
effective, but should be supplemented if chosaur suggestion is to distribute surveys via mail
routes if it is not possible to hand deliver surveys at community gatherings to ensure their
receipt.
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First and foremost with a sunyethere must be clarity in questiod®rms such as
Osatisfaction,O Oprivacy,O OsurveillaDser@eillance camerd3acceptable,0 and OadequateO
need to be clearly defined, otherwise the results will be ambiguous and leave more questions
unanswered. Thiinitial survey should be used to determine what the current satisfaction is with
Pittsburgh Police Department and set that as a baseline for moving foimvarder to
determine satisfaction, questions should probe citizens on what they value fraoea pol
department, what their chief concerns are, how well the police department is handling those, and
what improvements can be maé&eom there, the survey should ask citizens what they view as
an acceptable level satisfaction and compare that to therizasélvtere satisfaction currently
is. Lastly with regards to these types of questions, there should be a series of questions directly
asking about the trust citizens have in their police and the visibility of their police. These types of
guestions give aable insight as to where the community stands in their relationship with the
police department and will help to gauge where the relationship can improve moving forward
and just how responsive the community is what their police are implementing.

In addiion to these very important topics, there needs to be questions surrounding current
opinion on surveillance and privacy. Without this knowledge, there is no baseline for the
progression of neither domestic surveillance technology nor the conversatighewith
community. It should be understood what the prevailing opinion is regarding individual privacy
and individual rights, even if the opinions overstate their legal or moral boundaries. Citizens
need to know their rights are not being ignored, thereby dsirating that law enforcement
understands they have a duty with regards to citizensO privacy rights.

In terms of where this survey should be initially used, we suggest using a broad
demographic, whether that is a specific geographic region of Pittsbupgiiog from multiple
areas but not everyone from each area. A more effective tactic would be to start in certain areas
where public response will be high based on data from participation in elections so a strong
baseline can be built. We also suggetizutg Neighborhood Civic Associations to reach
communities. This may be a smaller scale, but it allows for tremendous opportunity to bleed into
the community and rally a people to participate and create an open dialogue needed for this
issue.

MINNEAPOLIS, MINNESOTA

Description of City

We chose to loolat the city of Minneapolis, Minnesots a comparison city to
Pittsburgh As Midwestern Rust Belt cities situated on important regional rivers, Minneapolis
and Pittsburgh share seveeabnomic traits. In particular, both cities have a history as regional
manufacturing centers, but have in recent years moved towards more-seited
economies: Minneapolis and Pittsburgh also have similar demographic patterns: as of the 2010
censusthe total Minneapolis population wapproximately382,000°* Minneapolis® population
was63.8% white, while Pittsburgh@as66.0% white; Minneapolis was 18.6% black or African
American, and Pittsburgh was 26.1%, with the majority of the discrepancynadesup by a
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larger Hispanic or Latino population in Minneapolis. The two cities also had a similar poverty
rate (22.5%Jrom 2008 ta2012. The major area of difference is in relative prosperity; in
Minneapolis, median household income was approximatéyo$0 more than PittsburghOs,
although per capita income was only around $4,000 greater in Minneapolis than in Pittsburgh.

Like Pittsburghmany areas in Minneapolis have experienced the phenomenon
sometimes referred to as revitalizatiorgentrification In Minneapolis, the Uptown area,
previously a center of art and visual culture has shitiexhe more focused on mainstream
consumerism and expressions of we&itm a web article, Minnesota Public Radio (MPR)
describes a similar process in Northeastrapolis, historically a lovncome and racially
diverse ared’ To combat the process of gentrification, the city of Minneapolis has implemented
the Northeast Minneapolis Arts Action Plan, a loagge 15year proposal to help keep artists in
the neighborhood. However, MPR points out that this does not addressdhaspects of
gentrification, and is pessimistic about the prevention of gentrification through only focusing on
the arts community. In a Macalester College study, researchers found that these efforts have
somewhat prevented the rapid gentrification oftNeast Minneapolis, but there has been an
increase in home value (potentially pricing out the arts community) and mortgage applications
filed by whites in the are&.While there is little data available on any impact surveillance may
have on gentrificatio or vice versa, the similar processes of gentrification in both Minneapolis
and Pittsburgh make Minneapolis an excellent comparison to use in formulating policies for
Pittsburgh.

Ecosystem of Surveillance

The Minneapolis Police Department (MPD) employsaugs surveillance technologies.
These technologies include Wienabled CCTV camerd8license plate readet$squad car
cameras, Taser camerdshotSpottef® and mobile (trailemounted) camera8? The City of
Minneapolis directly owns 250 cameras, whaeh typically placed in commercial areas and on
high-traffic streets, and in addition to these directly owned cameras, any camera that has an IP
address and is connected to the Internet can be used to minehtgta.in juxtaposition with
PittsburghGsurrent policy where cameras we know of are hardwired through and accessible
through CCTV According to Deputy Police Chief Rob Allen, the Minneapolis Police
Department (MPD) Ocan access right nowE an infinite number of cameras.O

The MPD is working on aumber of ways to expand their video capability: they use
portable police cameras, which can be up and running in under an hour, in addition to regular
fixed cameras, and are currently working to |giotSpottetechnology with automated
cameras, so thaté cameras will turn in the direction t8botSpotteaudio technology
triangulates the origin of the gunshot. Starting in 2011, the MPD began an initiative to
implement mobile cameras, mounted orft30oles, each rising from an approximately 4x3x3
gener#or in a wheeled trailer; some have lights to illuminate the parks/streets on which they are
placed. These mobile cameras, which the MPD owned 7 of in 2011, cost $29,000 apiece and can
be deployed in less than an hour. They are able to connect to Wiitieanteant to augment
rather than replace the stationary camera system in the city. Footage from the cameras is
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monitored in the MPDOs Strategic Information Center, which keeps and observes all of the cityOs
surveillance dat&’* This is in contrast to the iof PittsburghOs surveillance data, which is kept
and observed by the Pittsburgh INP Departm&nt.

In addition, the city is currently in the process of approving a pilot program to evaluate
the use of police boaworn cameras®® Before the bodywvorn camera pilot programan be
implementedthe MPD is required to complete a draft of Standard Operating Procedures for the
pilot, and will publish this draft to the public prior to the implementation of the pilot. At the end
of the pilot, there will be aull review beforecity-wide implementationThis review is meant to
evaluate whether the bodyorn cameras have a significant worthwhile impact on the MPDOs
effectiveness>

Code of Ordinances and Governance

According toa MinneapolisStar Tribunearticle,there are restrictions on camera
placement: the police do ask if neighborhoods want cameras before installing théma, but
articledoes not clarify the process used to gauge community acceptance/iitaviedtile
cameras are placed accordingtine trends, and the police believe they are a more effective
crime deterrent than traditional fixed cameras, with criminals reacting as if there were a police
officer on the cornet?® Neither state nor citiaw requires the police to notify the public tha
they are being captured on video when mobile cameras are placed on city streets and in public
spaces, and suspicious behavior caught on camera can be used as probable cause f§f a search.

The Minnesota Data Practices Act requires all public governmiamtriation any
information that is not classified, an infringement on privacy, or necessary for an active legal
caseto be made available to the public. In accordance with this act, the MPD allows certain
types of data to be requested, including surweikafootage®® Among the types of data that can
be requested are squad camera video, street camera video, and Taser camera video. Anyone with
knowledge of a specific incident can request information (in fact, it is unclear whether there even
needs to haveden an incident to receive informatiithe incident information requested
appears to be intended for footage identification purposes). Requests are subject to a flat fee at
the time of submittal, varying based on what type of data/footage is requdstes afe
technological limits on how long data can be stored, and thus on how long data is available for
request: 90 days for squad camera video, as these records are not stored for longer periods (there
is no information provided on how long Taser videstored)°The MPD explicitly cannot
require the requestor to identify themselves or even to provide a reason for the'f8qugst;
information provided is intended to aid in identifying the correct footage and allow for
communication on the status of tlegjuest. While this allows for some transparency in the
policeOs surveillance, there may be issues in terms of the availability of access to the general
public - in specific cases (albeit unlikely), it may be possible for abuse of access. As illustrated
below, a case like this occurred in 2012, when license plate tracking information was still
classified as public information.
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Community Response

In 2012, MinneapolisOs largest newspaiberStar Tribune reported on the MPD and
other city police agemesQuse of license plate readers. The reporter was able to access data on
his own license plate and found that his license plate had been captured seven times over the
course of a yealSo long as the license plate is known, anyone can request data beetise
plate (note that this no longer appears to be the case, as license plate records do not appear on the
Data Request Formif!A week later, the reporter tested this out by requesting data on the
Minneapolis MayorOs license plate, and found thah#tyerOs license had been captured over 40
times 2 After the story broke,he mayor called for, and received, reclassification of license
plate data as private rather than public, so that only the subject can request the data.

Analysis

As demonstrated witthe license plate tracking situation from 2012, if surveillateta
is tooreadily availablghen citizens may experience an acute loss of control over their private
lives. Regardless how strongly an individual feels about the government collectingdfsanal
information through surveillance, it is likely that they would prefer to keep at least some of this
information hidden from the general public. However, if anyone is allowed uninhibited access to
surveillance data, any personal information theegoment has collectddleven information the
individual may prefer to keep privaiawill be available to the public. This is a general concern
in cases of indiscriminate surveillance footage analysis, and is an especial concern in cases of
targeted sealcbfor example, a targeted search could be used by an employer to collect data on
employeesO religious beliefs, or could be used by a domestic abuser attempting to locate their
victim. Although this may not be possible given the current technologies yadpiio
Minneapolis (as shown in the Data Request Form, the requestor must already be aware of an
incident in order to request footage, unlike the ability to request all data on a specific license
plate), the development obmmercially availabléacialreagnition technologies could give rise
to a similar situation. While transparency in terms of use and policy may be desired, it is
important to ensure that this transparency does not go too far in making information on specific
persons broadly available tioe public.

We therefore recommend that all publicly accessible information be thoroughly screened
and personal identifiers eliminated from the data prior to distribution. We further recommend
that Pittsburgh City Council take into consideration the meaif a separate subsectiontioé
Department ofnnovation and Performance (INP) responsible for this that is specifically trained
to not abuse access to such personally identifiable data. The Public Safety Camera Review
Committee would be most apt tage as an oversight for this branch of INP and surveillance
collection policies.

In addition, as mentioned above it is currently unknown what impact surveillance may
have on gentrification or vice versa. For example, surveillance footage being usexbé&dnig@r
cause may be able to be used to exclude certain OundesirableO persons from gentrifying
communities by identifying their very presence as suspicious; for this reason, gentrifying
communities may either demand more surveillance in order to idensihycsaus individuals, or
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may use already in place surveillance systems to exclude particular individuals. More research,
and perhaps cautious policy measures, may be needed to identify the impact this may have on
communities andninimizeany impact it maylready haveWe recommend the City of

Pittsburgh partner with local universities to continue to research the impact surveillance systems
have had on community cohesion before developing and instating any comspeuific

surveillance systems plans. Wisarecommend engaging the public in a public forum prior to

any instatement of surveillance, which would impact the citizenry through surveying their
everyday activities, and then incorporating the voiced concerns of the citizens into a surveillance
action plan.

OAKLAND

Description of City

According to the U.S. Censu@aklandOisas gpopulation of 406,000 people, as of 2013.
This means that the 55.79 square miles of Oakland have only about 100,000 more inhabitants
than the 55.37 square miles of Pittsburgh, which makes it a decent comparison for two cities of
almost exactly the same sizDemographically, Oakland is slightly more diverse than Pittsburgh,
as 34.5% of the population is white, compared to PittsburghOs 66%. In Oakland, the following
two most populous demographics are African Americans, making up 28% of the population, and
Hispanics, making up 25.4% of the population. In Pittsburgh, the second most populous ethnicity
is also African American with 26.1%, followed by Asians, making up 4.4% of the population.
The poverty level in both cities is very similar, with 20.3% of theutetpon living below the
poverty line in Oakland, and 22.5% in Pittsburgh.

Ecosystem of Surveillance

The use surveillance equipment in the city of Oakland did not bepartieularly salient
to members of the communityl the Department of Homeland setty gave federal grant
money to develop the Domain Awareness Cefatethe city. Originally, the purpose of the
Domain Awareness Center wasmonitorthe Port of Oakland because it was designated a
potential terrorist target by the federal governmeant, & July 3, 2013 the City Council of
Oakland decided to include the entire city of Oakland within the DACOs jurisdiction. The
expansion of DAC would have utilized CCTV cameras, license plate readers, shot spotter, live
traffic cameras on the freewayd street, and red light cameras. All of these technologies would
have been available for the DAC, which in essence would be one central surveillance hub for the
entire city of Oakland. The City of Oakland felt the DAC was a necessary upgrade to their
emergency operations center (EOC), whitficials claimed was outdated and obsolete. A major
functionof the DAC according to the City Council was to aid the coordination and response time
for emergency services (Oakland PD, Oakland Fire Department|ret@ddition, DACcould be
used for a potential crime prevention tool by law enforcement because the DACO®m ability
monitor particulagroups ompeople as they amassed or motledughout the city.
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The Oakland City Council approved the expansion of tA€ Without a data retention
policy and a privacy code in place to protect the citizens. The lack of privacy laws and provisions
to prevent against the unwarranted and unlawful surveillance of citizens geregated deabf
public outcy against the DAG* The Oakland City Council voted down the expansipearly
2014, limitingthe DAC tomonitoronly the Port ofOakland. Surveillance equipment now in use
by the DAC for the Port of Oakland includes integrated CCTV system, a spatial mapping system,
and truck management system. A citizenOs commission has been created since the City Council
vote to be put in chargd drafting a surveillance technology and community safety ordinance
for the City of Oakland

Code of Ordinances and Governance

A citizenOs commission created a draft for an Oakland surveitiedinanceby
modeling itafter SeattleOs surveillance equipneedinance, which covers all types of
surveillance equipment, and not one specific piece of equipment. SeattleOs ordinance lays out
data management protocols, and operation and acquisition protocols. The data management
protocols require departments taatiwritten protocols to address data retention, storage, and
access of any data obtained by the use or surveillance equipment. Operation and acquisition
protocols require city departments to obtain Council approval for the proper deployment,
acquirementand use of surveillance equipment. There were no enforcement protocols written
into the Seattle Surveillance Code discussing the potential repercussions for violations of the
provisions laid out.

The major addition tdhie Oakland code @rdinancessompare to the Seattle code is
the addition onforcement protocal#dditionally, several aspects of OaklandOs code promote
democratic oversight of government surveillance. These policies could be helpful in ensuring
that privacy rights are being respected] esassuring the public that surveillance is both limited
and justified, if adopted by Pittsburgh. Most notably, the Oakland code mangateisca
comment period prior to the acquisition of surveillance equipment. This provision allows the
public to be iformed about plans for surveillance equipment to be used in their respective
communities. In addition, it allows the public to formally respond to such plans for the use of
surveillance equipment and voice their concefire second mechanism that assule®ocratic
oversight of government surveillance is t@dtly Council Approvaimust approve thacquisition
and operation of surveillance equipment. Much like getting a warrant, a city department must
obtain approval from the Oakland City Council by dem@atistg the purpose and use for the
proposed surveillance equipment. If approval is granted, then the city department must adhere to
the operational protocols contained in this code of ordinances. Thenhattanism of
democratic oversight is the requiremef transparency reports with provisions laid out to clarify
the use of the surveillance equipment and the parameters involving the management and
retention of collected data. Independent audits are laid out to help carry out and enforce the use
transpaency reports. Lastly, enforcement provisions are laid out stating what happens if any
person found to be in violation of any section or provision in the ordinance.
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Unfortunately, we were not able to perform extensive research into the city of Seattle and
the developments of the surveillance code because we discovered the salience of Seattle too late.
However, Seattle should be a city of interest to Pittsburgh becauSedtike Surveillance Code
of Ordinances was used as a template for OaklandOs cadmanhces. As a result, most of the
provisions and language laid out in the Oakland Surveillance Code of Ordinances is identical or
at least very similar to Seattle@svgillance Code of Ordinanceshddraft of theOakland Code
of Ordinances lays out tltata, operational, approval and enforcement protoBalgpose
specification seems to be of the utmost importance regarding how, when, where, and why the
surveillance equipment will be used and preventing the unlawful use and retéraaliected
data.Also of note is thathis code of ordinances covers all types surveillance equipment, and not
one particular device.

Community Response

As the public became more aware of the expansfithe Domain Awareness Cerfiey
purview to the entireity of Oaklandconcern and outrage emerge among both Oakland
residents and civil libertariareeross the natioiNewspapers and Internet sites published
numerousp-eds and related news stories chronicling the publicOs outcry against the DAC. On
December 18, 2013, Ali Wston and Darwin Bonéraham published an article in East Bay
Express entitled OThe Real Purpose of Oakland's Surveillance Qemtbich they argued,
following the views of the ACLWf Northern Californiathat the DAC was set up to control
political protests, rather than violent crime as purported by DAC suppdtfe2ity officials
countered this argument, claiming the DAC was absolutely vital to the cityOs crime prevention
strategy and that civil libertarians were misrepresenting the intentionsantorsicare city
residents into opposing coordinated surveillance. Despite the strident opposition to the DAC
presence being prevalent throughout the entire ©d@kland Mayor Jean Quan fully intends on
bringing back the technologies in order to decreaisee in Oaklandin a recent article, she was
quoted as saying/Ne'll bring them back one at a time. This is obviously an issue that is splitting
the country. Unfortunately, the poor little videgstem gets to be the targ&t"

Analysis

After reviewing the research and documents collected about the Oakland DAC, the
policies developed in the Seattle Surveillance Code and the Oakland Surveillance Code can be
useful forimproving Pittsburgi®surveillanceand privacypolicies The data, opational,
approval, and enforcement protocols laid out in both codes establish a clear process for what can
and cannot be done as with the use of surveillance equipment and the data collected. The use of
the data and surveillance equipment must be apptoyéae City Council and have a specified
purposeThese protocols are in place to police against the unlawful invasion of privacy with the
use of drones or any surveillance technology and make that sure ethical and compliance policies
about the use of dres or any surveillance technology are upheld within the local government.
Above all else, the both codes establish a transparent process to properly inform the public and
others in the local government (Mayor, City Council, City Administrator, etc.) aistim
everything that goes on with surveillance technology. Knowing who is going use or who
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accessed the surveillance technology, why it is being used, and what the collected information is
being used for is all very important for the proper regulation afat@ment of a surveillance
policy.

With the rapid advancement in technology, local governments around the United States
are incorporating newer surveillance technology into their enforcement bureaus. The City of
Oakland is one example where the necessafigguards were not in place to police the use
surveillance technologyeading to a tremendous public outcry that forced the city to scale back
its plans Before Pittsburgh moves forward with surveillance technology, it is important for the
city to havepolicies in place to protect the people from unlawful invasions of privacy and ensure
that surveillance equipment and the data collected is gydpendled and used. Hendbe
Oakland Surveillance Codmd theSeattle Surveillance Code can serve as tatapin terms of
the types of safeguards and provisions that need to be in place for surveillance policy in
Pittsburgh.
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OTHER INSTRUCTIVE CASES

In this section, we provide an overview of further surveillance techngiogysng on two of

the largest and most populous cities in the couhteyv York City and Chicago. Although these
cities are much largeamd more diversthan Pittsburgh, it is important to understand how they
implemented surveillance measuaesl how the public reacted toeim Specifically, wdook at

the use of red light cameras in New York and Chicago, waatyy Cameras in New York and
Chicago,SkyWatchin New York,and Operation Virtual Shield in Chicago. The surveillance
technologies implemented in New York City and €igo serve as benchmarks for the rest of the
country.

RED LIGHT CAMERAS

As noted previously in this report, automated red light cameras reinforce traffic laws,
specifically, they take photos of vehicles that enter or pass an intersectighaftaffic signal
turns red. After a photo is taken, law enforcement officials review the images taken by the
cameras to determine if a violation occurred. Smesaufacturers promote these cameras
throughout citiesand cities that implement them to béphel in preventing accidents and
reducing traffic violations, many citizens automatically assume that these cameras are effective
for these purposes. However, there iack of data provided by insttions that are not
associated with city governmentgoove a causal relationship between red light cameras and
reduced accidents. Pittsburgh has only used red light cameras for about one year. By looking at
states, Chicago and New York, that have used red light cameras for longer periods of time,
Pittsburghcan learn how to improve and shape their implementation of red light cameras.

The Chicago Department of Transportation (CDOT) handles the installation and
maintenance afed lightcameras. The CDOT chooses the locations of their red light cameras
based orcrash data accumulated over a minimum of two years prior to installation. The CDOT
also analyzes crash and violation data for a minimum of two years after installation to determine
if the cameras need to be relocated. According to the City of Chicagdeyeight angle (¥
bone) crashes have decreased by 47% between 2005 artf 20220 the implementation of
red lightcameras. The City of Chicago website also provides an interactive map of cedrent
light camera intersection locatidfiéas well as videoecordings of personal red light violations.

New YorkOs state laws allow for red light cameras at 150 intersections around’tffe city.
Besides red light cameras, the city has also installed Odummy camerasO as well as speed cameras
If a driver is capturediolating the law by a red light or a speed camera, the driver will be fined
$50. New York City does not directly provide a map online that shows the placement of speed
and red light cameras, but their citizens have compiled their personal data tonaesief
camera location§:? As a result, gadgets like GPS systems and automakers like General Motors
and Mazda have provided ways to alert drivers of the camera locations after receiving location
data from the Internet. Data location can be requestediver dubmits a form to the
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Department of Transportation. New York citizens are also allowed to request the installation or
removal of a red light camera, or make a complaint about the placement of a red light camera.

Analysis

The installation of red ligt cameras has proven to be profitable in every city it is
adopted. There is little to no independent, scientifically rigorous data available that illustrates red
light cameras are successful at improving traffic safety. In fact, there is researchubatthag
red lightcameras might actually increase the amount of accidents taking place at busy
intersections. An independent news website called The Expired Meter requested information
about a study that the Chicago Department of Transportation conauctied effectiveness of
ChicagoOs red light camera program. It found that within the two years of installing the cameras
the total number of crashes was virtually umgesd and showed that it decreased by about a
fraction of one percent: before the instithn, there were about 2,072 crashes and after the
cameras were installed there were about 2,066 cra&€hdso, the study showed that the
number of rear end crashes increased from 485 to 697, which is nearly a 44% tidase.
red lightcamera systemugomatically mails a ticket to the owner of the vehicle, regardless of
who operated the vehicle at the time of the traffic violation. The current methoet$ lafht
cameras do not always hold the responsible individuals accountable, which can bedatiibut
the lack of transparency within the system.

Even though ChicagoOs methods do not show efficacy, it might be beneficial for
Pittsburgh to survey areas before, during, and edtelightcamera implementation to make sure
the technologies work well.iicagoOs Department of TransportationOs transparency in
discussinged lightcameras has ultimately shown that its methods are somewhat effective since
the amount of accidents have decreased slightly. However, in New York there is limited research
on the #ects of their redight cameras or unintended consequences. The employment of red
light cameras is highly lucrative to the local governmémas decide to implement them. As a
result, citizens and civil liberties advocates should be extra vigilant absuting that this
technology is benefiting drivers and pedestrians and that strong privacy and data retention
policies are in place.

BODY-WORN CAMERAS

Technology has become increasingly crucial to the daily function of law enforcement
agenciesMore recently, police agencies have undergone scrutiny and public outcry surrounding
the fatal shootings of Michael Brown and Trayvon Martin by police officgétzensaround the
countryare demandingnore transparency and accountabiityrounding tk interactions of
policeofficers and the public. Police departments are also seeking ways to protect themselves
from accusations that they are abusing their power or behaving inappropBatd®worn
cameras are currently being debated worldwide arasasfarious media platformBhe
implementation of bodyvorn cameras is quickly gaining support around the country and is seen
by many as a remedy to policing.
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Currently about 4,000 police agencies worldwide are testing or usingvixmay
cameras®? TheRialto Police Department in California became the first agency in the United
States to test the effects of bedgprn camerasBody-worn police cameras are very small and
capable cameras; they can be mounted on an officerOs collar, glasses, tie, canveangmsce
At the end of an officerOs shift, the collected audio and video data is downloaded into a remote
server and stored to prevent tampering of the recordsimplementation of bodyorn cameras
is an expensive tasklgpartmenttave to purchasthe actual camera and spend millions of
dollars for storage costs (depending on the size of the police.férmepopularity of bodyvorn
is rapidly growing howeveiThe logistics behind this technology varies by city and f&ux.
When do officers hiOrecordOWhen do officers hit Oste@How long will video be stored for?
What privacy issues are involvéd?These central questions regarding the functionality of body
worn camerabkave been onlyaguely discussei the several news articles and reseatclies
recentlypublished.

The Rialto Police is a midized police department that serves a population of about one
hundred thousand residentfie major goal of their study was to reduce the use of police force
and to measure how cameras affect indial@s behavioFhe police department monitored their
interactions with citizens, and documented when police used faroeder tomeasure the
effects of bodyworn cameraghe Rialto Police conducted a twgooup study to analyze the
impact of bodyworn amerasOThe first group, named Experimergaifts, required each
officer to wear a high definition Boelworn amerasduring their shiftBody-worn camers
record allinteraction betweenfficerOsndthe public The second group, named ConiSilifts,
consisted of officers that were instructed not to use hedsn cameras during their shifd*

The shifts were randomly assigned to the officers in order to control and stabilize the conditions
of the studyIn addition, the Rialto study acknowledged tha¢iactions with minors and

sexually based offenses should not be recoidedever, the most striking findings of the Rialto
study is that the use of boayorn cameras reduced OwgdorceO incidents by 59% and reduced
citizens® complaints by 87 5% Thee results demonstrate that beagrn cameras reduce the
force that police officers use and they also prevent citizens from making false accusations of
police brutality.The results of this study are used by law enforcement agencies around the
country to gan legitimize their reasons for implementing bedgrn cameras.

In August 2013 Federal Judge Shira Scheindlin ruled that New York Police DepartmentOs
stop-andfrisk program was unconstitutionaécause it Otargeted minority communitféS10S.
Judge Shira Scheindlin ordered the implementation of oty cameras pilot program
following the stopandfrisk case. NYPD Commissioner Bill Bratton anticipates that badyn
cameras will be useful during trials and also protect both police ffaced citizendNew York
Police Department (NYPD) became the largest police foregdtuatedbody-worn camera
technology NYPDOs goal is to redugielent and fatainteractions between police officers and
citizens The pilot program in New York will uize two different camera3he Vievu camera
model is the same size of a pager and it can be worn on an officerd$isligcond model is
called the Taser, which is smaller camera that can be mounted on an officerOs ear, shoulder,
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glasses etcThe pilotprogram enacted by Mayor Bill de Blasio will have sixty officers begin
wearing bodyworn camera devices (six different precintt§)The precincts that were selected
include the 7% precinct in East New York, Brooklyn; the @@recinct in Highbridge seion in
the Bronx; the 28 precinct in East Harem; the 1®Brecinct in Jamaica, Queens; and Police
Service Area 2, which includes public housing in Brookymaximum of ten volunteer
officers in each precinct will wear one of the camera modéis preincts involved were
selected because they displayed a high number of stopsdre2@t2 data from stepndfrisk.
NYPD officials are currently working out the logistiescludinghow long the cameras will be
turned on and how long digital files will Is¢ored A private group purchased the sixty bedy
worn cameras for sixty thousand dolf&fsHowever, if this initiative is expanded across the
police force then future costs will reach tens of millions of dollars per year simply for file
storage

The Chicgo Police Department is currently contemplating wheith&tould test body
worn cameras on their officer€hicago police spokesman Marty Maloney stated that the police
department is Olooking into a pilot programO but there arenOt any plans in flatheet.
Chicago Police are open to adapting tools that will allow for more transparency within their
departmentUnlike New York City that has begun its pilot program, Chicago is still monitoring
the effects of bodyvorn cameras throughout the natidhe inadease of policenvolved
shootings across the nation is often used as incentives to implemenvbodyamerasThe
Chicago Police Department has decided to set up rules to govern these technologies before they
began to implement these devices.

The Amercan Civil Liberties Union (ACLU) released a study on the use of -fwamin
cameras in October of 201Bne ACLU makes the argument that they do not agree with the
increase of camernasage fosurveillance However, the ACLUecognizethat bodyworn
camerasre an entirely different situation and is considered a best practice among law
enforcement®® The ACLU agrees that bodyorn cameras effectivelyecrease the usH-force
occurrencedy police and it is increasingly helpful as evidence during a couréedntg.The
ACLU fears that the use of bodyorn cameras may have many unintended consequences,
especially in regards to privacy righBody-worn cameras have the potential risk to infringe on
the rights of the police officers that use them. All of tipeivate and public interactions will be
on record therefore they have to be careful of their actions and conversations. In afidition, t
ACLU is concerned about occasions where harmless behavior is being re€Eamdexample,
when Ocamerequipped offices are inside peopld®mes, whenever police entérincluding
in instances of consensual entry and such things as domestic violen€’talls

The ACLU acknowledges that there are negative and positive features of incorporating
bodyworn cameragOrganizirg a set of policies on the use of bedgrn cameras is a crucial
component that should be addressed before the technology is adéetédCLU is concerned
about the police officerOs ability to control which encounters they decide ta Hettargholice
officers can control this feature, they are able to regulate the narrative, and the accountability
benefits of bodyworn cameras would no longer exceed the privacy f&ka.many of the cities
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that have adopted bodyorn cameras there are clear methode@# law enforcement agencies
will implement this technology, but many lack strong privacy policies.

Analysis

Law enforcement agencies implement bedyn cameras to decrease the use of force by
police officers, and to reduce citizenOs complatifsccording to the Rialto study boelorn
cameras have considerably reduced citizenOs complaints against the police and the use of force
by police officersin these respects law enforcement agencies are benefiting from employing
body-worn camerasHowever, there &ve been virtually no research studies that investigate the
citizenOs views of this innovative technoloyynajority of the perceived benefits of bedyrn
cameras are relatively untested or incomplebe expansion of boayworn cameras throughout
American cities is happening a lot faster than the policies that are necessary to govern them
correctly Law enforcement agencies have made numerous claims of benefits, but there is limited
evidence available to refute or support their argumértedy-worn caneras are not regulated
properly the technology can infringe on the privacy of both citizens and police offrcédsy
2012, the Las Vegas Police Department revealed their pilot testing oflmydycameras. The
Las Vegas Police Protective Associatiopodice union, threatened to file a suit against the
police department because the bedyn cameras demonstrate Oa change in working
conditions,O which should be discussed through the union cdfitfElee NYPD union and
other similar groups have made cstent claims that reject the implementation of badyn
cameras.

In addition bodyworn cameras have proven to be expensive; especially when you
incorporate therice of the device, training of police officers to use the technology, and data
storage cost Oln a 2012 Department of Justice (DOJ) casganf camera systems, the iev
and Taser Axon, two comparable models, cost approximately $900 to $1,000 per unit, though
other options ranged from as low as $1¥8.Taser currently advertises bodiprn canera
models for law enforcement priced around $299 and $499 per d&kgencies that are
interested in adopting bodyorn cameras must look at the arguments for and against this
technology before implementinggencies should also collaborate with reskars to design an
experimental study, similar to what took place in Rialto Califoit@@nsequentially, their needs
to be more independent research conducted onWwodycamera technology because many
claims remain untestetlew York CityOs pilot prograhas potential to be the next mainstream
study to test the effects of boalyorn cameras on a large scdlée regulations of this study have
notyetbeen disclosed to the publidowever, lhe policies theylevelopto protect privacynay
well dictate how sumessful their pilot program will be in the future.
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SKYWATCH INITIATIVE

The New York Police Departmehéas use@bservation towergnder a prograralled
SkyWatch, since 2012 hese towersmanufactured by ICx Technologiggpvide the police
with a better vantage point of the surrounding atleas they would get from grousizhsed
observationThe tower rises out of a van to about 25 feet high.Sky&Vatchthat the New York
Police department uses is equipped with a sguthgd four cameras (one camera in each
direction). According t@ recent media repothe placement ddkyWatchtowers is determined
based on general observations of areas, planned protests, conventions or other gatherings of a
large amount of people, dras a direct response to high amounts of crime in a certain
area*'This is a cause of concern, because it could produce a chilling effect for public
democratic participation.

There are several benefits to the us8lofWatch One major benefit is cost affency.

NYPD faaesincreasing costs as it recruits more police offiegrdpays current police officers
overtime. TheSkyWatchtowers reduce thegeersonnetosts significanyl. First and foremost,
only one person operates the towerdeseerpolice officers are needed to patrol the area where
SkyWatchis being implemented. Additionally, the cameras can all Pan, tilt, and zoom so that
one police officer can patrol a large amount of area from the tower. In t@l2asic tower cost
$72,171.28 and the camas cost $18,0082 While this may seem expensive, the NYPD police
salary is approximately $46,000 for one officer with little to no training. It isesédfent that the
towers are a more cost efficient method of patrolling the streets.

Beyond, financiakfficiency, tre tower itself is rare efficient than police officers
patrolling the streets because it provides a better vantage point than police officers can get on the
ground™*° The implementation oBkyWatchtowers correlagwith a decrease in policeutality.
Additionally Loss Prevention Research Council ran a study that focused on violent crime. Their
study found that th&kyWatchis more effective in reducing crime than other methods. The New
York Police department claims that the crime rates drdgl@community is happy, when the
SkyWatchtowers are put in place. However, they have yet to provide any statistical, quantitative
evidence to show thi$*° Another main benefit of th8kyWatchtowers is that it is a mobile unit.
Because the towers rise out of a mobile van, they can be put in place anywhere, and then can
move to other locations based on where they are needed. This makes the towers much more
efficient thanstationarycameras.

While there are many benefits to the SkyWatmhers, there are also some serious risks
involving their implementation in New YorlOf course, the major concern here is the discomfort
of citizens, who know they may always be observed. An additional ris&tidocause people
know that the towers are thetkey will simply move to an unwatched area if they want to
commit a crimeAnother concern would be how police officers could immediately respond to an
incident, quickly in order to stop it. The towers npgvent crime, but if an incident happens,
there needs to be a plan in place to stop that incident right away, this involves other officers
being involved, which may make the towers less cost effickenally, cities must seriously
consider the impactbat a technology like SkyWatch will have on the ability of residents to
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engage in mass democratic action, as was recently demonstrated by recent demonstrations
protesting decisions not to prosecute police officers who have used excessive force against
menbers of their communities. While law enforcement obviously has an obligation to maintain
social order, they also have an obligation to safeguard the civil liberties and constitutional rights
of the people they are sworn to protect.

OPERATION VIRTUAL SHIELD

Chicago is known as one of the most monitored cities in the world; there are more than
25,000 cameras placed within its city bord&fé% Most of these cameras have been
implemented as a result of Operation Virtual Shield. Operation VirtualdSkia joint
surveillance effort between the Department of Homeland Security and the Chicago Police
Department. The two departments created the Office of Emergency Management &
Communications (OEMC) to run this program. This program has networked alfradstsa
25,000 cameras to security monitor them in one location, OEMCOs 911 center. Operation Virtual
Shield combines its cameras with biological, chemical, and radiological sensors to
simultaneously provide data to its operations center. The technOIBNAC uses to operate
Operation Virtual Shield is known as Citywide Video Federation technology. This technology
allows homeland security, police, fire, and traffic management incidents to be seamlessly linked
together. These cameras are both privatelypamdically owned, and many differ in function.

About 2,000 of the cameras part of Operation Virtual Shield are known as Police
Observation Devices (PODs). PODs are owned by the Chicago Police Department and have the
ability to automatically track cars apeéople by jumping from camera to camera. PODs also
have the power to magnify (pailt-zoom OPTZO) and the capability of facial recognition. They
are also known to detect gunfivehile they happen by usingireless technology** There is no
explanation howhis is possible, but the Chicago Police Department states it is poSidee.

PODs are placed in boxes marked with the Chicago Police Department logo and topped with
blue flashing lights, however, newer versions of PODs are more discrete. PODs giagdlyri
introduced in 2003 to locations where there were a high number of public violence incidents and
narcoticsrelated incidents.

Besides Operation Virtual Shield, Chicago implements other surveillance methods.
Starting from 2011, Chicago was the fitsS. city to allow residents calling 911 to send photos
and videos of the incidents from their cell phones to OEMC. This procedure is known as
Txt2Tip.*** The tips the Chicago Police Department receives are anonymous. This technology
allows residents to rept crimes and provide more information about crimes while protecting
their personal identity, which allows them to stray away from danger. Txt2Tip encourages the
community to get engaged and directly communicate with the police department. Also, Members
of the Chicago Police Department have begun wearing body cameras. Aside from body cameras,
the Chicago Police also use their police cars as surveillance tools. There are cameras and voice
recording devices present on all sides of the outside and inside wéhicle.
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Even though the City of Chicago owns a majority of these cameras and claims that their
operations are in line with the First and Fourth amendments, there are no other explicit laws or
regulations available to the public that regulates theskaus. After the ACLU of Chicago
proposed camera rules in 20f1the Chicago police adopted two of the proposals stated in the
rules: officers may not use cameras to monitor areas where no legally protected reasonable
expectations of privacy exists, andioérs ma not base the use of video enhancement or tracking
capabilities on individual characteristics such as race or national origin. Such rules may be useful
references for Pittsburgh when it decides to implement more cameras. Despite the adoption of
two proposals, the Chicago police department and the Chicago city government have provided
little transparency into their surveillance methods. There are no laws or regulations in Chicago
that prohibit facial recognition technology, there are no perioditsatiit evaluate the
effectiveness of cameras reducing crime or achieving legitimate government purposes.

A 2011 studydone by the Urban Institute: Justice Policy Center and funded by the U.S.
Department of Justice found that Chicago needed to addressieds to properly go about
using their extensive surveillance system: inclusion of citizens in the planning stages of camera
implementation; the need for more training that can help attorneys use camera footage in court;
and, the judicious integratiasf cameras with other new crime control technologfesTo
address these needs, the study suggested public hearings, community meetings, and efforts
towards transparency. The study overall stated that there was no proof in crime rate decrease
after implematation of an extensive surveillance system in Chicago.

Overall, the use of surveillance technology in Chicago does not seem to be as effect, or as
protective of individual rights, as it could be. The lack of communication between the
government, institubns, and its citizens has forced the implementation of surveillance methods
to be unjust and violation of privacy rights to Chicago citizens. The ACLU of lllinois Obelieves
that Chicago does not need a camera on every sidewalk, in every block, in eyeprieod.

Rather, our city needs to change course, before we awake to find that we cannot walk into a
bookstore or a doctor's office free from the government's watchfuf€yte.the Chicago

Tribune quoted local citizen Lamont Williammsho doesnOt belie crime has declined because

of the cameraas saying,OMaybe they should have invested in more officéfg.tere are no
statistics to prove that ChicagoOs surveillance methods have been extremely sBxcessigo

has not released any statistics thdicate that crime rates have reduced. ChicagoOs methods of
implementing red light cameras seem to be the most successful measure taken. The Chicago
Department of Transportation aggressively analyzes data before and before and during
implementation to e sure that the cameras are used well and to their best ability. The CDOT
also provides citizens with footage and information online. To further help its citizens understand
the use ofed lightcameras, the CDOT has provided a Omisconceptions vseséatitiart to
elucidate common misconceptions many drivers have a bout red light cameras and accidents
caused by righfingle turns. Apart from the CDOTOs methods, the first step towards a better way
of using ChicagoOs surveillance methods is communicaitioitswcitizens.
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DRONE TECHNOLOGY AND GOVERNANCE

In this section, wexaminedrone technology and how it has been useslirveillance by both
private andgyovernmenentities throughout the United Staté¢e chose to focus primarily on
Dayton OH because it is a leader in drone technology and opeyati@to the presence of
Wright-Patterson Air Force Base within its city limit&/e alsoanalyze currently pending

legislation inOhio that focuses on regulating drone use by the p@igtside of Ohio, we

briefly explore drone use in St. Louis, MO, another hub of this technofdiinough Pittsburgh
currently does not use drones or have plans for drones in the very near future, many cities are
moving towards this technology for compreheasurveillance and Pittsburgh mighd soin

the future.

DAYTON, OHIO

Description of City

Dayton, Ohio has a population of 141,359 with a medaige of 33.5*° Dayton is 51.7%
white and 42.9% Black withrearea of 55.65 square milé&Sompared to DaytorRittsburgh has
over twice as many people, a greater population density, slightly more square miles and a
different breakdown of the population. This clearly shows that Dayton is not a comparison city
based on size or population. Howewee focused on Dayton because of the insight it can
provide on the use of drone technology and community response to additional technology used
for surveillance.

Ecosystem of Drone Surveillance

Because we are focusing on drones when discussing Daytm,tkié section will
provide an overview of drone surveillance and technology in Dagionlair Community
College,located in Daytonis considered a leader in providing technical trainingrond
operations and developers and have partneredQ@tiih State University to create a unique
unmanned aerial system degrééth this 2year degree, students are trained in both creation and
flight of drones™° Sinclair Community College has received millions of dollars i8.
government funding for drorteaining and technolog’*

In 2014, Dayton hosted a thrday conference (Ohio UAS Conference) on drones in
which there were 70 exhibitors from all over the wdrfdOne major conclusion that can be
drawn from this event is thate commercial market expanding rapidly More than700people
attended the conference, including representatives of companies, law enforcement agencies, and
the general public. The conference showcased a wide variety of aerial technologies including
quadcopters and blimp dron& This conference allowed law enforcement officials to learn
about new technology for potential implementation in the future.

DaytonOs most common drone technology, used by both the public and private
communities, is the quadcopter. Dayton Law Enforcemasitésted a new drone technology
that improves upon the quadcopter and allows the operator to find and track a specific target for
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a significant amount of hours. The Dayton police department used this technology to watch the
crowds at a rally wher8enatoldohn McCairspoke while he was running for president in 2008
During demonstrations, rallies, and protests, Dayton law enforcement have looked to use this
expansive drone technologyersistent Surveillance Systemseauritycompany, which uses

this tetinology and is located in Dayton. Dayton law enforcement has turned to this company to
provide the drone technology. However, government officials have pushed back because of the
cost of maintaining and using the new drone technoldgf@sayton law enforcment has not

provided information about the training procedures for drone operators nor collection procedures
of the data that is obtained.

City Ordinances and Governance

In researching theegulation ofdrone technology in Dayton, we looked at titgO<Code
of Ordinances. The Cod# Ordinancesloes notlirectly addresslronesnor does it contain a
privacy policies oregulation ofsurveillance in general. We attempted to find additional
governing documents or policies, however there weres availatd. The lack of policies and
governance concerning use of surveillance in Daytagnsering from the perspective of
transparency and accountability

Community Response

In August of 2014, a medical helicopter was taking a patient to the hospital, out wa
delayed by a private drone hired bpublic parkto take pictures of the property. The drone
operator violated FAA guidelines by accidently preventing the helicopter from getting to the
hospital for over nine minutes. The patient was medically statdethe helicopter arrived at the
hospital, but with a different injury the wait time could have proved tat&arlier in April of
2014, another private drone, hired for governmental reasons, intercepted a medical helicopter.
Both these incidents causeshemunity outrage and a call for the FAA to create guidelines as
soon as possible. While many times the drone operators are innocent and are just unsure of the
airspace, it is still a problem because it can cost lives of patients or can cause furthergiréble

As a result, Dayton has been the focu€ohgresmnal efforts to pusithe FAA to
integrate drones intaty laws and policiesAlthough the military is currently only testing drones
within the confines of the air force base, there is potential for drone use in the city in the future
and there is a community push for legislation to ensure if this does happen the citizen rights will
be respected. The president of a localgnane organization statese of drones if there is a
question as to the legitimacy of that uSeeasonableness and camreense is going to
prevail. @’ Although this statement was made in good faith and was madeffort to support
drone use by the Dayton police, no context was provided to back up this claim.

Privacy lawyersn Daytonareoutspoken that privacy policies must be in place before
drones can be used or there will be significant issues of priacther, civil liberties
organizations are pushing for legislation that will limit the use of the drones by police and ensure
privacy rights. The ACLU of Ohio hasated that drone usedsly acceptable if Otheir use is
limited and wonOt violate anyonpfscy. 38 Further, civil liberties organizations are
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supporting legislation in order to curtail the use of drones without a warrant or in places where
people have a legitimate expectation of privedVith regards to the potential drone use by law
enforement, the National ACLU has focused on individual privacy rights and ensuring that the
government does not infringe upon these rights. In the talking points provided by the ACLU to
local chapters, they indicate that ODrones should be prohibited frogrimdiste mass

surveillance, with their use by police only permitted where there are grounds to believe they will
collect evidence relating to a specific instance of criminal wrongdoing, or in emergéncies
Further, as with other civil liberties platforntee National ACLU is concerned about the

potential marginalization for traditionally profiled groups.

Analysis

Although Dayton is not a good comparison for Pittsburgh in terms of size or population,
DaytonOs ongoing debate on the use of drones foasecsurveillance can provide a useful
framework for how Pittsburgh might deal with increasing technological advances. Because of the
increase in law enforcement use of drones as well as community use of drones, community
groups have been pushing for iresed legislation. For Pittsburgh, it is important to understand
that there must be a balance between protecting individual privacy rights and enabling
appropriate surveillance. In Dayton, law enforcement officials used drones and additional
surveillance tehnology before policies or legislation were in place. Because of this, there was a
significant amount of push back and concerns about privacy rights being violated. Moving
forward, if Pittsburgh is going to incorporate and begin to use new surveillahcokegies,
proper procedures for collection of data as well as when this technology will be used must be in
place prior to use. Although Dayton has not had significant problems with the police using the
drones for unlawful purposes, without a comprehensade to govern their use, the police can
have free reign without a check to ensure rights are not violated. We suggest that if Pittsburgh
attempts to implement drone technology, the public is made aware of the potential. Further the
public should be allwed an opportunity to express concerns and suggest how policy should be
created.

OHIO STATE LEGISLATION

Analysis of Ohio State Legislation as a Model for Local Adoption in Pittsburgh

Two bills recently submitted to the Ohio State legislatufergdrovisions for the use of
drones Though written for state government, these bills contain numerous provisions applicable
to the structure of local governmeht fact, the bills sometimes apply the language of
Ogovernment subdivisionsO to includel lewa enforcement, analogous to the Pittsburgh DPS.

House Bill No. 207
House Bill No. 207, introduced to the Ohio State Legislature by Representative Rex
Damschroder of District 88 and currently pendimgpvides for the regulation of the law

enforcement pplications of drone¥***The billOs provisions are duibhe first subsection
details the individual immunities of government employees in providing information for use in
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criminal cases and the liabilities of the political subdivisions that contain Tt@mcomponent

of the bill confers immunity from civil liability to the prosecuting attorney in a criminal case and
all employees of that attorneyOs office or any law enforcement agency Othat might otherwise be
incurred as a result of providing information criminally injurious conduct,O with the exception

of the section of the same bill dealing with the regulation of drone use by government ¥ftities.

The second subsection of the bill is its drone policy, which categorically prohibits the
operation ofdrones by law enforcement agencies or individuals acting on their behalf except in
the three cases specifically authorized by the legislation itself. Importantly, authorization of any
kind extends only to unarmed drort&&The bill also broadly prohibitsayernmental use, Oin
any trial, hearing or other proceeding,O of information collected through unauthorized drone
usel®

In connection to its stated exception to blanket civil immunity, the bill establishes appeal
mechanisms against abusive or unauthoritede operation by involving Ocivil actionO against
any individual or government agency within state purvisatably, proceedings and damages
claimed thereby are not subject to sovereign immunity, fully involving the state and its political
subdivisiongn liability for drone use by law enforcement.

One authorized case requires a search warrant and specifies that the use of the drone must
be in accordance with that warrant; no interpretation is provided by the bill as to how a droneOs
capabilities transta into the boundaries of a warrant

The two other cas&S derive from emergency circumstancksthe former, the bill
requires a determination of the U.S. Secretary of Homeland Security that Ocredible intelligence
indicates E high risk of a terrorist attk.¢P° The latter requires Oa reasonable suspicion that
swift action is needed to prevent imminent harmE or to forestall the imminent escape of a
suspect or the destruction of evidenceh® criteria for such suspicion are not specified by the
code, contraly to the first case (see footnotes), and no oversight or accountability process is
described save for the implicit regulatory effect of civil suits against viol&tors.

The proposed HB 207 legislation extends to all remotely controlled or unmannetft aircra
and, though particular to the operation of drones by law enforcement, provides oversight
mechanismawhich are in themselves generalized to all government erfifits.terms derive
conceptually from the refinement of blanket immunity into specificexwtusively defined areas
of civil liability delineated by authorizations of drone pséich are in turn enforced only by the
direct implications of selective liability.

Senate Bill No. 189

This bill expands in part upon the same section of the Revisdé @s HB 207,
authorizing drone use on the same three bases and maintain the absolute prohibition on armed
craft.'® However, SB 189 provides a more extensive oversight structure (albeit not explicitly
integrated into any government hierarchy at the mpal@r state level) for the determination of
authorized use, particularly in emergency cases involving terrorism or other imminent danger to
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individuals'’®More generally, drone operators are required to make annual reports on the use of
particular drone uts and all related applications for authorization

The bill also expands on the cases in which information obtained through drone operation
may be disclosed for diverse government purposes, in contrast to the wholly negative definition
of authorized didosure provided by HB 20Tn service to the criteria for government use of
information collected through drone operation, SB 189 identifies parameters of consent, urgency
and privacyAlternately, the bill permits the disclosure of all information coéddby a drone
not used as evidence in the exercise of any legal authority of the state or a political subdivision
nor applied for any intelligence purpdse.

The bill provides for individual consent to drone surveillance by permitting the use of
information gathered pursuant to Oa written statement E giving the employee permission to
operate the unmanned aerial vehicle for purposes of acquiring informationO provided by the
person subject to drone surveillartéeln this case, the individuaitended tdoe subject to
surveillancamust provide the conserithe bill does not specify whether individuals incidentally
recorded by such surveillance must also provide their consent for drone operation to be
authorized."®

The bill balances general provisions for drose under the auspices of a wart&with
emergency situations, Oin which there is an immediate threat to the life or safety of a personO and
requiring the timesensitive deployment of drones or disclosure of information gathered
thereby'"® Like HB 207, thebill distinguishes between emergency situations identified by the
drone operator, which must be subsequently verified by a supervisor or justified Hggb@st
documentatiori’® In notable contrast to the language of HB 207, the warrant requirement is
expressly extended to cases involving terrorism or organized crime.

SB 189 mandates the confinement of drone use to public areas except where warranted or
warrantable, in contrast to HB 207 whose waarrant based authorizations made no explicit or
implicit distinction between public and private sphéféSB 189 also provides criteria for the
use of drones within the limits of a warrant and specifies that justification for a warrant is
necessary (demonstrated on a gasto basis) in emergency cases, evenchsases prevent
the possibility of securing a warrant in advance of drone use.

SB 189 furthespecifies cost justification and reporting measures for the use of drones by
Oany department or agencyE or political subdivisionO of Sfor individualoperators and
agencies alike, it stipulates an investigative response to alleged violations of the billOs provisions
and the determination by the agency or a court of any appropriate disciplinary measures against
the operator or agency, albeit within anilgty unspecified latitude.
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ANALYTICAL CONCLUSIONS AND RECOMMENDATIONS

This section will provide our recommendation synthesized from our research. We have
divided the recommendations into three distinct groups: statutes and policies, law enforcement
procedure, and community engagement. After each recommendation, we have provided a short
summary of the reasons why the recommendation was selected as well as referrals to the
appropriate section of the full report.

STATUTES AND POLICIES

We reconmend the following for the Pittsburgh code from Analysis of the Pittsburgh Code of
Ordinances:

1. Develop and specify the parameters of “a distinct pattern of crime,” either within the
Pittsburgh Code or as part of a law enforcement protocol related to the Privacy Code

Currently, the Pittsburgh Code specifies that surveillance systems may only be installed
in response to an existing pattern of crime rather than to prevent a predicted’wave.
However, it does not specify what constitutes a distinct pattecrime.We recommend the
establishment of guidelindsr identifying the scale and kind of criminal patterns that justify
the installation of a new surveillance systdm.connection to our recommendation for a
review process of law enforcement procesurelating to surveillance, these guidelines could
either be established within the Pittsburgh Code itself or developed byettetDent of
Public Safety (DPS)and subject to review by the Public Safety Camera Review Committee.

2. Establish a more rigorous procedure for posting notices in areas subject to observation

Though the Pittsburgh Code stipulates that areas under surveillance shall be marked with
notices to that effect, our research found no evidence that such notices are in fact being
posed. This requirement can be strengthened by verifying the presence of a clear notice as
part of existing oversight measures; in the absence of such a notice, the operation of all
public security cameras pointed to the given area should be suspendetheumdgue is
corrected*®°

We recommend the following for Operational protocols and Enforcement Provisions for the
Pittsburgh Code:

3. Use the Oakland Code as a template for developing operation, acquisition, and
enforcement protocols
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We recommend thatll Pittsburgh city departments be requiredéek approval from the
City Council prior to the aguisition and operation of any surveillancgiggpment expanding
on the current oversight mechanisms for the installation of CCTV systanwder to
receive approval, the applicateépartment mustemonstrate to City Council thpairposeand
needfor the specificequipment.This will prevent a single city department from having
limitless power to decide what forms of surveillance it wolktd to use and to ensure that
proper oversight exists before, rather than after, the implementation of new surveillance
initiatives. We further recommend that current enforcement provisions within Pittsburgh
Code of Ordinances be expanded to specify disaify measures in response to particular
infractions®®* Because Oakland®s surveillance legislation uses the Seattle code as a model,
we suggest more generally that the City of Pittsburgh undertake a formal evaluation of
surveillance policies and tactias $eattle-®

We recommend the following for implementation of the Pending Ohio State Legislation into the
Pittsburgh Code:

In addition to specific city codes, state surveillance legislation can provide a model for
Pittsburgh policy; many of the policy clexiges faced by state legislators apply at the local
level, and promising solutions developed for state implementation can be adapted to address
local needsThough specific to drones, the language of Ohaus¢Bill 207 (HB 207)and
SenateBill 189 (SB 18®) can be generalized to all forms of surveillance for the purposes of
adoption by the City of PittsburgidVe recommend that any expansion of the Qasleg the
language of eithebill explicitly extend the adopted or adapted provisions to all surveillance
mechanisms and systems used by the city.

4. Adopt Ohio House Bill 207’s language dealing with surveillance in cases of terrorist
threat and adapt related provisions from Ohio State Bill 189

The existingPittsburgh Code makes special allowances for surveillance in cases of
terrorism or terrorist threat, but does not provide criteria for classifying a threat as terroristic;
we recommend that the Privacy Code incorporate the criterion provided by HB @001tk
United States secretary of homeland security has determined that credible intelligence
indicates that there is a high risk of a terrorist attaékiiPittsburgh adopts this section of
HB 207, we further recommend that it include the language o1&B requiring all drone
operations (for the purposes of the Pittsburgh code, all surveillance operations) to Oterminate
immediately upon obtaining the informationO related to the threat sittf4tion.

5. Adopt Ohio State Bill 189’s oversight provisions for antiterrorist and other emergency
surveillance'®

We recommend that the current emergency provisions of the Pittsburgh privacy code be
expanded to provide speciallalances and oversight fdaw enforcement agents who
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determine that theres @in immediat threat to the life or safety of a personO and that
surveillance use is necessary to assist that pét8bmorder to conduct surveillance without

first securing a warrant, law enforcement agents must first submit Oa written request for the
use of (survdiance systems)E that documents the factual basis of the emerg&ficy.O
Moreover, an official with Osupervisory authority or power over the employeeO must submit
a sworn statement detailing the grounds for the emergency use Onot later thaigHbrty
hoursafter the employee begins operatidff Ohis statement should be issued to Othe court

of common pleas that has jurisdiction over the person whose life or safety was thredtened.O
these provisions are incorporated into the Code, we further advise thaetksapject to the
surveillance oversight clause of the antiterrorism section of SB 189 which specifies Oif an
application for a warrant or orderE is denied, all information from the (surveillance
operation)O conducted on an emergency basis Oshall bel deeharing been obtained in
violation of (the relevant Pittsburgh Code Sectiofij.O

We recommend the following for ensuring Publicly Accessible and Personally Identifiable
Information:

6. Publically accessible information must be screened for personal identifiers before being
made accessible to the public

We recommend that alinformation gathered through surveillandee thoroughly
screenedbefore any form of public released; akrsonal identifiershould beeliminated
from the data prioto public access'®®We further recommend that CityoGncil consider
creating a separate subsection of INB conduct this screening whose members are
specifically trained to not abuse acctssuch personally identifiabliata. The Public Safety
Camera Review Committee would be magspr@priateto overseehis branch of INP antb
review surveillance aggregation policies.Pittsburgh must ensure that surveillance
transparency efforts doot go too far in making informatioan specific persons broadly
available to the public.

LAW ENFORCEMENT PROCEDURE

We recommend the following for implementation into law enforcement procedures:

7. Establish a review process within the Pittsburgh Code of Ordinances for law
enforcement procedures relating to surveillance

Currently, the CodeOs oversight provisions apply both to individual cases of abuse of the
cityOs surveillance cameras and the impact of particular surveillance systems on
communities-”* Because the protocotteveloped by the Department of Public Saf@pS)
directly determine the operational latitude of Pittsburgh law enforcement, they represent the
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most efficient mechanism for preventing cases of abliguilding on the current oversight
structure, the Pitlgirgh Code could require a periodic review of the DPSOs surveillance
procedures, working with the DPS to determine the proceduresO efficacy in preventing abuse
and revising as necessary on that b&sis.

8. Current staff fill the roles, as defined in the Oakland Code, of a Compliance Officer and
Internal Privacy Officer who are in charge of reviewing compliance, surveillance, and
enforcement protocols

The complance officer is a city w@itor responsible for reviewing the quaittereports
prepared by the Internal Privacy Officer and conducts random audits to ensure that
surveillance equipment staff is abiding by the policy. In addition, the compliance officer is
responsible for providing performance audits and quarterly remobts given to the Mayor,

City Administrator, and City Council at least annually. The internal privacy ofiger
charged withensuringthat surveillance equipment stadbideby the protocols on a ddg-
day basis.The officer checls the logs, file reportsand make immediate decisions in
circumstances that do not allow time for further review.

The audits and reports provided by the compliance officer and internal privacy officer
should providea comprehensive analysis of the use surveillance technoldbg report
should also facilitatéransparencyy keeping pulic and especially, Pittsburgh government
officials (Mayor, City Council,City Administrator, etc.) welinformed of the dynamics of
surveillance use in the citiKnowledge ofwho use surveillarce technology, who arhatit
targets why it is used andwhat the collected information is used fsrimportantto the
proper regulation and enforcement of surveillance policies. The jobs of the compliance
officer and internal privacy officethelp ensug poper compliance and enforcement
surveillance technologywe recommend that these duties be assigned to current city staff
and auditors.

Refer to the ppendixin this sectiorfor the provisions regarding performance audits, and
guarterly reports whichave ben modified from the draft Oaklar@bde of Surveillance to fit
PittsburghOs surveillance purposes.

9. Create guidelines for using body-worn camera technology

We recommend tha&ittsburghOaw enforcementommunitycreate guidelines for using
and evaluating bodworn camera technology. These guidelineght eventually become the
standard for alPittsburghagencies that use bogdyorn cameras. A policy framework that
contains privacy protections for the general mubind police officeramust be embedded
within these guidelines (e.g.,hen are cameras are turned off, arfdere will the data be
stored?).To this end, we recommend thaw enforcement agencies collaborate with
researchers to create a structured staitygilar tothe Rialto studyj®*to test the technologyOs
effects befoe using it on a large scale. They must also propgsaiyg their officers teensure
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that bodyworn cameras are utilized correcipd to promotéransparency and safety for all
involved paties. In order to test the results of bedgrn cameras, agencishouldconduct
surveys ad other measures oitizen perceptions of this technologyp dimensions ofrust,
satisfaction and the preservation of privacy.

10. Formal evaluation before implementation of SkyWatch

If Pittsburgh law enforcemenagencies consideringmplemening SkyWatch we
recommend thathey undertake a formal evaluation of tdvantages and shdvantages of
this technology in the context of cost, security, and privéany of the claims made by
promoters of thigechnology remaimuntested and unsupportd@ittsburgh law enforcement
agencies should take a hard look at New York CityOs experience with SkyWatch, paying
particular attention tehe publicOs perception of thistrology especially those who find
themselves subject to SkyWatbhsed surveillance.

COMMUNITY ENGAGEMENT

Prior to making recommendations regarding a Community Response Survey for the city
of Pittsburgh, we conducted research to determine if any public response was already in
existence regarding surveillan@ased on our investigations (which were limiteghtdlic
source records), red light cameras are the only surveillance technology that Pittsburgh residents
have been polled abowccording tothe Public Policy Polling Survefittsburgh residents
believed these cameras were a positive force on their caitynburthermore, citizens stated
they would be more satisfied if these cameras were usedgpturingcrimeslike rape or a
robbery This information demonstrates a community that sees the value of increased
surveillance. Additionally, it reveals a coramty that values crime prevention and crime
deterrencelf this one survey is any indication, it appears that the community is ready to engage
in a broader discussion of surveillance in Pittsburgh

We make the following recommendations for the develapnoé a community satisfaction
survey in Pittsburgh, in order to appraise law enforcement relations with citizens.

11. Recommendations for Pittsburgh Community Response Survey — Potential Issues and
Delivery

Our research repeatedly highlighted the imgioce ofopen communication between the
general population and law enforcemegencies regardless of which city we examined.
Without this communication, peopéssume thateir rights(including theirright to privacy
are being violated more so than Hey arewell informed about the activities of law
enforcement However, it can challenging to create an open dialobetveen law
enforcement agencies and citizens (especially those who have traditionally been marginalized
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or who feel that the police are their communities to harass them rather than protect them).
However, we feel it is vital to encourage a broad dialogue on domestic surveillance in order
to ensure that city residents know what is happening, and have an opportunity to express their
views on the policies and procedures enacted by law enforcement agencies and other city
departments.

We recommend that City Councilndertake a survey of public opinion about
surveillance. Based on our research, we argue Ihglicies should take into accouthe
needs and desires of citizens as well as the prevention of crime; and 2) community
engagement will ultimately make local residents more accepting of surveillance regimes than
if they find out about the cityOs actions through the media or actigitizations It is
crucial that the survey be representative of all of the citizens of Pittsburgh, with special
attention paid to traditionally marginalized groups as well as other crucial stakeholders like
business owners, neighborhood groups, and dberties organizations. The details of how
the survey would be carried out should be determined in consultation with survey design
specialists in government and local universities or think tanks (e.g., Carnegie Mellon,
University of Pittsburgh, or the RANDCorporation) and community/neighborhood
advocates. We suggest that a diversity of mechanisms be used to reach all stakeholders,
including phone, Internet, maih and hanetlistributed versions of the survey.

12. Recommendations for Pittsburgh Community Response Survey —Survey Questions and
Focus Areas

Theremust be clarity irthe questionsasked in the surveyrerms such as Osatisfaction,O
Oprivacy,0O Osurveillance,0 Osurveillance cameras, Oacceptable,O and OadequateO need t
clearly defined, otherwise the results will be ambiguous arehvie more questions
unanswered. In addition to questions about surveillance, the survey should address issues of
citizen and stakeholder satisfaction with local law enforcement agencies (including their
visibility or lack thereof), what they expect from police, and the extent to which citizens
trust, and feel comfortable interacting, with the police. With respect to surveillance, citizens
and other stakeholders should be asked about their knowledge of techsbkigg used or
considered, whether they believe that the City is doing enough to safagdasdual
privacy and individualrights, and if increased surveillance is changing individual or
community behaviors in a way that is detrimental to democratiagamgent and expression.

13. Public Opinion Deliberative Forum and Survey for implementation of further
technology

Public opinion and concerns must be taken into accasintore invasive surveillance
technologies are brought onlinAs this occurs, w reeommend thatthe City carefully
consider thampactthat surveillance systemsay hae on community cohesiomhis task
can be accomplished holding deliberative forura and other outreach activities (such as a

65



follow-up survey)to gaugepublic response ahgather communitynput With the public
involved, Pittsburgh can create a society where surveillance is carried out in a wagrthat
acceptable taity residents and stakeholders
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APPENDIX TO THE RECOMMENDATIONS

The following will provide supplemental information about tdperational protocols for

surveillance equipment and tbentents of the performance audits, and quarterly reports
provided by the compliance officer and internal privacy offitée operationgprotocols have
been taken directly from the Oakland Code, but the language for the quarterly reports and
performance audits have been modified

Operational Protocols must include the following for City Council consideration:

1.

A clear statement describitige purpose and use of the proposed surveillagcgpenent
and an explanation as to why there are norateres to use of the proposed surveillance
equipment.

The type of surveillanceggipment to be acquired and used, including its full
capabilities, ad number of units to be acquired and used.

Where a city dpartmenproposes to use the surveillancgigment, such as a structure,
person, or vehicle it may be attached to or an area within which it may be deployed.
How and when a city department preps to use the surveillancgugoment, sah as
whether the surveillanceeipment will be operated continuously or used only under
specific circumstancesnd whether the surveillancgugpment will be installed
permanently or temporarily.

A mitigation pan describing how the city departmentOs use of the surveiluipenent
will be regulated to protect privacy, anonymity, and limit the risk of potential abuse. The
plan shall describe mothe city department will prohibit targeting based upon a personOs
constitutionally protected status, including but not limited to race, religion, ethnicity,
gender, sexual orientation, or any other protected stabesplan shall describe how the
city department will ensure that lawful activities are mainitored suchas attending a
place of worship or a political rally, absent a strongvging for the need to use the
surveillanceequipment The showing necessary to monitor lawful activities shall be
described in the plan.

A description of how and when data will bdleoted, used, and retained, and who will
have accss to any data captured by theweillanceequipment

. The extent to which activity will be monitored in real time as data is being captured and

the extent to which monitoring or analysis of historicadlgorded information will occur.
A public outreach plarmol each community in which the city department intends to use
the surveillanceguipment that includes opportunity for public meetings, a public
comment period of no less than 90 days, and writgemey response to these comments.
City Council approval shall not occur until after the 90 day public comment period and
written agency response period has completed.

If more than oneity depatment will have access to thaerseillanceequipmenbr the

data captured by it, a lead citgphrtment shall be identified that is responsible for
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maintaining the equipment and ensuring compliance wittekgted protocols. If the lead
city department intends to delegate anytedl responsibilities to other cidgpartments
these responsibilities and associatiég departments and personnel shall be clearly
identified.

10.Whether a city dpartmentntends to share access to theveillanceequipmenbr the
collected data with any other government or private ertitysharing agreement shall be
entered into without prior City Council approval.

11. A description of the training to be proviléo operators or users of thageillance
equipment

12. A description of the intended protocols for independent audit and ovetsighsure
protocol compliance.

13. A descripton of the initial cost of thewsveillanceequipmentand any other costs, annual
or otherwise, including but not limited to maintenance, licensing, staff time, and training,
and a detailed explanation of thefling source used to cover any cost.

The Compliance Officer is in charge of providing performance audits and quarterly reports
that should answer the following questions and describe any corrective action taken or
needed:

1. Purpose Specification: How digse of surveillance equipment and the collected data directly
advance the specified purpose of the surveillance? If possible, provide specific examples.

2. Data Minimization: Was surveillance equipment used in a manner that did not directly
advance the la enforcementOs purpose?

3. Data Retention: Was data retained for a lengthier period of time than allowed by the

Pittsburgh Code of Ordinances for law enforcement relating to surveillance? If yes, describe how
many times this occurred and the specifitifiesitions for each lengthened retention period.

4. Data Safeguards: Was data improperly accessed or used? If yes, provide specific examples. If
so, were affected citizens notified?

5. Data Sharing: Was data produced to any outside entity?

a. If so, howmany times was such data produced?

b. If so, what was the lawful justification (e.g. subpoena, warrant)?

c. If so, what type of data was produced?

d. If so, what obligations were imposed on the recipient of such information?

6. Public Access: Number of plic records demands and compliance therewith.
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7. Cost Justification:

a. Initial startup costs and ongoing annual costs.
b. Have the costs resulted in increased public safety, law enforcement efficiency, or other
favorable justification?

i. Number of imes the collected data used to bring criminal charges

ii. Type of charges brought
iii. Result of those charges
iv. Specific equipment used that resulted in charges

v. Comparing crime rates in the location before and after the installation of
surveillarce equipment

8. Dispute Resolution: Have citizen or whistleblower complaints been filed, and if so, what was
the nature of the complaints, and were they resolved?

9. Requests for Change: A summary of all requests made to the City Council for approeal of th
acquisition of additional equipment, software, data, or personnel services including whether the
City approved or rejected the proposal and/or required changes to this privacy policy before
approval.

The following provisions from Oakland’s Code involve quarterly reports to be provided by the
Internal Privacy Officer have been modified to fit Pittsburgh’s surveillance purposes.

The audit would include the following:
General statistical breakdown of how the surveillance system was used including:

1. Listing and number of incident records by incident category

2. Average time to close an incident record

3. Number of incidents actionable by surveillance staff vs. number ioleints non
actionable and/or false alarms.

Crime statistics for the incidents where the collected data was used including:

1. The number of times data was archived for potential criminal investigations
2. The number of times data was exported for potential criminal investigifions

How many times dataas shared with ne@ity entities(e.g., the federal governmeimyluding:

1. The type of data disclosed
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2. Justification for disclosure
3. The entity to whom the data was disclosed and who disclosed it
4. Date and time of disclosure.

System Access Rights Audit

1. Verification that individual useassignedccess rights match access rights
a. Policy for userOs designated surveillance staff role.
2. Review of surveillace staffOs role access righilay to judge appropriateness for
surveillance staff rolduties.
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Privacy in the Technology Age

A Community Forum on Surveillance in Pittsburgh

[Month ##, Year]
[Time]
[Location]

Surveillance Technologies Used in Pittsburgh

The Pittsburgh Police Department currently employs certain
surveillance technologies in order to enhance the efficiency of
policing. These include:

Closed-Circuit Television (CCTV)

The city of Pittsburgh deploys mounted cameras throughout

the city. The locations are not published. Some cameras have
signs notifying passersby to the entry to a zone covered by
video surveillance while others do not. CCTV cameras can be
used to aid in response to crime as well as provide tracking
services to the police and g overnment.

Body Cameras

Body cameras are small cameras that are placed on police
uniforms or gear to provide video documentation of the
interactions between police and the public. Pittsburgh is just
starting to implement body cameras into police practices .
Cities around the country, such as New York City, are starting
programs to ensure compliance with laws by both the police
and civilians. In places where body cameras have been used,
there has been a significant decrease in crime and complaints
about poli ce brutality.

ShotSpotter

Pittsburgh recently introduced this technology . ShotSpotter is
a technology that can help police and emergency response
units find the location of a gunshot. Microphone technology

switches on at the sound of a gunshot and through
triangulation, is able to alert emergency response to the

location of the shooting. ShotSpotter is used throughout the

country to assist police in response to violent crime.

Community Block Watch

The South Side and communities in police Zone 3 are
implementing block watches that include video surveillance.
This is a collaboration between community members and
police to ensure the well being of the citizens. Community
members voluntarily participate in this program and purchase
the cameras on their own.

Red Light Cameras

Cameras are mounted on traffic lights throughout the city at
major intersections. Currently, Pittsburgh has approximately
20 cameras in operation. These cameras are used to ticket
drivers who run red lights. Tickets are mailed to the driverOs
home and are appealable.
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Technologies Used in Other U.S. Cities

Drones

Police departments around the country are
beginning to experiment with using drone
(unmanned areal surveillance) technology to aid
in law enforcement. There is a wide range of the
capabilities of drones including continuous video
and picture surveillance. Many communities have
been expressing concern about the trade off
between privacy and security. Some communities
have rejected drone use, while others have
supported it.

Virtual Shield

Virtual Shield is a program that is currently used in
Chicago, lllinois. This is the most extensive use of
surveillance cameras in the United States and
links over 3,000 surveillance cameras. The
technology has the ability for facial recognition
and detecting crime.

Mobile Surveillance Towers

New York City recently implemented SkyWatch,
mobile 25-foot surveillance towers mounted on
compact trailers. Each tower includes high
definition lighting and four high -powered
cameras. The operator can direct one of the
cameras, while the other three cameras are
stationary.



Discussion Questions

= \What surveillance information should be
available for the government to view?

= What should be the limits of privacy?
What areas or activities should be
private?

= Should Pittsburgh expand its video
surveillance capabilities? If so, should this
be through expansion of existing
technologies or addition of new
technologies?

= Would you support a community block
watch in your area?

= Do you believe the locations of
surveillance cameras should be published
and/or have posted signage indicating
the area is under surveillance?

Legal Terms, Precedent, and Rights

Curtilage

The area immediately surrounding a private dwelling, typically
enclosed or otherwise indicated as an area used for intimate
activities of the home. This area is considered the boundary of
the area in which a person has a reasonable expectation of
privacy. While legally protected from unreasonable search and
seizure, this protection is generally less stringent than that
afforded to the dwelling itself.

Open-fields Doctrine

Area around the home & the curtilage where the individual does
not have a reasonable expectation of privacy and warrantless
searches are allowed. This includes areas of private property that
are not typically associated with intimate activities of the
individual’s private life. Legally, the distinction between curtilage
and open fields is not always clear.

Plain View Doctrine

A legal doctrine that allows an officer to seize without a warrant
evidence that is in plain view. In order to apply the doctrine, the
officer (1) must be lawfully present in the area of public view (i.e.
not trespassing), (2) must be able to lawfully access the evidence
(i.e. cannot manipulate objects to enable view), and (3) must
have probable cause for believing the evidence is incriminating
(incrimination must be obvious).

Sunshine Laws

Laws that are intended to increase government transparency.
The Pennsylvania Right to Know Act is intended to guarantee
citizens access to public records of government bodies. Starting
in 2009, the government has to prove that something is not a
public record to deny access under this act.

Privacy vs. Security Debate

There are debates on whether there exists a tradeoff between
privacy and security. Some believe that some restrictions on
expectations of privacy may be necessary to reach a desired
level of security, while others believe that the desired level of
security can be achieved without sacrificing privacy, and some
think that sacrificing some privacy necessarily includes sacrificing
some security.

Pittsburgh Privacy Code

The Pittsburgh Code of Ordinances includes guidelines for the
use of surveillance technologies in Pittsburgh. The Code's
primary emphasis is on deterrence of “terrorist and criminal
behavior”. The placements of these technologies are intended
to be strategically determined in order to meet the stated goal
of deterrence. The rationale to use surveillance technologies is
to achieve the goal of deterrence in the most efficient means
possible. As part of this, the Code specifically mentions
"safeguards to reduce the potential for misuse”.
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APPENDIX 2: LINK TO SEATTLE SURVEILLANCE CODE OF ORDINANCES

A PDF versiorof this codecan be found at:
http://clerk.seattle.gov/~ahives/Ordinances/Ord_124142.pdf
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assistance in this context.

1875B 189 Sec. 4561.54 (A) (2) (a)

1885B 189 Sec. 4561.54 (A) (2) (b)

1895B 189 Sec. 4561.54 (A) (3) (c)

1991 order to achieve this recommendation, we also advise that the code include egar crit
for determining what constitutes personally identifiable information.

Yl5ee the OCommunity EngagementO section for recommendations pertaining to impact
evaluation.

192 5ee this reportOs analysis of the Pittsburgh Code of Ordinances for further ahtigsis o
DPSOs current role within the privacy policy.

193The current Public Safety Camera Review Committee established within the Code of
Ordinances could provide an effective forum for implementing this recommendation.

194The Rialto study is a recent experime evaluation of the effect of boalyorn video cameras
on police practices.

19° Exported means used elsewhere outside of Pittsburgh
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