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EXECUTIVE SUMMARY

China’s cyber operatives are actively embedding disruptive capabilities on
America's critical infrastructure, seeking to sow chaos during a potential

conflict and slow our ability to mobilize in response.

This infiltration, confirmed by the United States’ top security officials, exploits decades of
haphazard digitization that has left U.S. infrastructure aging and vulnerable. The clean energy
transition and broader energy expansion—accelerated by recent federal investments and
growing artificial intelligence electricity demand—presents an opportunity to counter this
threat. If implemented strategically, this transformation will offer a once-in-a-generation
chance to replace fragile legacy systems with inherently more defensible, software-defined
clean energy technologies. If implemented poorly, however, this transition will risk

magnifying our infrastructure's existing weaknesses.

The clean energy transition is fundamentally reshaping our electrical grid's architecture,
replacing centralized, “analogue” fossil generation with distributed, “digitally-native” clean
energy technologies. These more sophisticated components of the transition, like smart
inverters, battery storage, and virtual power plants, were designed from the ground up to be
software-defined and networked, unlike our legacy infrastructure, which had internet
connectivity awkwardly grafted onto systems that were never meant to be accessible to the
outside world. Moreover, these technologies are capable of more than just decarbonization and
cyber resilience—they could fundamentally reshape our relationship with energy scarcity
itself. Digitally-enabled clean electricity generation that requires little to no additional fuel or
maintenance to operate—like zero-marginal-cost solar, geothermal, or nuclear—could drive an
unprecedented level of resource abundance and affordability, catalyzing broader economic

and security benefits that we are only beginning to understand.

Realizing these benefits requires overcoming significant challenges. Heavy dependence on
Chinese manufacturing in key clean energy technologies creates supply chain vulnerabilities.
Fragmented regulatory oversight leaves significant portions of electrical infrastructure beyond
federal cybersecurity oversight. New, clean energy market entrants often lack security
expertise, while traditional energy stakeholders are struggling to adapt to and capitalize upon

the novel dynamics of zero-carbon technologies. Success requires modernizing not just our



technology, but also foundational parts of our infrastructure governance and security

frameworks.

This white paper recommends three lines of effort in pursuit of these goals. First, the U.S.
government should prioritize clean energy security and competitiveness in its competition
with China, including a focus on immediate cybersecurity needs while building toward greater

supply chain diversity in systemically critical technologies.

Second, we must drive better
integration across the security
and clean energy communities,
such as by modernizing industry
coordination bodies to better
incorporate clean energy
stakeholders, updating critical
infrastructure protection
frameworks to reflect zero-
carbon grid dynamics, and ensuring that the recently announced National Energy Council (a
potential successor to the outgoing administration’s National Climate Task Force) includes
cybersecurity agencies. Finally, government and industry alike require a more nuanced risk
assessment methodology for clean energy technologies, including coordinated cybersecurity
practices tailored to clean energy systems and an R&D strategy prioritizing opportunities for

"leap-ahead" technology advantage.

The United States can use the clean energy transition’s historic investments in our
infrastructure as a moment to build a more defensible and abundant energy future. Success
requires unprecedented collaboration between the clean energy and national security
communities, matched with reformed

governance and risk frameworks

capable of ensuring security at the

pace and scale of the transition. The

transformation of our energy

infrastructure is already underway;

the next task is to ensure that

decarbonization brings fortification

alongside it.



DISTINCT THREATS WITH THE PROMISE OF
SHARED SOLUTIONS

Climate change and great power conflict—especially with the People’s Republic

of China (PRC)—are two of the only existential threats to Americans’ way of life.

Both threats have been consistently identified by national security leaders as fundamental
challenges to U.S. interests, with the PRC representing the nation's primary strategic
competitor and climate change bringing unprecedented risks to global stability. These dangers
hold such a position of preeminent strategic attention because they are uniquely capable of
fundamentally altering the political, economic, and ecological foundations upon which

American security and prosperity depend.

The U.S. government
has warned consistently
that the PRC is the only
country with both the
capability and intent to
upend the international
order. Chinese President
Xi Jinping reportedly
has directed the People’s
Liberation Army (PLA)—
China’s military—to be
prepared to do just that
in a conflict over Taiwan
by the year 2027.'In
anticipation of such a
conflict, Beijing has
been investing in cyber capabilities and operations intended to disrupt services designated by
the United States to be its “critical infrastructure.” This includes services we consider
foundational to the basic functioning of modern society, from running water, to electricity, to
our telecommunications system. Unfortunately, much of this infrastructure is built on a

hodgepodge of technologies that are difficult to secure. Decades-old plumbing and power line



controls that never were intended to be connected to the internet are increasingly being
managed with remotely-accessible software, creating inconsistent “seams” in digitization that

are too easy for cyber actors to exploit.

Exploiting these “seams” in critical infrastructure during a crisis would have both military and
civilian costs. Jen Easterly, director of the Cybersecurity and Infrastructure Security Agency
(CISA), told the House Select Committee on China® earlier this year that PRC cyber actors are
seeking to preposition disruptive cyber effects on U.S. infrastructure to stymie Washington's
ability to project power abroad while sowing societal chaos at home. FBI Director Christopher
Wray similarly has warned that these malicious cyber campaigns are “broad and unrelenting,”
and that Beijing’s “plan is to land low blows against civilian infrastructure to try and induce
panic and break America’s will to resist.“” Recent research into cyberattacks against hospitals
by criminal ransomware gangs suggests that even simple disruptions to computer services can
meaningfully raise patient mortality rates; if paired with disruptions to water or power, it is
easy to imagine how human consequences could worsen quickly within and beyond the
healthcare system.”

Microsoft in 2023 publicly exposed one PRC state-backed hacking group responsible for a
variety of critical infrastructure intrusions, issuing them the taxonomic moniker “Volt
Typhoon.” Volt Typhoon was notable for its stealth, using a variety of means to secure a user’s
valid credentials and then wielding those credentials so that their nefarious activities blended
into legitimate network traffic (cyber tradecraft known as “living-off-the-land techniques”).
Volt Typhoon apparently has been active on U.S. systems since 2021 and motivated some of the
federal government’s most urgent recent warnings about the vulnerability of Americans’

infrastructure.*t

Yet Americans’ infrastructure is also suffering from damage not nearly as subtle as a
cyberattack. Early research indicates that climate change made Hurricane Helene much more
powerful and enduring than the recorded norm."# Unusually hot waters in the Gulf of Mexico
imbued Helene with the additional energy necessary for it to reach far further inland with
greater severity than typical storms, bringing historic flooding to Appalachia that resulted in
hundreds of deaths.* Researchers in the Journal of the American Medical Association have
found that extreme heat is also driving deaths directly, including a sharp increase of more than
16 percent per year since 2016.* Climate change-driven effects like these will hit more tropical
regions of the world even harder, threatening untold human costs and the destabilization of

global supply chains, agriculture, and economic flows upon which Americans depend.



The clean energy transition has

intertwined these two seemingly

disparate sources of risk.

Accelerated by 2021’s

Bipartisan Infrastructure Law,

2022’s Inflation Reduction Act,

and growing data center demand,

this overhaul of our critical

infrastructure is creating a dual

opportunity to protect Americans against both hackers and hurricanes. The shift to more
sophisticated, distributed energy technologies like smart inverters, battery storage, and virtual
power plants offers a once-in-a-generation opportunity to modernize our grid. If done well,
this transformation could eliminate outdated and vulnerable infrastructure—our "technical
debt"—that is ill-equipped for today's digital landscape in favor of a modern architecture more
defensible against cyber threats. If done poorly, however, this transformation could magnify
underlying vulnerability, bringing new sources of risk and exploitation to our infrastructure

while fixing none of the cracks in its shaky, century-old foundation.

PREPARING THE BATTLEFIELD FOR ZERO-
CARBON REINFORCEMENTS

The overwhelming majority of the United States’ critical infrastructure was not

designed for the shape and requirements of our digital economy.

Many of the technologies that define our various infrastructure sectors were never intended to
be as digitally interconnected as they are now, and no single government agency has the
authority to enforce modern security standards across all these interconnected systems. The
resulting “seams” in our infrastructure’s digital defenses are imperiling many sectors but are

especially present in the electricity sector and its fragmented regulatory environment.



While the electricity sector has been navigating the implications of digitization for decades, the
clean energy transition is revealing an increasingly bifurcated ecosystem of carbon-free
technologies that are generally digitally native, and legacy fossil technologies that are generally
digitally adapted. The latter digitally-adapted infrastructure long has been recognized as a
growing source of national security risk, with too many instances of digital connectivity being
imperfectly integrated with technologies that are not designed for or securable against such
connectivity. Clean energy technologies, which in contrast are more sophisticated and digitally
native, can modernize that infrastructure if they are integrated well. But if more complex and
software-defined clean tech is integrated into our infrastructure without consideration of its
present and future vulnerabilities, the clean energy transition instead could add to national
security risk by layering over our grid’s flaws, offering more opportunities for malicious actors
to exploit them.

To capitalize on clean energy’s
potential to transform our
electricity system’s defensibility
and resilience against growing
PRC cyber threats, our aging
power infrastructure will need
to update its aging institutions—
from its fundamental
architecture, to its technology
ecosystem, to the convening structures through which industry and government collaborate.

Architecture

The United States’ electricity grid is divided into three functions: 1) generation, or the power
plants that produce electricity for end use; 2) transmission, which moves electricity (typically at
very high voltages) from geographically distant generation closer to where it will be consumed;
and 3) distribution, which converts electricity from the transmission system into more locally-
useful forms and carries it into residential, commercial, and industrial destinations. For
decades this architecture has been organized around a few large nodes of generation, a
primary transmission backbone (like the large transmission towers sometimes seen alongside
interstate highways), and a simple distribution system (like local substations and
neighborhood power line poles), all largely pushing electricity in one direction (from

generation to end use). In this architecture, power plants have kept energy supply and demand



in a perpetual state of near-perfect balance by adjusting upward or downward how much fossil

fuel they were burning at any given moment.

The clean energy transition is scrambling this architecture. Instead of a few central nodes of
generation—such as the large coal-fired power plants that provided much of the country’s
electricity across the twentieth century—the grid is moving rapidly toward more numerous and
distributed generation sources, like photovoltaic solar panels or collections of wind turbines.
While fossil-based generation adjusts the supply of electricity up or down based on demand,
many clean energy technologies generate electricity on the intermittent “supply” schedule of
the sun or wind. This new pattern requires a more flexible grid capable of moving renewable
energy from areas of surplus to areas of scarcity or storing it during times of surplus for use
during times of scarcity. Already, some sunnier states like Texas or California are struggling
with midday solar energy so abundant that prices can drop below zero, and they are working to
either build transmission capable of moving excess energy to other regions (such as via new
transmission lines) or build new forms of storage to move that excess energy to other times
(such as via utility-scale batteries).® Excessively abundant zero-carbon energy is an excellent
problem to have, but one that will need to be solved with a more modern grid capable of
moving electricity in more directions and in greater quantities than our legacy energy

architecture can.

Yet building a more flexible, modern grid architecture is about more than handling new clean
energy sources better—it also can present more opportunities for resilience against disasters
and defensibility against attack. For example, a more sophisticated grid armed with
distributed energy sources, precisely controlled battery storage, and multidirectional
electricity flows could more easily recover from storm damage, surge power to unexpected
needs, or temporarily divide an unstable electricity system into quarantined “microgrids.”
All these capabilities would not just help people who are struggling with natural disasters
like floods or hurricanes, but also prevent targeted cyberattacks from snowballing into
countrywide consequences.*!

This is not yet the grid architecture we have today. The clean energy transition is making
progress in driving modernization, but the rigid “generation, transmission, storage” paradigm
is straining against our energy demand, and offers a vulnerable target to national security
threats. Holding this paradigm back from the pace of change it needs are the aging and
difficult-to-secure technologies that underpin it, and the fragmented regulatory frameworks

that govern it.



Technology

Even for a grid that was never designed for digitization, the economic case for adding network
connectivity and remote access after the fact has been irresistible for years. Long before the
recent shift toward decarbonization, infrastructure operators eagerly adopted remote
management tools that allowed them to monitor and even control far-flung facilities that were
difficult, time consuming, or dangerous to access. Being able to monitor and control
operational technologies without having to dispatch a specialized technician to spend time or
incur risk in doing so had a clearly beneficial business case—a business case that only
improved as the resulting data allowed infrastructure operators to more precisely understand
and model their systems and identify opportunities for efficiency gains as well. In many cases,
this pursuit of remote management represented a novel combination of information
technologies (IT), like the relatively new computers, servers, and internet connectivity we think
of as comprising our digital ecosystem, and operational technologies (OT), the older category of
sensors, switches, and pumps that make up much of our infrastructure’s industrial control

systems. But this post-hoc digitization brought with it unintended consequences.

Cybersecurity for IT is a mature field of technical and policy discourse, while cybersecurity for
OT is much younger. The best and most appropriate frameworks for encryption are a perennial
debate among IT architects, but the integration of operational technologies with networked
connectivity is so recent a paradigm that OT communications traditionally have not been
encrypted at all.® The growing adoption of internet-of-things (IoT) devices in industrial
applications, and GPS communications for grid synchronization operations, only magnifies
these concerns.™ These concerns transitioned from theoretical to actual when, in 2015, Russia-
backed cyber actors used a combination of stolen remote access credentials, malware, and
denial of service attacks to disrupt Ukraine’s electrical grid and leave hundreds of thousands

without power.™

While clean energy's greater reliance on software raises its cybersecurity stakes, it also opens
new paths to make our power grid more secure and capable. Unlike fossil fuel systems that
were retrofitted with digital controls as an afterthought, clean energy technologies are built
from the ground up with software at their core. This "digitally-native" design means they can
incorporate modern security features and—crucially—can be updated when knowledge of new
threats emerges. This is a notable contrast to our aging power infrastructure, where many
critical components cannot be patched against new cyber threats and must remain in service

for decades despite known vulnerabilities. By embracing and responsibly implementing clean



energy's technical flexibility, we can build a power grid that not only emits lower carbon but is

fundamentally more defensible than what we have today.

Three key clean energy technologies show how this digital innovation can either strengthen or

weaken our power grid, depending on how we deploy them:

Smart Inverter Controls & Power Conversion Equipment

Smart inverters are critical safety checkpoints for our power grid, leveraging
sophisticated computing and connectivity to manage the different types of electricity

the grid requires.

Regional electrical grids run on alternating current (AC) of particular frequencies, and
any electricity flowing onto those grids must match their respective frequencies or risk
destabilizing them. Many traditional power plants meet these requirements by burning
fossil energy to rotate turbines at a mechanically determined frequency in sync with the

grid to which they are connecting.

Many clean energy technologies, including solar, wind, or power being disbursed from
battery storage are natively generating electricity in direct current (DC) and need tools
like inverters to convert their DC power into AC power at its connecting grid’s
appropriate frequency. Modern smart inverters can be even more sophisticated than
that, not only converting DC to AC but also leveraging digital connectivity and
networked communications to help support broader grid stability. This can include
helping to maintain grid frequency against or in the aftermath of disruptive events,
serving as “firebreaks” that automatically shut down their grid connection if they detect
anomalous power behavior, or even managing failover maneuvers into microgrids or
grid “islands.” Smart inverters can help transition our grid architecture into one of self-

healing electrical networks and assets that can individually fail without causing



cascading outages. These capabilities show potential for the clean energy transition to
transform IT/OT convergence from a vulnerability into an asset. If designed and
integrated with secure software and hardware development practices, smart inverters
and distributed energy generation could replace our haphazard approach to digitization

with a more secure and resilient infrastructure.

Batteries

Recent breakthroughs in manufacturing efficiencies—and failures to expand land use
policies—mean batteries are playing a more central role in the clean energy transition
than analysts expected just a few years ago. Prices for lithium-ion and related battery
technologies fell 90 percent between 2008 and 2023 and are expected to fall another 50
percent by 2026, helped along by economies of scale from consumer electronics and
electric vehicle supply chains, and technological innovation reducing the need for

critical minerals. Simultaneously, permitting, siting, and related land use obstacles are
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delaying broader power plant and transmission investments, in some cases stranding
abundant clean energy in time or geographies in excess of demand. Batteries are easier
to site and can absorb and time-shift some of this local surplus of clean energy, but like
smart inverters, utility-scale battery facilities are also able to leverage digital
communication and sophisticated computing to support grid reliability and provide

sources of resilience against power disruption.

If properly designed with
secure software, the
proliferation of grid-
connected batteries will
continue to transform
clean energy economics
and strengthen our critical
infrastructure. Already,
huge deployments of
Californian and Texan battery facilities are making intermittent solar look and act more
like a traditional power plant. By storing low-cost (or even free) electricity from the
midday sun and releasing it back onto the grid in time for the typical early-evening
surge in consumer power use, these batteries are turning variable resources like
sunlight into a resource that functions like a traditional power plant burning more or
less fuel depending on demand.™ Residential batteries are also benefiting from these
dynamics, giving individual households similar advantages in resilience and demand-
shifting at rapidly declining prices. An end user can charge their residential battery
with rooftop solar panels during the day, and then tap into that stored power to run
their evening appliance use and reduce the electricity they need to pull from the larger

grid while its prices spike during nighttime periods of higher demand and lower supply.

Virtual Power Plants

Virtual power plants (VPPs) are software tools that combine and coordinate numerous
(even thousands) of separate energy resources to create a single “virtual” resource that
can be managed and dispatched as though it were a traditional power plant. VPP
software is a novel capability made possible by sophisticated, digitally-native energy

technologies, including those proliferating as a result of the clean energy transition.
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For example, a utility may find that its traditional energy generation capacity is likely to
be briefly insufficient to meet demand one afternoon as the sun is setting and its
customers are returning home and starting to run their air conditioners, stoves,
dishwashers, and clothes dryers in rapid succession. In a world of distributed, digitally
connected energy resources and systems, the utility might simultaneously begin
tapping utility-scale battery facilities and compensate a few thousand customers for
access to 1 percent of the energy stored in each of their EVs or for turning their smart
thermostats up one degree. The utility would be able to treat these thousands of small
demand and supply adjustments as though it were a single, coherent entity—a virtual
power plant capable of dispatching that aggregated energy wherever and however it is

needed to manage grid requirements.

As purely software-defined creations with systemic impact on regional infrastructure,
virtual power plants represent some of the most innovative new capabilities of our
digitally enabled clean energy transition. They also present an aggregation of all our
infrastructure’s digitally enabled risk; a malign actor with the ability to reach into
thousands of connected sources of electricity, aggregate them, and direct them at their

whim would be a dangerous possibility indeed.

As the clean energy transition integrates these technologies into our infrastructure in greater
numbers and positions of influence, the United States has the potential to enjoy a more secure,
resilient, and flexible electricity ecosystem than a fossil-fuel based, haphazardly digitized grid
ever could have provided. That potential can only be realized, however, if these
disproportionately digitally-native clean energy technologies are built and integrated as secure
and resilient by design. Without that confidence, the energy transition’s promise of greater
ambition and systemic resilience could be perverted into greater systemic risk via an even
larger threat surface than our infrastructure has now. Unfortunately, the convening and
governance structures through which industry and government collaborate are struggling to

provide that confidence.
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Governance

Across the public and private sectors, formal and informal governance
frameworks are struggling to keep pace with the speed of both digitization and
decarbonization—much less to be able to capitalize on the opportunities of

their combination.

The Government Accountability Office has sounded the alarm for years that our electrical
grid’s growing vulnerability to cyber threats is exacerbated by its regulatory complexity.* The
grid’s distribution system—the layer likely to see the largest proliferation of digital
connectivity—is generally regulated by the states and exempt from many federal cybersecurity
requirements. While the Federal Electricity Regulatory Commission (FERC), via the North
American Electric Reliability Corporation (NERC), helps set mandatory critical infrastructure
protection standards, their jurisdiction is remarkably limited against the scope and scale of
cybersecurity and technology risk. A 2022 Atlantic Council report warned that, because of the
distribution system’s various exemptions from FERC’s jurisdiction, only ten to twenty percent
of the entire U.S. electricity sector was, in practice, subject to their requirements. In 2023, the
United States produced a National Cybersecurity Strategy that committed the federal
government to pursue binding, minimum cybersecurity requirements in all critical

infrastructure sectors, but that federal effort is meeting uneven progress.™*

Non-federal governance frameworks face similar challenges. Traditional infrastructure
cybersecurity is built on a lattice of sectoral convening bodies, public-private intelligence
analysis organizations, and frameworks of technical standards and design principles—most of
which are straining to move at the speed and scale of the clean energy transition. Clean energy
technologies often work in fundamentally different ways than their fossil-based forebears and
require novel, first-order integration, security, and resilience considerations that these
structures were not built to support. The clean energy transition is deploying at a speed
matching its significant cost advantages and potential to avert the worst effects of climate
change, but also at a speed these institutions never anticipated serving. And finally, the clean
energy transition’s greatest asset—the dynamism and diversity of its private sector ecosystem—
is also one of its greatest liabilities. Unlike large traditional power companies with decades of
security experience, many clean energy companies are newer, smaller startups that may not
fully understand the security threats they face or how their technologies could be vulnerable to
attack.

13



Two illustrative and critical areas of our infrastructure protection institutions are struggling to

keep up with the promise of clean energy technologies:

Technical Standards and Design Principles for Security

Traditional infrastructure cybersecurity generally has relied upon consensus-based
technical standards—such as those facilitated by the National Institute of Standards and
Technology (NIST)—to promote the consistent application of best practices. These
standards, when paired with overarching design principles (like secure-by-design and
secure-by-default software planning development guidelines),”™ seek to provide both
philosophical and technical roadmaps that engineers, planners, and executives alike
can apply to their products and services. Ensuring the security and resilience of clean
energy technologies’ novel fusion of IT and OT will require, depending on the specific
case, either entirely new standards, new implementation guidance of existing

standards, or a combination of both.

The U.S. government, via

NIST, CISA, multiple

national labs, and the

Departments of Energy and

Transportation, have made

significant progress in this

arena and are committed to

delivering more. ™

Successfully developing

these standards also requires deep engagement from industry, however, as companies
building and deploying clean energy technologies best understand their technical
complexities and operational realities. Because of this (necessary and proper) public-
private collaboration, standards development is a deliberative, consensus-based, multi-
stakeholder process that is frequently time-consuming and dependent on a small

community of specialized experts, often making it difficult to scale or accelerate.

Vehicle electrification has been a pioneering effort in navigating these challenges, with
innovative bodies like the Joint Office of Energy and Transportation (“the Joint Office”)
bringing together technical experts and programmatic funding experts from the

Departments of Energy and Transportation into a nimble, high-performing integration

cell that collaborates with automakers and parts suppliers. The Joint Office is helping

14



industry and the U.S. government rapidly identify gaps in standards requirements and
commission the research and convenings necessary to fill them—all while
simultaneously pursuing a deployment schedule aggressive enough to meet growing
consumer demand and international climate goals.™" Cultivating a culture of security,
resilience, and upgradeability—across both the public and private sectors—has proven
to be a key step in maintaining this agility while standards development learns and
“catches up,” but this will be a harder lesson to port to other diffuse and globally-

interdependent sectors of the clean energy transition.

Industry Coordinating Bodies and Public-Private Information
Sharing

Most of the United States’ critical infrastructure is privately owned or operated, and the
primary architects of our digital ecosystem and its cybersecurity are similarly situated
in the private sector. The leading role of public-private partnerships in these fields has
been conventional wisdom for decades, and it has driven the development of a mature
ecosystem of sectoral coordinating bodies and information sharing organizations.
These bodies, like the Electricity Subsector Coordinating Council and various
Information Sharing & Analysis Organizations (ISAOs),™ help facilitate data flows,
distribute threat intelligence, coordinate crisis response and preparedness, and develop

strategic and policy agendas.

These kinds of coordinating councils and ISAOs have become very effective at serving
their traditional memberships and technological contexts. They have had decades of
experience working with their regulators, analyzing and anticipating threat actors and
other forms of systemic risk, and securing a relatively slow-moving technology
ecosystem. The clean energy transition represents, in many ways, an exogenous shock
to these structures; a consolidated and mature membership community is being asked
to suddenly and swiftly incorporate new technologies and stakeholders who, in many
cases, have far less of the policy, risk, and security intuition that the incumbents spent

years developing.
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Yet that kind of shock may be precisely what is required. Incumbent electricity
stakeholders are charged with defending an aging technical ecosystem with
haphazard digitization against mounting threats from cyber actors backed by Beijing
and others. The dynamism and technical sophistication offered by new, clean energy
market entrants can be an asset in overcoming that challenge, but those new
entrants also need the traditional incumbents’ partnership in navigating national
security considerations they may never have been prompted to consider previously.
While longstanding energy stakeholders regularly handle intelligence that illustrates
the bracing nature of PRC capabilities and intent, many newer clean energy market
entrants (whose supply chains disproportionately run through China) have been slow to

internalize these realities.
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Traditional energy incumbents, however, also need to make room for those new
entrants as co-stakeholders. Sector coordinating councils and analysis organizations
have been slow to admit clean energy representatives or adapt their processes to
accommodate their more diffuse market structure, even as zero-carbon generation has
surged to the point that it now accounts for the overwhelming majority of new
electricity added to the grid.® New clean energy market entrants hold tremendous
promise to help the electricity
sector become a far more secure,
resilient, and ambitious
ecosystem—but only if armed
with the intelligence,
collaboration structures, and
authorities necessary to be full

partners in doing so.

POLICY RECOMMENDATIONS: BUILDING
STRATEGIC UNITY AGAINST BOTH CLIMATE
CHANGE AND GREAT POWER CONFLICT

The United States cannot afford to confront two of its only existential threats in isolation,
especially when their technological implications are so deeply intertwined. The following
recommendations are intended to promote that unity of effort from strategic direction, to
tactical prioritization, to technical implementation. They are anchored in building resilience
against the risk of PRC cyberattacks on our critical infrastructure but can and must inform the
United States’ broader technological competition with China—which is increasingly likely to

have clean energy industrial leadership at its core.
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Line of Effort 1: Make Clean Energy Security a Core
Area of Competition with China

The United States should resist the temptation to reactively mirror the moves
of its competitors—but it also shouldn’t be afraid to react when its competitors
are right. Beijing clearly views its early advantage in clean energy

manufacturing and deployment as a strategic asset. ™"

Global investment flows into clean energy are approaching $2 trillion a year, and the
technologies leading those investments (like solar photovoltaics and lithium-ion batteries)
remain largely dependent on Chinese supply chains.® The PRC is enmeshing itself into one
of the largest global capital

investment opportunities in

history, generating favorable

investment returns while

insulating itself against the kind

of economic isolation that

Russia has faced following its

2022 invasion of Ukraine. It is

no surprise that Xi Jinping

repeatedly has emphasized the

crucial role of Chinese leadership in clean energy, telling a recent study session of the Chinese
Communist Party’s Central Committee to prioritize “new energy” while exhorting them to

“[coordinate] the development of new energy with national energy security” considerations.™*

The United States should signal a similar political, financial, and, critically, national security
commitment to clean energy technologies. In the immediate term, the United States should
prioritize cybersecurity and vendor trust so that these technologies can play the role we
need them to in strengthening the defensibility of our grid—even while they are
disproportionately sourced from some of the very countries against which we need to
defend that grid. In the longer term, the United States will need to focus on supply chain
diversity more directly.

18



This supply chain diversification should be a source of expeditious concern for U.S.
policymakers—but not an irrational panic. Global interdependencies in the markets for oil
and semiconductors are instructive contrasts. Gasoline refineries need uninterrupted flows of
crude oil inputs to keep producing energy, whereas solar panels require almost no additional
inputs for long-term operation; unlike in the case of oil, if the United States were one day
suddenly cut off from every photovoltaic producer in the world, an energy crisis would not
ensue immediately. And while clean energy technologies are generally much more
sophisticated than their fossil fuel counterparts, their manufacturing requirements are still
simpler than the vast expense and complexity that drive concentration in the semiconductor
market. Even so, lessons from the painful and expensive semiconductor reshoring process will
be valuable; an ounce of
prevention is worth a pound of
cure, and policymakers should
seek to quickly erode the PRC’s
early lead in clean energy
manufacturing before a CHIPS
& Science Act-style “major

surgery” is required.

But while contesting leadership in clean energy manufacturing will be important for
maintaining both cybersecurity and manufacturing competitiveness during the world’s clean
energy transition, its most potent impact could be in capturing the upside potential of clean
energy technologies. Some clean energy technologies—especially solar, the cheapest and
fastest-deploying—are capable of near-zero-marginal-cost electricity generation. In contrast to
fossil fuel-based power plants, a solar farm need be constructed only once to generate
electricity for decades without the need for additional “fuel” and with strikingly low
maintenance costs.™ Similarly rapid declines in prices for utility-scale batteries are allowing
sunny states to capture solar-

generated electricity when it

is so abundant that prices

reach or fall below zero as

solar supply exceeds the

grid’s ability to absorb it,

transforming wasted midday

surplus into usable evening

stores.®™ Decoupling energy
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generation from environmental damage, unstable international oil dependencies, or (in the
case of solar) even near-term scarcity itself could drive a level of resource abundance capable
of catalyzing breakthroughs in AI development, scientific research, and international

competitiveness that we do not yet know how to fully quantify.>

This upside potential is speculative—but when that upside potential is so high, so should be our
tolerance for uncertainty. The national mobilization around artificial intelligence
development, for example, is motivated by the (at least somewhat well-founded) hunch that AI
capabilities will have significant national security implications, and that understanding and
realizing those implications holds such potential that the United States should race to maintain
its first-mover advantage. While the pace of clean energy innovation may be slightly slower,
recent breakthroughs in solar efficiency, batteries, nuclear fission reactors, nuclear fusion
research, enhanced geothermal wells, and materials science suggest it may not be far behind
and could indeed be crucial to our Al ambitions. The possibility of electricity generation so
clean, cheap, and abundant as to test the bounds of energy scarcity is increasingly linked to
the concept of artificial superintelligence, and arguably possesses a scientifically clearer
pathway to near-term deployment. The U.S. government should invest a similar urgency in
understanding the potential of this abundance agenda as it is investing in artificial
intelligence, and in assessing whether it should be racing to realize it before Beijing.

e Recommendation: The U.S. government should adopt a clean energy security and
competitiveness strategy.

o This strategy should focus in the near term on the cybersecurity, availability,
and vendor trustworthiness of key clean energy technologies, especially those
with high dependence on PRC supply chains.

o Inthe medium term, it should adapt lessons learned from U.S. and allied
semiconductor supply chain diversification efforts, including maintaining both
leading-edge innovative engines and trailing-edge production capacities.

o This strategy should prioritize maintaining U.S. and allied leadership in
international clean energy financing. This should ensure that cyber-secure and
trusted technology is accessible to emerging markets, that those markets’
demand can contribute to U.S. and allied manufacturing capacity, and in so
doing, balance PRC influence over the future of those markets’ energy

security. >
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e Recommendation: The Council of Economic Advisors and the President's Council of
Advisors on Science and Technology (or appropriate analogues) should issue a joint
report on the potential for clean energy abundance and its national security
implications.

o This report should study how to maximize the potential of zero-marginal-cost
clean energy deployment, identify any policy and scientific barriers to near-
term energy abundance, and outline the economic and national security
implications that policymakers should consider to achieve, and as a result of

achieving, that abundance.

Line of Effort 2: Build and Strengthen a “China
Risk/Climate Risk” Community of Practice Across
the Public and Private Sectors

The clean energy transition is deeply intertwined with U.S.-China competition,

but the leading stakeholders behind each are not.

Climate leaders often hail from energy and advocacy backgrounds, organize around
ambitiously affirmative policy agendas, and are focused on mitigating climate risk. China
hands often emerge from “hard national security” backgrounds, organize around issues like
deterrence and decoupling, and spend much of their intellectual capital on interdicting hostile
PRC intent. There are obvious areas of overlap and cross-pollination between these
communities, but rarely at the levels and depths necessary to promote the unity of purpose and
strategic prominence it seems to enjoy in Beijing. A more coherently integrated “China

risk/climate risk” community of practice is needed across both the public and private sectors.

The U.S. government should take steps to structurally promote that integration in its
policymaking processes. Policy councils in the Executive Office of the President, for example,
coordinate functional expertise from across the various departments and agencies—e.g., by
convening representatives from every cyber policy office in government—but in so doing,
sometimes can recreate silos across those functional areas of expertise. Critical infrastructure
protection, for example, depends on both teams and policy frameworks that often focus on
Chinese cyber threats, but have not been updated yet to incorporate clean energy-specific

considerations, despite a) the fundamentally distinct way clean energy technologies interact
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with digital connectivity in comparison to their fossil fuel-based predecessors, and b) the
historically unprecedented adoption of these technologies in the United States and around the
world. The reverse is also true, with many clean energy processes deploying technologies that
will fundamentally alter the nature of cyber risk on our critical infrastructure, but with little
integration of national security-focused professionals to mitigate this risk, much less turn it
into the opportunities proposed by this white paper. Minor changes to policy processes to

intentionally intermingle PRC and climate professionals would return significant benefits.

Industry and sectoral coordination bodies also require this intentional intermingling.
Traditional energy companies and stakeholders have significant experience mitigating cyber
threats generally and those
from the PRC specifically, but
that experience needs to be
better integrated into the
clean energy community and
to inform the ongoing
transformation of our energy
infrastructure. Intelligence
analysis and distribution
mechanisms need to be
updated to better serve the clean energy vendor community, who are generally smaller, more
numerous, and more diffuse than their fossil energy counterparts. These bodies and sectoral
coordinating mechanisms similarly need to better represent the communities they serve,
ensuring that membership reflects the prominence of new clean energy participants in their
respective marketplaces. Tesla, for example, is by a large margin the United States’ largest
electric carmaker, producer of one of the most popular individual car models in the world,*"
and arguably the most software-defined car on the market but it still has not joined the
Automotive Information Sharing and Analysis Center (ISAC)—a handicap to both Tesla and the
sector’s ISAC. ™

e Recommendation: The U.S. government should intentionally integrate relevant
national security and clean energy policymaking processes and frameworks.

o The newly announced National Energy Council, potentially a successor to the
National Climate Task Force (a principals committee created in 2021 to
adjudicate whole-of-government climate and energy policy from inside the
Executive Office of the President), should add CISA and the National Security
Agency to its membership.
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O

The next National Infrastructure Risk Management Plan, a White House-
directed policy update coordinated by CISA and due later in 2025, should
explicitly incorporate the novel considerations introduced by clean energy
technologies.

The Joint Office of Energy and Transportation should be expanded to improve
the scope of impact of its uncommonly successful model for integrating both

rapid technology deployment and nimble standards development.

Recommendation: Industry coordination and intelligence sharing bodies should

ensure their membership and processes are designed to incorporate and engage with

the clean energy ecosystem and its structural novelties.

o

Information Sharing and Analysis Organizations and Centers (ISAOs/ISACs)
should review a) their membership to ensure they reflect the clean energy
influence in their marketplaces, and b) restructure their coordination
mechanisms to better integrate with smaller, more numerous, and less risk-
sophisticated clean energy stakeholders.

ISAOs/ISACs and sector coordinating councils should adapt security and

resilience resources, including those on secure-by-design principles, technical

standards implementation, and open-source software security, for clean energy

stakeholders’ unique considerations.

Recommendation: Electricity sector stakeholders, from utilities to the tech industry,

should drive coordinated cybersecurity practices that are tailored to and scalable

among the broader clean energy marketplace.

O

The country’s energy utilities should coordinate on shared guidance for “what

right looks like” for the unique cybersecurity considerations of integrating clean

energy technologies into their grids. This will make it easier for clean energy

vendors to scale their contributions to security and resilience across different

regional regulatory jurisdictions and integrate into different regional grids more

efficiently, all while helping make up for the distribution-level regulatory gap in

electricity infrastructure cybersecurity.

Cloud computing hyperscalers, whose next-generation Al training data centers

are helping to propel historic increases in electricity demand, should use their
purchasing power to inform and drive new clean energy cybersecurity
practices. Hyperscalers paid utilities a “green premium” above market rates
during their initial 2010s-era data center buildouts to ensure the first generatio

of cloud computing ran on clean energy, also helping to seed the clean energy

n
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marketplace that we know today. As some of the few actors in the U.S. economy
possessing deep expertise in both energy economics and PRC exploitation of

flawed software, today’s Al-driven hyperscalers should use their influence over
the next generation of energy deployment to inform and drive the development

of clean energy-specific security practices.

Line of Effort 3: Adopt a Near-Term Risk and
Opportunity Prioritization Framework

The United States must strategically prioritize technical vulnerabilities in our rapidly evolving
energy ecosystem. The challenge is immense, requiring the simultaneous protection of the
energy sector, which represents 7 percent of the U.S. economy, with the transformational
modernization of its technological and institutional foundations. ** This effort presents three
overlapping imperatives: securing existing infrastructure during an unprecedented
modernization and transition to clean energy, seizing opportunities to build enhanced security
into new systems, and countering China's demonstrated intent to target our infrastructure with
cyberattacks. These complex demands require a clear framework to adjudicate priorities and

trade-offs as we transform our energy ecosystem.

In 2024, the United States made a down payment on that framework for near-term
cybersecurity considerations, highlighting a set of “linchpin technologies” it views as critical to
the immediate success of the energy transition and that are disproportionately defined by
digital connectivity.* The energy security community now requires a more nuanced
framework to consider the relative risk and reward of these technologies against one another,
where to surge its resources, and where synergistic investments might have benefits across

technologies and sectors.
These frameworks should consider:
Relative Risk
Which modern energy technologies have the highest exposure of digital connectivity

into their core functions? Which technologies have the most systemic influence over

our electricity infrastructure?
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For example, while photovoltaic solar panels may have embedded sensors or other
efficiency-maximizing technologies, they are digitally relatively “dumb” compared to
other parts of the clean energy ecosystem. Similarly, solar panels are unlikely by
themselves to have systemic influence over the electrical grid, because solar panel
electrical flows are typically aggregated into a more central inverter. In contrast, virtual
power plants are entirely software-defined and can have significant systemic influence
over the electrical grid. Smart inverters and batteries are likely somewhere in the
middle—more mechanical than VPPs and less digitally defined, but more systemically

influential than solar panels and still possessing significant IT/OT convergence.

Difficulty of Remediation

Which priority digitally-exposed and systemically-significant clean energy technologies
have the “easiest” route to delivering greater security and resilience to our electrical
grid? Which have scalable solutions applicable to multiple technologies, and which will

require more bespoke investments in attention and expertise?

Virtual power plants, for example, are an appealing early priority. Being entirely

digitally defined would suggest—despite their high potential for systemic impact on the

25



electrical grid—they may be the easiest to remediate. The application of secure-by-
design software development principles, established methods for penetration testing
and validation, and potential to leverage the open-source software community appear
to be scalable approaches to VPP security that are portable to and from other software-
dependent sectors. Even better, achieving that confidence in VPP software security and
resilience—even going so far as to only whitelist VPPs from the United States and
trusted partners—would not require uprooting a complex and decades-old

manufacturing supply chain from around the world.

Batteries, in contrast, are likely to be more challenging. Per the above chart of an
example risk framework, utility-scale battery deployments appear firmly in the
“middle” of digital exposure and systemic impact, likely complicating a precise analysis
of sources of risk and routes to mitigation. While software controlling how batteries
interface with the electrical grid ostensibly can be vetted in a scalable manner,
firmware operating closer to the battery cells themselves can be much more
challenging to review—especially when considering that most of those cells are
currently manufactured in China.*" The Inflation Reduction Act made resources
available in an attempt to diversify battery supply chains, but Beijing’s advantage in the
sector is immense; the most practical approach may be investing in ways to vet the
cybersecurity of today’s battery technologies while simultaneously betting on leap-
ahead technologies—such as recent breakthroughs in solid state battery
commercialization—that could allow the United States a potential leg up on future

supply chain security.>*

e Recommendation: The Department of Energy, the Cybersecurity and Infrastructure
Security Agency, and the National Security Agency should develop a joint risk and
remediation assessment framework for clean energy technologies.

o The assessment should evaluate the U.S. government’s clean energy
“linchpin technologies” according to digital exposure, systemic impact, and
relevant threat intelligence. It should identify areas of scalable
interventions—such as with broader adoption of certain secure software
development practices—and areas where bespoke interventions may be
required.

o The assessment should consider near-term cybersecurity considerations as
well as longer-term supply chain dependencies that may impede greater
certainty in relevant technologies’ security and resilience.
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Recommendation: The Office of Science & Technology Policy, the Department of
Energy, and the Department of Commerce should establish an R&D strategy for
clean energy technologies that not only are game-changing decarbonization tools,
but also provide “leap-ahead” substitution opportunities for U.S. and allied
manufacturers currently dependent on PRC supply chains.

o Informed by the above risk and remediation assessment, this R&D strategy
should identify and accelerate emerging technologies that could help break
U.S. and allied dependence on vulnerable supply chains.

o This strategy should adjudicate for which technologies the United States is
willing to tolerate relative PRC dominance—perhaps including, for example,
relatively “dumb” and commodity clean energy components—and those
which are more systemically impactful and over which the United States

should seek to retain influence, such as in battery storage.
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