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Abstract

Russia’s 2022 invasion of Ukraine was accompanied by maneuvers in information space
meant to shape the social media conversation surrounding the war. BEND provides a
useful frame for these maneuvers that can be applied to multiple social media platforms,
informing a robust social cybersecurity analysis. Using a toolkit including ORA,
Netmapper, and Botbuster, we identified and characterized information space maneuvers
on Twitter and Telegram. On both platforms, we found that pro-Russian bots employed
sophisticated maneuvers. We also found evidence of authentic (non-bot) pro-Russian users
employing a unique combination of BEND maneuvers when compared to other user types
on Telegram. Ultimately, this report serves as a case study and capability demonstration
to inform broader social cybersecurity analyses.
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1 Introduction

This document presents a case study demonstrating the analytic capabilities of ORA for
processing multiplatform data during the early days of the 2022 Russian invasion of
Ukraine. In this study, we examine the dynamics of this conflict through the emerging
lens of social cybersecurity, contrasting discussions of “Nazi-hood” on platforms like X
(formerly Twitter) and Telegram, based on social media data. This is not meant to be a
comprehensive analysis of the events surrounding the war. Instead, we seek to show
specific results that demonstrate some of the core capabilities of ORA. The associated
PowerPoint document includes detailed instructions for running the ORA reports used in
this analysis, while this document seeks to provide a more in-depth, long-form analysis.

Social cybersecurity, a pivotal area of computational social science, aims to characterize,
understand, and forecast cyber-mediated changes in human behavior and social, cultural,
and political outcomes [1]. By leveraging Al and network science, it identifies, counters,
and measures the impact of communication objectives [2], highlighting the importance to
individuals, communities, and nations [3].

Understanding how social media platforms differ is key to social cybersecurity for
several reasons:

e Different User Behaviors dictate that users interact differently across social media
platforms, influencing the types of information shared and susceptibility to cyber
threats [4].

e Varied Security Features mean each platform has unique security and privacy
features, critical for mitigating risks and protecting user data [5].

e Unique Threat Landscapes indicate that different platforms may be targeted by
unique cyber threats, making some threats common on one platform but rate on
another [6].

e Influence Operations show that social media platforms are often used for
spreading disinformation to disrupt civil discourse [1].

Understanding the difference among social media platforms is critical for effective social
cybersecurity, enabling the development of tailored strategies and tools to protect against
platform-specific threats and support open safe discourse.

Telegram and Twitter, as distinct social media platforms, play significant roles in the
Ukrainian conflict for several reasons:

e Real-Time Information provided by these platforms is crucial for citizens making
important decisions [7].

e Communication Channels like these has been utilized by both Ukrainian and
Russian governments, as well ordinary citizens, for disseminating vital
information. For instance, Ukrainian President Volodymyr Zelensky has used
them to rally global support, disseminate air raid warnings, and share maps of
local bomb shelters [8].



e Documentation of Events, particularly through Telegram, has offered live footage
of the war of bombings from residents’ phones and security cameras, potentially
serving as evidence of war crimes [§].

e Dissemination of Propaganda and Disinformation through these platforms has
created a digital battlefield where messages can either take hold without fact-
checking or get thoroughly debunked and rebutted [9,10].

e Recruitment and Organization efforts have also been facilitated through social
media [7].

e Bridge to the Western World, where Telegrams provides unique insights into the
conflict by acting as the last social media bridge from the Western world to the
Russian world [8].

Ultimately, we find key differences between the activity on two prominent social media
platforms, Telegram and Twitter, that are critical to a comprehensive understanding of
the total information space. Our results highlight the importance of employing analytic
tools that can process data from different platforms and sources, and a deep
understanding of these differences is critical for crafting effective social cybersecurity
strategies.

2 Background

This section will provide some background on the Russian invasion of Ukraine to better
contextualize our data and analysis. Additionally, we will describe Twitter and Telegram
with a focus on the differences between the two platforms.

2.1 Russia and Ukraine

As part of their invasion of Ukraine in 2022, Russia engaged in various disinformation
campaigns on multiple social media platforms [11] [12]. For example, a prominent
campaign saw the introduction of the idea that Ukraine was controlled by or otherwise
collaborated with Nazis. This idea was central to Putin’s public comments justifying his
country’s military action [13]. The narrative spread through Western news media and
was regularly repeated on social media platforms.

In addition to disinformation campaigns, both pro-Ukraine and pro-Russia actors engaged
in general information operations meant to promote their causes and degrade the
opposition. These operations included significant bot activity with varied maneuver
strategies, and they took place on multiple social media platforms [14].

2.2 Telegram and Twitter

While many social media platforms were host to information maneuvers during the
Russian invasion of Ukraine, Twitter and Telegram were especially significant due to
their user bases and global reach. Twitter is popular in the US and other English-
speaking countries but has users around the world. Given the importance of US funding
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of the Ukrainian defense, Twitter was an important battleground in the information war
surrounding the Russian invasion.

Telegram has a more global reach and is especially popular in both Russia and Ukraine
[15]. The platform was developed by a Russian citizen, Pavel Durov, and though the
Russian government has intermittently attempted to block access to Telegram, it is still
one of the most popular social media platforms in the country. Telegram is also popular
in the US for groups that fear real or perceived censorship on platforms like Twitter [17].

Both Twitter and Telegram are microblogging platforms based on short-text posts.
Twitter relies on explicit connections between users via replies, retweets, and mentions.
Users on Twitter discover new content by scrolling through an algorithmically
determined news feed.

Telegram does not present users with new content, instead requiring that users seek out
and subscribe to channels. Channels resemble a traditional blog and are run by
individuals, or small groups of individuals focused on a specific topic. Most channels
also contain an associated “chat,” which is an area where subscribers can interact. There
is also a direct messaging component of Telegram, but this paper will focus on the social
interactions that happen on public channels and groups.

Another key difference between Twitter and Telegram is the use of hashtags. Twitter
uses hashtags to tag a post as relevant to a certain topic or concept. These hashtags are
globally searchable and a keyway for users to discover new content relevant to a specific
topic. Telegram also allows users to post hashtags, but these tags are only searchable
within a specific channel. Users can search for hashtags across all their channel
subscriptions at the same time, but they cannot use hashtags to search for content outside
of the channels they are already subscribed to.

3 Data

There are key differences in the APIs available to access data on Twitter and Telegram,
and this section will begin with a description of the data collection methodology used to
compensate for and take advantage of these differences. We will conclude the section
with an overview of the data from each platform.

3.1 Collection Methodology

At the time of data collection, Twitter data was readily accessible to researchers using the
platform’s API. We used keywords related to Russia and Ukraine to create a Twitter
dataset relevant to this topic. Telegram also allows for API access, but there is no
keyword search capability. Instead, the Telegram API allows users to access any public
channel by name. Without a robust search feature, building lists of Telegram channels
relevant to a topic is an extremely difficult task. To address this issue, we developed the
methodology shown in Figure 1.
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Figure 1: Data collection methodology for Telegram.

We start by using Twitter’s keyword search capabilities to extract Tweets relevant to a
certain topic. We then extract links to Telegram from the Twitter messages, which
results in a relatively small number of Telegram channels of interest. To ensure that we
are capturing a relevant sample of Telegram data, we use snowball sampling to find
channels that are mentioned by our initial channel set. This results in a much larger list
of Telegram channels that we can mine for relevant keywords. While the Telegram
collection methodology creates the possibility for bias (in that we may not collect all
relevant channels), we are unaware of alternative methods that solve this problem.

3.2 Data Overview

The Twitter data is from February 8th, 2022, to March 15th, 2022, and contains Tweets
that mention a keyword related to Russia or Ukraine. To subset the data to a usable size,
we truncated our data to only include bots and the users they interacted with. See Table 1
for the number of specific features in the data.

The Telegram was much denser than the Twitter data, so we subsetted it to a single day:
March Ist, 2022. Bot activity is much less understood on Telegram, so we were not
comfortable subsetting to only bot accounts and instead opted to include all bot and non-
bot activity. See Table 1 for the number of specific features in the data.

Table 1: Data Set Feature Sizes

Messages/Tweets | Channels Users Hashtags Urls
Twitter 640,681 NA 213,968 23,873 108,463
Telegram 246,272 1,254 66,555 66,419 12,695




4 Analysis/Results

In this section, we will apply stance detection, bot detection, and BEND analysis to
extract insights from both the Twitter and Telegram datasets. More details on running
each method using ORA, Netmapper and Botbuster are provided in the accompanying
PowerPoint document.

4.1 Stance Detection

ORA’s stance detection report uses a weakly supervised network propagation approach to
generate stance labels for a dataset using a small set of user-supplied labels [18]. For
example, users can label several hashtags or URLs and propagate those results to label
users, messages, and channels (in Telegram).

Figure 2 shows the results of running the stance report for Telegram channels. We
observe three main channel communities that are divided by language. The Ukrainian-
language community is almost exclusively anti-Russian, while the Russian-language
community is nearly all pro-Russian. The English community is more contested but is
primarily pro-Russian.

There are many “barbell” formations in the channel network, and most of these represent
the connection between a channel and its associated discussion group. In some cases, the
stances of the channel and group are different, which suggests there are users with
opposing stances participating in these communities.
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Figure 2: A network of Telegram channel stances. Nodes represent Telegram channels
and edges denote that a channel forwarded content from another channel. Node color
codes for stance where red nodes are pro-Russian, blue are anti-Russian, and gray are

neutral. Node size corresponds to subscriber count.



Applying the stance methodology to Twitter, we find both pro-Russian and anti-Russian
content, but there is more apparent coordination in the anti-Russian content. Figure 3
shows an example ego network for an anti-Russian hashtag along with a similar network
for a pro-Russian hashtag. We can see that the anti-Russian hashtag is surrounded by a
more densely connected set of additional anti-Russian hashtags. Given that this data
contains only bot accounts, we can infer that the pro-Russian bots are using a strategy
that results in a less cohesive network of linked topics when compared to the anti-Russian
bots.
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A) An ego network for a pro-Ukrainian B) An ego network for a pro-Russian
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Figure 3: Twitter hashtag ego networks.

4.2 Bot Detection

Botbuster uses a machine learning approach that employs a mixture of experts’
methodology to label bots, leveraging both textual and network features [19].
Botbuster’s capabilities on Twitter are well-documented, but it has recently been adapted
to work with Telegram data as well.

The Twitter data used in this analysis is already subsetted to only include bot activity.
Overall, there are more pro-Ukrainian bots in the Twitter data, but these bots mostly
interacted with other pro-Ukrainian users. Conversely, the pro-Russian bots interacted
more with neutral-stance users. Figure 4 shows a prominent pro-Ukraine bot along with
a prominent pro-Russian bot demonstrating this dichotomy.

The Telegram data contains both bots and authentic users. 2.5% (667) of the users in the
dataset were identified as bots. As shown in Table 2, we found that both authentic users
and bots tended to interact more with authentic users with a compatible stance. For
example, both pro-Ukrainian bots and authentic users interacted most with authentic, pro-
Ukrainian users. This suggests that the bot communities did not leverage on-platform
communication to promote other bot accounts.
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Figure 4: Twitter bot ego networks. Green nodes are pro-Ukraine, red nodes are pro-
Russian, and orange nodes are neutral. We can see that pro-Ukraine bot mainly
interacted with other pro-Ukraine accounts while the pro-Russian bot interacted with
more neutral accounts.

While both sets of bots interacted regularly with authentic users, we found that pro-
Russian bots used twice as many hashtags and URLs when compared to pro-Ukrainian
bots (and authentic users of any stance). The increase in posted URLs indicates that the
pro-Russian bots used a strategy that sought to drive users to external sights.

Table 2: Telegram Interactions Between Bots and Authentic Users, by Stance

pro_authentic anti_authentic pro_bot anti_bot
pro_authentic 52,250 ORo 16474 430
anti_authentic 983 51,680 249 15,844
pro_bot 16,394 249 5.161 196
anti_bot 334 16,735 112 5293

4.3 BEND Analysis

BEND is a framework for describing and characterizing social cybersecurity maneuvers
using social (network) and linguistic cues [20]. The text-based cues are extracted from
the text data (Tweets or messages) using an associated natural language processing tool,
Netmapper. Combining these linguistic cues with network features allows ORA to detect
BEND maneuvers in both Twitter and Telegram data.

Figure 5 shows that there was a fairly even distribution of BEND maneuvers present in
the Twitter dataset. The pro-Ukrainian bots focused on positive community-building
maneuvers, which aimed to boost the visibility and significance of pro-Ukrainian
messaging. Conversely, the pro-Russian bots focused on negative maneuvers, which
aimed to counter the pro-Ukrainian strategy.
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Figure 5: BEND results for pro-Ukraine (stance = 1) and pro-Russian (stance = -1) bots
on Twitter.

On Telegram, we found that the Neglect maneuver was much more common than any of
the other BEND maneuvers (Figure 6). This maneuver is meant to decrease the size of an
existing group, and we found that both pro- and anti-Russian users regularly authored
comments that were identity attacks meant to belittle the opposing group.
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Figure 6: BEND results for all Telegram users.

As Figure 7 shows, we found that pro- and anti-Russian bots and authentic users
employed the BEND maneuvers to a proportionally similar degree; however, we found
that only pro-Russian authentic users employed Neutralize and Back maneuvers. Even
though this is a relatively small number of users (~30), they were conducting notably
different information maneuvers when compared to the other groups, which suggests a
specific strategy was being employed. In this case, both are narrative maneuvers, so it is
possible that there was a concerted effort by pro-Russian users to try to increase the
profile of accounts they support while degrading their opposition.
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Figure 6: BEND results for pro- and anti-Russian bots and authentic users on Telegram.

5 Discussion

Throughout this analysis, we found important insights on Twitter and Telegram that were
unique to each platform. Twitter appears to be much more pro-Ukrainian by volume, but
the pro-Russian bots on the platform employed a more sophisticated strategy by targeting
neutral users. Conversely, the pro-Russian bots relied on a less dense network of
hashtags, suggesting they did not prioritize the use of hashtags on Twitter.

Telegram is much more balanced between pro- and anti-Russian users, both authentic and
bots; however, the pro-Russian accounts also appeared to employ a more sophisticated
strategy when compared to the anti-Russian accounts. Specifically, we observed that pro-
Russian bots tended to use more URLs than their anti-Russian counterparts. Also, we
found that the only agents employing Build and Neutralize maneuvers were pro-Russian,
authentic users.

Overall, we found that while different tactics were employed on the different platforms,
the Twitter and Telegram analyses largely validate the idea that Russia was conducting
more sophisticated information operations during the early days of the invasion. We also
demonstrated that Twitter was specifically targeted by a proportionally large number of
pro-Ukrainian bots, which we did not observe on Telegram.

6 Conclusion

The analysis presented in this document showed some key insights into information
operations in the early days of the Russian invasion of Ukraine. We found evidence of
more sophisticated Russian operations that used a combination of bot and authentic
accounts, as well as many pro-Ukrainian maneuvers on Twitter relative to Telegram.
Ultimately, our analysis shows the importance of analyzing multiple platforms to build a
more comprehensive understanding of the information space. Using tools like ORA that



support multiple platforms in their analytic pipelines is critical to this style of analysis,
and the potential utility reaches far beyond what was shown in this small case study.
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8 Appendix: Slide Tutorial

This appendix includes a slide tutorial demonstrating how to manipulate the data and
generate the reports used for the analysis in this paper. The slides serve as a stand-alone
document but contain less detailed analyses than the report.
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« This document serves as:
e 1) a case study of the information environments on two social
media platforms and
e 2)atutorial demonstrating an analytic pipeline in ORA,
including:
» Exploratory analysis, Stance Detection, Bot Detection, and
BEND analysis
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Background: Russian Invasion of

UKkraine

¢ Russia invaded Ukraine on 24 February 2022 using the (fictitious) justification that
Ukraine was being run by, or was otherwise harboring, Nazis.

¢ Russia promoted the Nazis in Ukraine narrative using official channels (e.g., Putin’s
speeches) and media platforms leading up to and during the invasion.

¢ The Nazis in Ukraine narrative, along with additional pro-Russian narratives and anti-
Russian responses, flooded the information space.

¢ Comparing the resulting communications on two popular platforms (Twitter and
Telegram) serves to enhance the understanding of the full information environment.
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Background: Twitter and Telegram

e Twitter and Telegram are popular microblogging (short-text) social media platforms
e Twitter is primarily popular in the United States, but is used globally as well.

¢ Telegram is popular in Russia and Ukraine, and it has more global reach than Twitter.
Telegram use in the United States is limited and is most commonly associated with
those avoiding (real or perceived) censorship on other platforms.

e Twitter users interact directly with each other, while Telegram users subscribe to
channels where they interact.

¢ Twitter uses an algorithmic news feed to help users discover new information, while
users on Telegram must find channels of interest usin$ outside sources, search
engines, or by following forwarded content on channels they already subscribe to.
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Data Collection

Kesyward Search for

. 2iRelated Tweets  Twitter Dateset One-Hop . :
® Daterange of interest = February - Sulaioime FIFIEEIE et o ey STl samsie Fler by o oyords m;:';:;:;
March 2022 @‘—»WEEE mmme %ﬁ — (@) — 000006

5 ; 00000
* Twitter data was COlleCted usmg Sl Create/Compare VYecter Embeddings 00000

keywords: \‘ @ —

® (ontains a variation of “Nazi”

AND a variation of “Ukraine” 1
® Telegram cannot be collected with fops Exaciion E
keywords (API limitation), so we 1
found links to Telegram in the e mr‘m_as.m
Twitter data and snowball sampled o g e ﬁ; i‘éh

to find related channels.

“s” —anntlilii..

[13
ALLLY

: Carnngic Mellon University

Data Description - Twitter

® Twitter dataset that focused on English-language content featuring specific keywords: “Russian

» o

invasion,” “Russian military,” “military buildup,” and “invasion of Ukraine” from 01JAN-20NOV 2022.

¢ For ease of demonstration and analysis, we will subset to Twitter activity related to the Russian-
Ukraine War during the initial period of the Russian invasion from 08FEB - 15MAR 2022.

Tweets 640,681

Agents 213,968

urd 108,463 ® Note: This dataset is only bot related activity

Hashtags* 23,873 £AS08, m

Carm‘zlc Mnllrtu University
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Data Description - Telegram

® There are over 6 million Telegram messages captured from the snowball sampling method described on the Data
Collection slide.

® For ease of demonstration and analysis, we will subset to a single day during the early invasion of Ukraine: March
1,2022.

¢ The data contains the following:

Messages 246,272

® *Note: hashtags are used on Telegram, but differently than they

are on Twitter. Telegram hashtags are not globally searchable,
Channels 1,254 but are searchable inside specific channels. Additionally, users
can search all of their subscriptions for specific hashtags or

Users 66,555 create alerts.
Url 66,419
Hashtags* 12,695 “SIIS Py

[13
ALLLY

Carm:gic Mellon University

Data Exploration on ORA Overview

e ORA’s toolkit supports easy data exploration with statistical and network
visualizations
¢ (Graph-based analysis and visualization:
¢ ORA employs graph-based techniques to delineate relationships between entities
in a network and visualize those networks
¢ (Case-based Learning for Practical Application:
* ORA provides a structured layout to conduct step-by-step approach for
understanding complex networks

“s” A

* Carnegie ’\lcll\m University
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Data Exploration on ORA: Twitter

e Dominant Themes: “Ukraine,” “Russia,”
Russian Invasion.”

¢ Key Players: Names such as Putin,
Zelensky, and Kremlin, suggest a focus on
the leadership of Russian and Ukraine.

¢ Public Sentiment: Strong public
sentiment against the invasion and a call
for support for Ukraine.

Carnegie Mellon University

Data Exploration on ORA: Telegram

« Users interacted with an average of 3.7 other
users, but most users had few interactions:

* 43% of users had only 1 interaction
* Only 7.6% of users had 10 or more interactions

with other users
* The maximum number of interactions was 161. T

o Users regularly interacted with other users
with few interactions of their own (i.e., o
interactions were not disproportionately
between super users)

1 i =
Carnegie Mellon University
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Data Exploration on ORA: Telegram

» Channels interacted with an average of 20 other =
channels, and they interacted much more than the
users (on average):

* 11% of channels had only 1 interaction

* Only 49.6% of channels had more than 10
interactions with other channels

¢ The maximum number of interactions was 217.

« Unlike users, channels tended to interact with
other channels with higher degrees (i.e., channels
tend to forward content from popular channels.

(35 0T
é=

. I
Carnnglc Mellon University

Stance Report Overview

¢ The stance report uses a semi-supervised network-propagation approach to
label nodes according to their stance on a particular issue.
e Users are asked to label nodes with known stance, for example URLSs, Users,
Channels, or Hashtags that clearly represent a given stance.
¢ Network relationships between these tagged nodes are used to propagate labels
to the full nodeset(s)
e The results of the Stance Report are useful in downstream analyses that benefit
from dividing the data by stance.
¢ Ex) Determining if bots tend to be pro- or anti-Russian
® Stance results are especially useful for BEND analysis.

ﬂlﬂ’ A

12
Carnegie Mnllrtu Lniversity
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Stance Report Process

2B TPt o ot ek ik £

Pt nemabrians Ssbat e etk

Puterumab i chi

¢ Initiate report using “Generate

" Reports”
T = . Select “Stance Detection” and your
(gl = e m— meta network.

Ll ) )

13 =
Carnegie Mellon University

Stance Report Process

&% Generate Reports - Stance Detection X
* Select the primary nodes that S S A i S SN UL W SO
. . meno“ Social madia data with documants, authors, and words can improva stance dataction rasuits.
have an interaction that you
Select a primary rodeset: Select a stance algorithm:
want to use to propagate o User \  Genersl label propagation v

stance.

Primary Node Interaction

Select Nodesst x Nodesst interaction networks to propagate stance. An interaction link (11) should mean that

) L. node | should adopt the stance of nace j, for exampie: emals-to, talks-to, redlies, mentions, or retwaets.
e For Tw1tter, this is usuauy Enter the networks in decreasing arder of importance:

“User” and for Telegram User s User-RepledBy | Use ks decty - @
either “USCI'” or “Channel"_ llaar ¥ Liear - Fornaraed By § | Use links dirctly ~ 8
Newr Clear
=
5

HIDELE

14 -
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Stance Report Process

%3 Generabe Reports - Stance Detection b4

o Pick the attributes you will use to tag stances. creaalisiss i
For Twitter, we use URLs or Hashtags. For Fisa =
Telegram, we use URLs. S I =~

¢ Tag some URLs with known stances (you wﬁmx;ﬁ;ﬂ“mmm@mmmmmmm
have to do some research to determine these.

e State.gov linkis to a document pointing to a R_— —— [ =
weapons agreemement between US and UKR. T e N — - ol
People claim it as evidence of a chemical s T »3 2
weapons program (pro-Russian talking point) DSt e S M -

* Stop Russian War Bot is a channel that is e — i
against Russia’s invasion. L, e -

* RIAis a Russian state-sponsored media e — -
organization that posts pro-Russian content. . 3610 o ot

<o >

Stance Report Process

[11ILN

=

— .
HIDELL
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2% Generate Reports - Stance Detection

e Select what nodesets you want

Stances vl be comouted for thess nadeses: Chanal, Lil
Compute srancs for these addltinal nodssets:

to get stances for. .

¢ The selected interaction
networks will be used to
perform the network
propagation.

e
B Hahiag
@ s

d.

@ <ol x-astag

@ message xchannel

@ aessaze wchannd - Ferwarded Fom
| Messag= x Channel - Repled By
[

e v channel - Eerwader From
8 user x chamnel -Fested To

@ userzud

20

Heal >

selectal

o all

selectl
Cear Al

= .
2.

HIDELE
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Stance Report Process
L

e ORA will generate a report (shown in next slide) as well as two columns in each
nodeset selected in the previous step with a stance and confidence score.

Meta-Netvork Manager # 020 Modeset: Channel & %

233 Extractsd Meta-Network Info Editar
MNedes Attributes Meta-Netwiork _Displey Opticns Visualze Selection
(5N
| amatiiatie el (I seetfclear Al [ Select{Clear Vesive 1323 Nodes:
1 " BEND Community x User ) JParticips... v |Cprorus = ook« |[Dskan = [Clusomame ~ [Cstanee = |Dstances...
{85 Channdl  chssrial et Froa 0 marr 0 £ ) ehildis akba... 0 o
i~ *2# Channd x Charnel -Farvarded From - Suimet =
- +3% Crannetu anntag O [ 5 033353 rcbimggoup 1 1
T3 Channdd xUrd ) s 1 o7 -0.979592 operathnoZsU -1 0.882353
|~ ®%® User x Channel - Forwarded Fram O ) B 0.583333 usseCossackL... L 1
| $ E:E“‘:'m“" [0 o % 7 0301304 lamyersofight L 1
" %% toer it 0 jeaso 7 e 0.2 infantmiiaro 1 1
1~ *T7 User x User - Forwerded By | D) pswt i 3 0.7 |resinma i B
I~ %3* User w User -Replied By ] bes 3 3 0 ronpaud [ 0
[@] 8 % -0.529412 dvish_alive_chat 1 0.173333
) hoos 4 ) 0.875 sprava_groma -1 1
O pem 0 &) f inmagnaeaiato | 1

Carnegie Mellon University

Stance Report Results: Telegram

Channel Pra Stance

TR S T ———

e We can validate the Stance output i . —

Bose s ks Venlisd, *| Sees Agsae, o] L vemnat Ao, el 31

by spot checking a few of the —

labeled channels: = == L E—
e Kate Awakening Channel is : "ﬁmmﬁfw'ﬁ: :
verified a far-right US e
commenter who is anti-Ukraine. — o :

Ao, ot BT

e 4Lutskisverified as a pro- U ———

L Lo | et
Ukrainian channel Tre— — =

1 [Eres U

1
L13sIE T | it '
1

St 3 10 e U . LA T, e

nezsisen
[ covimat T

= .
ye = HILLLLY

18 -
Carnegie Mellon University
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Stance Report Results: Telegram
L
. Lo ) . e Network Description:
English_ Crs VT A Yom L _l?kr“.‘F“a“ ® Nodes = Channels
LV i i ® Edges/Size = number of forwards between
i ! channels
:’ﬁséﬂ ;:"@:gm 3 Chat ® Node Color = Russia Stance (red = pro-, blue
7o Mo = anti-, gray = neutral)
® Node Size = subscriber count
¢ “Barbell” channels that are heavily linked
are channels and their associated chats
¢ Some channels and chats have different
A stances (e.g., Azazel and Doomsday).
fors ooy Fussian ¢ Three separate groups are language-specific
= -'%‘”“‘”" - blue is Ukrainian language, red is Russian,

" Russian mixed is English “;!sﬁ ccontiiion

Carnegie Mellon University

Stance Report Results: Twitter

Nodeset © 0 Node Stanee
e There are far more significant pro-Ukraine et F——— -
stance hashtags than pro-Russian stance e [ o
hElShtElgS. Hashlag istandwilhkrsin pro
¢ The pro-Ukraine stance was mostly in e, iat i i
. . . Hasht Russian Wt imes
support of Ukraine and condemning Russia,  "* ——— ™
A . lashtag |7 KPUTTH | o
while the pro-Russian stance was mostly v e -
Hashtag Stance Summary P
* MNodeser 0 Nade Stance
oo s computel e h o, e and Mol snes ofeghbs s dned bt Agent i -smsposed Hashusg couity cex
bt fuacios of 3 Fro o Com neighber nodes s greaterthau (.30, hec i oo s assigued ot tanes: sl g Lo withr assin arn
Hashtag nekUN =
Coofidknesoquls he et of1]h s o egbbernodes i 4cied s e, and 24 he g confimcea s _____
neighbor stnces, Hashizg IS Wit Putia .
Tashtag ISUFPORTRUSSIA @n
Nt f edes Menmade canficece Hashiag Natedelnsemessuses e
Poc Hdes 11305 185 Tashag WateLovesHazi e
L ot I 0168 —
NatAssigned 3 L |
iversity
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Stance Report Results: Twitter

¢ Pro-Ukraine Stance (#StandWithUkraine)

¢ The multiple blue nodes surrounding the ego, highlights the strong positive sentiment
and support for Ukraine, while the red nodes showcase the condemnation of Russia
¢ The interconnectedness of these nodes shows a cohesive community within Twitter

bots who are programmed to align with pro-Ukraine stance

® Note: Orange node is the

Uorma y__ ego, red is anti-Russian
Pt sentiment, blue is pro-
StopRussia s
PutarCrimes 7 Ukraine sentiment, green
StandWithUiriane is neutral
Zalenskly | — oy S
o e - ieenen g .
Stndrortkrane | 4 GASOS
UkraineWillResist | 2

1 =
Carnegie Mellon University

Stance Report Results: Twitter

¢ Pro-Russian Stance (#istandwithrussia)

¢ The lack of nodes surrounding the ego highlights that pro-Russian stance has less dense
clustering of hashtags, implying a less cohesive or smaller group of Twitter bots that share

pro-Russian sentiment

| /
Wraiefussiarl k é /’, ﬂ|=\.|t|n1s|z\¢|t
M‘”c'_"TsTdeWﬁmmﬁ}'/,ﬁmsu :
tandwithnea ] 7 is neutral

fakenews g
" Russlans )
russhukranewary |\ ® Note: Orange node is the
A . . P
dkrainemar u\ | StopWestemtigpocrisy ego, red is anti-Ukrainian

sentiment, blue is pro-
Russian sentiment, green

NATQ o ENdNATO

b [N
S0 albroneg g RssaUkraneContit
L e
ukrainerussia g,

TTMARD
AIDLLE

"~ Carnegic Mellon University
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Botbuster Process
[

e Botbuster labels users as bots using a mixture of experts machine learning
methodology

e More details on the Botbuster can be found here:
https://doi.org/10.1609/icwsm.v17i1.22179 .

e Botbuster has been extensively tested on Twitter, and it also works well on
Telegram. A paper demonstrating performance on Telegram is currently in

revision.

¢ Botbuster is currently not available via a GUI, as it is run via command-line tools.
For access to Botbuster, please contact CASOS.

"~ Carnegic Mellon University

Botbuster Results: Telegram

* 677 (2.5%) of users were identified as bots
+ Bots had more interactions with other users when compared to authentic users (average of 4.76 vs. 3.71)

* Bots (regardless of stance) have much higher E/I than authentic users, suggesting bots interact with
authentic users more than each other

+ Bots and non-bots had similar hashtag and URL usage (proportionate to their total messages) with the
exception of pro-Russian bots, which used proportionally double the hashtags and URLs when compared to
all other groups.

Community +| e ety | T Echo Txtreme Resinity | Specialy Totat Toul Toml  Tewl
Centralization Y idex  Chamberness | Uobesiveess P Cowcepts Hashtag  Message | Url Lser
KisSaKils
) - . Felersky, 3, 3 . -
ai_suthenl | 9201 bAlRe | 0T | 059 [ [ o 1A s o am
euirin
ani_bet o0l BAmeM | 075 | 028 047 0150 st s [CINNE
No Value 207008 davlens | 0384 |0 0007 0o 285 TseIs 238 aumse
Feition
ANIIWEE,
- HumanRizh,
247 7 ghs,
pro_awtientic 3475e04 L96le-04 | 003 G086 wn 0143 together, Ukrains 264 40,603 M 11848
SupiTbeTicaty
WEF, yupauss,
pro_boc St 01 ETTETTITR  ) [aTE 01w MarchMADNESS, | 135 122855 263 3431
USA, Marinpol
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Botbuster Results: Telegram

Cross-Community Agent Interaction

This shows the amaunt of agent interaction between the communities, Values are the (wtal sum of link weights from one community o another geross all agent inleriction networks.
pro_suthentic anti_anthentic pro_bot anti_bot
pro_authentic 52250 080 16474 230
anti_authentic 983 51,680 249 15544
pro_bot 16394 249 [EXt 196
unti_bot 334 16735 nuz 5293

« Bots interacted with authentic users more than they did with other bots.
« Both bot and authentic users tended to interact with users with a matching stance.

T =
“HILLL

I

- Carnegie Mellon University

Botbuster Results: Twitter

» Visualization of ego-network of ety (b P DeeBray13
a“ i . \ /
LoudThorpe” bot user (pro-Ukraine pomitodarg \ |
stance) WakshFreedom g (/g SteveSchmidtsES
. NatashaBertrand o e
« Pro-Ukraine stance bots create echo gbuebleusal  Bul286017268
fdbarthlcsw o, stenHerel2o = ~o POTUS
chambers when non-bot (human e A Dara016316
g Cuestionitarque

probable) users are removed from the
analysis own stances, indicating a lack
of cross-communication between Pro- & WWBupdated
Ukrainian and Pro-Russian positions
« Loudthorpe has over 1200 tweets with
over 4000 followers indicating that thlS Note: Green is Pro-Ukraine stance, Red is pro-Russian stance, and
. e . ’ Orange is neutral
bot had significant influence.

g ShirleyDebalsi
~g ColbertBigh
"} Michael60691909

T =
“HILLL

o Carnegie Mellon University
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Botbuster Results: Twitter

[
» Visualization of ego-network of
“ambrishguptall” bot user (pro-
Russian stance)

_nhonkmning
« There are less pro-Russian stances bot \ -
users A
+ The pro-Russian bots interact more e
with neutral stance bot users, trying to T N

engage with the opposing view and
potentially trying to influence the
neutral and positive users towards a
pro-Russian viewpoint.

Note: Green is Pro-Ukraine stance, Red is pro-Russian

stance, and Orange isneutral g —
3 g .sns —enntliliin.

]
AIDLLE

Carnegie Mellon University

BEND Report Overview

e BEND is a framework to describe social cybersecurity maneuvers using social
and linguistic cues.

¢ ORA provides BEND-detection capability through the BEND report.

e QOutputs of the report are useful for locating and characterizing information space
maneuvers.

e BEND is especially powerful if used comparatively - for example, comparing
information space maneuvers between pro- and anti-Russian networks.

A

- Carnegie Mellon University
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BEND Report Process

e BEND relies on the CUES generated by Netmapper.
e For Twitter, select Import Tweets and accept the defaults.

AL

"~ Carnegie Mellon University

BEND Report Process

e BEND relies on the CUES generated by Netmapper.
¢ For Telegram, also select Import Tweets, but then select “Custom Profile” and

modify the field types:

Selecta file: | ... loads\ukr_war_stance_data\messages_dean

Profile: Custom Profile

~

JSON Field Field Type
from_id.user_id Author v
[date Date w
ora_id Tweet ID ~
message Text ~

eI

- Carnegie Mnllrtu Lniversity
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BEND Report Process

Network Type o .
e o o ey S o ymaf e * Make sure CUES is checked,
e.g., to just look at the agents and their connection to each other.A link indicates that the two concepts occurred .

and accept the remaining

within a certain distance of each other,

Meta-Network
A semantic network s a network in which each node ks a concept. defaults.
The ks in tkrepresent whether the two con ithin a certain distance of in the text.

Semantic Netork
List of fitered concepts found in each text (fitered in advanced settings such
(0 Concept List
Sentiment scores by index
(] Indexed Sentiment

information for each concept

Statistics about ear
B cus

Search Window Type
[sentence v

Search Window Width

[ Window Width = Entire Document

Sentiment Window Width

HIDELE

1 =
Carnegie Mellon University

BEND Report Process

oo Nodeset: Message # X

e To import the Netmapper CUES into the

Info Edmor

s e ORA Message nodeset, select “Import
ﬁ\mwnﬁmnhuh!i x Attributes"

Import attributes from a file in the following format: values for vahies for & single !

node. The first row must be atiribute names.

Step 1 Select an attributes fle:

_wae_stance._ _clean_war jsonl.cues.tsv 4

¢ Find your ORA output file
Stap 2 Select how to match nodes during imgort and set sdvanced aptions:
Match Nodes  Advanced Options:

O Match Nade ID with file column twitter_id

Select all columns for import

O) Mstch node attribute  Date wth the walue from fle column  twitier &

() Nodes are in the same order as the file

Step 3: Select the columns of the file to import as attribute vakies:
Q,

18 5-# tesaurus replacements (8] G-resding afficuty B 7-names ety
1D [# thesaurus replacements || ID:  resding difficulty ID: named encey
v Type: NumberCategory - | Type: Number ~ | Type: Number Category - | Type: Mumi|
o values? (] Ao mutipie vakses? ) Allow mulkiple values? () Allow mulkiple values? al|
| )

HIDELE

- Carnegie Mellon University
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BEND Report Process

" 23 Generate Reports - BEND & Community Assessment:

x
. . Reports: select a report to run from the kst or by category.
¢ Starting BEND report: b 5500 & Communty Assement P—
Me:
Ng;:::l/m‘ | Deseription | Input Requirements | Output Formats
Transform Data Analyzes topic growps based on social interactions, agent shared knowledge cannections,
Remove Nodes. and agent topic connections.

Meta-Networks: select one or more to analyze in the report.
~ B E£3- Extracted Meta-Network

1508
Run report separately on each meta-network

Next > Cancel

Carnegie Mellon Lniversity

BEND Report Process

e [t can be useful to run the BEND report for both Channels and Users for Telegram.
e For Twitter, Users should be the agent nodeset.

%% Generate Reports - BEND & Community Assessment b

8 Generate Reports - BEND & Community fssessment
Select a nodeset of Agents who interact with e: r and that create/author Documents.

Agent Attributes @ Aoert Rodeset: User Agent concepts
Document Networks
Document Attributes| SEIECt 8 nodeset that contains Documents created by Agents. that record agent to agent interactions, An interaction link (i.f) should
Document CUES | increases the importance of node J. Examples of interaction networks
ime ' Document nodeset: Message are: emaj-to, talks-to, replies, mentions, or retweets.
Document Attributes| s
Document CUES {8 User x User - Forvarded By  Use links directly - Select Al
e et e ofte . I8 User x User - Replied By Use links directly Clear Al
[_) Channel
8 Hashtag
Bul
[ ) BEND Community
g .

HIDELE

o Carnegie Mellon University
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BEND Report Process

e Make the following selections for Document Networks:

28 Generate Reports - BEND & Community Assessment

x 22 Generate Reports - BEND & Community Assessment X
t authors Document concepts: Document orooagation Document agent references
Document propagation Document agent references Document authors Document concepts.

X ropegation networks record whether & document is derived from anather (criginal)
Document Airbutes|| 220Ument. for example, through forwarding or copying.
Document CUES

Select the network that links a document to its authors.
|8 Authorship network:  User x Message - Authors

Select networks:  Select attributes:

Links should mean that document | propagates document ). Transpose the network If
the links have the opposite meaning.

1B Message x Message - Replied By Use finks directly Select All

=7 &2 Generate Reports - BEND & Community Assessment x

&2 Generate Reports - BEND & Community Assessment

x Dacument propagation Document acent references
Document authors Document cancepts
Select the networks that link documents to the concepts they contain.
Document authors Document conceats Select All
Dacument propagation Document agent references (8 Messape x Hashtag
18 Message x Url Clear All
Select the networks that link a document to the agents it references, for example a Tweet
X Mentions network.

() Message x User - Replied By

Document CUES 1B Message x User - Forwarded From Select Al
Clear All

35 I
) Carnegie Mellon University

BEND Report Process

e Netmapper CUES will automatically populate if they are imported into your
Message nodeset. See earlier slide for importing instructions.

Z Generate Reports - BEND & Community Assessment X
Configure Data
|Select Nodesats | Select numeric document attributes that indicate the amount the word or symbol occurs in a
Agent Networks | document.
';’::t":::'ms Characteristic Attribute to use:
Document Attributes CONCEPT_COUNT concept count -
Document CUES NUMBER_ALL_CAPS # all caps. -
NUMBER_QUESTION_MARKS # question marks -
EXCLAMATION_POINTS # exclamation points
PRONOUN_LEVEL 1 1st person
NAMED_ENTITY named entity v
CONNECTIVE connective ~
MULTI_PUNCTUATION multi-punctuation v
ABUSIVE abusive

30



BEND Report Process

e Select stance to compare BEND maneuvers by stance group.

28 Generate Reports™ & Community Assessment X

Select agent communities to in the report.

Q) Create communities from agent T bot_stance -
() Create communities as Leiden groups of the agent interaction network
(") Create topic oriented communities using agent interaction and concept usage

() Do not create agent communities

*HILLLL

Carnegie Mellon University

BEND Report Process

23 Generate Reports - BEND & Community Assessment x
- : e e Select the groups you want to
;'1”;1“””;'”“ B+ et b / analyze in detail.

e
|| SelectiClear A || SelectiClear,

1 |Wede D) TTotal User = Total Message = [Total Hashtag _~ |Tatal
Cauthertic | 4731 26004 146 74

a

B [om bor 1506 =3 |51 |10
(] | neutral_sutnentic | 39590 I IED |1
) |nevral bt |20099 1781 |2 G2
B o awmenc | 1198 Ja0s03 I3 I3
B [pob T L1amss |13 263

B 2% Generate Reports - BEND & Community Assessment X
Select Analyses

Community Analysis

e Select “Create analysis” to run "---._.______‘§Z":t“,.§'~§°" ™
document-level analytics

‘Select whether to create a Document analysis and any documents to anakyze in detail.

[ Binarize document CUES using global mean as a cutoff
Category membership criteria: Mean

{8 Create analysis

(] Select nodes for a detailed analysis

g .

HIDELE

- Carnegie Mellon University
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BEND Report Results: Twitter

¢ Pro-Ukraine bots focus on positive
community building, aiming to
boost the visibility and significance
of pro-Ukraine voices and
narratives.

¢ Pro-Russian bots focus on negative
sentiment maneuvers, aiming to
undermine pro-Ukraine narratives
and evoke negative emotions \ oo N : : o N
regarding the conflict. S e e

Number of Agents Per Bend Category

cASDS = .

(5 #
HIDLLE

B Carnegie Mellon University

BEND Report Results: Telegram

Number of Documents Per Bend Category ¢ NegleCt was the most-used
2s0000 maneuver
e The Neglect maneuver is
meant to decrease the size
of an existing group (it is a
community maneuver)
‘ H \\ ¢ The next most prevalent
58" g

200,000

100,000

50,000

o o B b P b
o o ot o o i 0 o W e ot o

Number of Documents

maneuvers are all
narrative maneuvers

=

o

Documents

T =
“HILLL
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BEND Report Results: Telegram

Number of Agents Per Bend Category e The pI'OpOI'tiOD of
2000 maneuvers in each
8,000 m category is fairly consistent
o I by stance and bot
500 designation
o ® Pro-Russian authentic
3000 users are the only agents
2,000 H ’7 conducting Back and
ol H I H | adl n H | H H

Neutralize maneuvers in
o

6,000

Number of Agents

O o e g o P g P g o P o e the data.

[ anti_authentic [ anti_bot [0] pro_authentic pro_bat

41 =
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Discussion: Twitter vs. Telegram
L

® Stance:

+ Both platforms host varied stances, but Twitter has much more pro-Ukraine content.

+ Telegram hosts more varied stance on the war, and there is considerable interaction
between channels with different stances.

¢ Botbuster:

+ Twitter bots tended to be pro-Ukrainian. The pro-Ukrainian bots interact primarily with
other pro-Ukrainian users while the pro-Russian bots tend to interact with more neutral
users.

¢ Telegram bots were balanced between pro- and anti-Russian stance. Bots tend to interact
with authentic users who hold similar stance on Russia as the bot account.

+ Twitter bots interacted with each other regularly, while Telegram bots typically interacted
with authentic users.

A

h Carnegie Mellon University
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Discussion: Twitter vs. Telegram
L

e BEND:
¢ Twitter:
® Pro-Ukraine stance focused more on eliciting positive emotions to
boost morale and support for Ukraine, whilst condemning Russian
actions.
® Pro-Russian stance focused more on evoking negative emotions to
manipulate public sentiment in how Ukraine and NATO are corrupt.
¢ Telegram:
® Users of all categories employed the Neglect maneuver, aimed at
decreasing the size of the opposing stance community.
® A small group of pro-Russian authentic users were the only users to
attempt Back and Neutralize community maneuvers
CASDS

5 #
era 1000

- Carnegie Mellon University

Discussion: Types of Tasks this Analytic
Process can Help with

¢ |dentifying and analyzing key actors and influencers:
® ORA can detect central figures within a network, assess their level of influence, and
understand the structure of their connections to other actors
¢ Evaluating community structures and dynamics:
* ORA can uncover patterns and interactions of communities on social media platforms,
able to detect echo chambers, polarized groups, bot networks, and more.
¢ Targeted actor analysis:
* (ORA's data management tools enable isolation and in-depth analysis of specific
network segments or particular actors, allowing for detailed examination of their role
within networks
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Conclusions

e The Nazis and Ukraine narrative was widespread on both Twitter and
Telegram.
e Both pro- and anti-Russian authentic users and bots conducted information
maneuvers.
e Tactics on Telegram and Twitter were distinct:
¢ Pro-Russian bots on Twitter had a more sophisticated approach, targeting
neutral users. Anti-Russian Twitter bots and all Telegram bots primarily
communicated with users holding the same stance.
¢ BEND maneuver usage was more balanced on Twitter, while Telegram users
tended to use Neglect maneuvers.
e Future analysis should seek to identify if these platform-specific differences
are consistent across different domains and topics. CASDS e
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For More Information

* [an Kloo- iankloo@cmu.edu

e Reba Marigliano - rmarigli@andrew.cmu.edu

e Director, Kathleen M. Carley - kathleen.carley@cs.cmu.edu

e [DeaS website - https: //www.cmu.edu /ideas-social-cybersecurity/

e (CASOS website - http: //www.casos.cs.cmu.edu/

* Facebook: @IDeasCMU
¢ Twitter: @I DeaSCMU

® YouTube: IDeaS Center
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