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Faculty and staff members and students are 
provided with an array of computing resources at 
Carnegie Mellon.  Whether it is accessing software 
applications, searching for and evaluating 
information or abiding by 
policies and regulations, 
academic and professional 
success at the university is 
dependent on your ability 
to make effective and 
appropriate use of these tools. 

To reacquaint you with the 
computing resources available 
or to prepare for the start 
of classes, we recommend 
visiting the open and free 
version of the Computing@Carnegie Mellon (C@
CM) course.  Even if you have taken the course 
before, you will find new learning activities that 
will strengthen your existing skills and provide 
instruction.  New resources available this year 
include:

•	 Accessing, navigating and using the 
new Blackboard 9 course management 
system.  With the significant changes to the 
Blackboard interface, students and instructors 
should find this information quite useful.  

•	 Using the Virtual Andrew service. You no 
longer need to travel to a computer cluster.  
Specialized software is available remotely 
from your residence hall, office or other 
location. 

•	 Training on academic integrity.  Making good 
choices when finding and using information 
from the web and the University Libraries 
collections.

•	 Understanding the 
streamlined process for 
Andrew public printing.
Faculty and staff members 
and students are encouraged 
to bookmark the course 
website (oli.web.cmu.edu) 
LINK THIS as it will serve as 
an excellent reference during 
your time at Carnegie Mellon.

Free Course Offers Computing Resource Refresher

To access a free and open 
version of the C@CM course, 
visit oli.web.cmu.edu. Select 
the Carnegie Mellon Users 

Login option and then 
authenticate with your 

Andrew userID and password. 
Once you authenticate, use 
the course key ccmoliopen.

Secure Wireless
A new wireless network 
is available to the 
Pittsburgh campus. The 
CMU-SECURE wireless 
network provides 
data encryption to 
protect against certain 
identity theft exploits. 
It also provides a higher 
security profile, requiring 
your Andrew userID and 
password to connect.

We encourage you to use the CMU-SECURE 
wireless network whenever possible. The 
existing CMU wireless network will continue to 
be available for devices that do not support the 
encrypted connection and where CMU-SECURE is 
not available.

Visit http://www.cmu.edu/computing/network/
connect/wireless/ for information on registering 
and getting connected. 

CFA Plotter Decommissioned
The CFA Plotter has been  decommissioned. 
Several schools and departments on campus 
currently offer color plotting, including University 
Printing & Mailing and FedEx Kinko’s in the 
University Center.

Self-Service Password Utility
Forgetting your password is no big deal 
to campus affiliates who have established 
security questions in the self-service 
password reset utility.  If you haven’t already 
done so, begin this academic year by 
visiting https://identity.andrew.cmu.edu/
setQuestions and follow these steps to set 
and use security questions: 

1.	 Answer at least three of the security 
questions. You do NOT need to create a 
new password.

2.	 If you forget your password in the future, 
revisit https://identity.andrew.cmu.
edu/setQuestions/, answer the security 
questions and reset your password. 
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Security Tip: Rogue Security Software
In the past year, rogue security software delivered from many 
Internet web sites has been a persistent threat to the computing 
resources at Carnegie Mellon. The software, through a browser, 
misleads you into thinking you have a virus or other security 
risk and then prompts you to download and install a security fix. 
In reality, it is an attempt to infect a computer with malware or 
force you to pay for fraudulent or non-existent software. 

If you are prompted with a “Close” hyperlink or button do not 
click it; instead, close your browser window immediately. To 
close it safely, use CTRL-W (Windows) or Cmd-W (Mac).

Additional Security Tips

Below are some additional steps you can take to protect your 
computer from rogue security software.

•	 Install Symantec and run Live Update regularly. Symantec 
is available at no charge to faculty members, students and 
staff members. Visit http://www.cmu.edu/computing/
software/all/symantec/ to download and install this 
software. 

•	 Run software updates to keep your operating system and 
software current. The Information Security Office (ISO) also 
recommends using the Patch Check tool at http://www.
cmu.edu/iso/patch-check/. Rogue security software can 
exploit vulnerabilities in common software like browsers, 
Adobe Reader, Adobe Flash and Java.   The Patch Tool 
verifies these common targets are current.

•	 Be aware of phishing scams.  
A phishing email or web site 
may lure you into installing rogue security software. For information to 
combat phishing, see the Anti-Phishing Phil and Phyllis article on page 
11. 

•	 Be cautious of unexpected download prompts. When visiting a website 
be aware of software updates. 

•	 Run Identity Finder. Reduce the effect of an infection by running Identity 
Finder.  See the Identity Finder article on page 11 for more information.

Computer Compromised?
Do you suspect your computer has been compromised? Students should 
contact the Help Center at 412-268-HELP(4357) or via email to advisor@
andrew.cmu.edu. Steps to clean your Windows computer are available at 
http://www.cmu.edu/computing/doc/security/clean-win/. Faculty and Staff 
Members should follow the steps below:

1.	 Disconnect your computer from the network, turn off wireless or unplug 
the wired network cable.

2.	 Discontinue the use of your computer but DO NOT power off.

3.	 Contact the Information Security Office at 412-268-2044 or iso-ir@
andrew.cmu.edu. 

Visit http://www.cmu.edu/iso/governance/procedures/compromised-
computer.html for complete procedures for responding to a compromised 
computer.

Students on Virtual Andrew

“made it much easier to start 
my homework on time because I 

didn’t have to schedule time to go 
all the way to the cluster”

 “It made it much easier to do 
work from home and at my own 

pace, which is important to 

Questions about rogue 
security software? Contact the 
Computing Services Help Center 

(412-268-HELP or advisor@
andrew.cmu.edu) or your 

departmental administrator or 
DSP consultant.
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Recognize Phishing with  
Anti-Phishing Phil and  
Anti-Phishing Phyllis
At the beginning of each academic year, the 
ISO sees a surge in phishing attacks targeting 
the campus community.  A similar surge occurs 
towards the end of each semester and before 
holidays. Phishing is a technique where an 
attacker “fishes” for sensitive information (e.g., 
password, credit card number, social security 
number, etc.) through a fraudulent email or 
website. These messages convey urgency or 
an “immediate response to avoid disruption 
in service.”  The message or website often 
impersonates Carnegie Mellon or some other 
reputable organization or business.

To combat phishing, the ISO offers two 
interactive on-line games; Anti-Phishing Phil and 
Anti-Phishing Phyllis. These interactive games 
educate you on techniques to detect a phishing 
website (Anti-Phishing Phil) and email (Anti-
Phishing Phyllis).  Visit http://www.cmu.edu/iso/
aware/ to play these interactive games.

Students on Virtual Andrew

“made it much easier to start 
my homework on time because I 

didn’t have to schedule time to go 
all the way to the cluster”

 “It made it much easier to do 
work from home and at my own 

pace, which is important to 
me because I live 7 miles from 

campus.”

Anti-Phishing Phil and Phyllis are 
products of Wombat Security 
Technologies co-founded by 
faculty members at Carnegie 

Mellon University - Lorrie Cranor, 
associate professor in the Institute 
for Software Research within the 
School of Computer Science and 
the Department of Engineering 

and Public Policy within the 
Carnegie Institute of Technology; 
Jason Hong, associate professor in 
the Human Computer Interaction 

Institute within the School of 
Computer Science; and Norman 
Sadeh professor in the Institute 

for Software Research within the 
School of Computer Science.

Identity Finder Reduces the 
Risk of Data Loss  

Attacks targeting sensitive information on 
campus are increasing.  To protect sensitive data 
stored on your computer or external media, 
Computing Services has licensed Identity Finder.  
The Identity Finder software searches for sensitive 
information (i.e., social security numbers, credit 
card numbers and passwords) and gives you the 
option to encrypt, securely delete, or redact it.  

A surprising amount of sensitive work-related 
and personal data is stored on your computer. 
If your computer or external media is lost or 
compromised (see Rogue Security Software on 
page 10), the information could be used to gain 
unauthorized access to financial or other personal 
information. 

In October, the ISO will offer training sessions 
on installing and using Identity Finder as part 
of National Cyber Security Awareness Month. 
To attend one of the training sessions, please 
visit the ISO website at http://www.cmu.edu/
iso/ and click “Training Events.” To learn more and 
download Identity Finder, visit http://www.cmu.
edu/iso/aware/id-finder/. 
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