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Securing Your Windows XP Computer

This document contains the following sections:

Step 1: Download & Install Symantec AntiVirus for Desktops
Step 2: Run Microsoft Update

Step 3: Configure Windows Firewall

Step 4: Disable Simple File Sharing

Step 5: Secure Your Accounts and Passwords

Step 6: Enable a Screen Saver Password

Step 7: Configure Windows Event Logs

Step 8: Configure Local Security Auditing Policies

Other Security Tips

Advanced Steps

For information related to this topic refer to:

Security Definitions
(http://www.cmu.edu/computing/doc/security/general/definitions.html)
Security: General Practices
(http://www.cmu.edu/computing/doc/security/general/index.html)

Symantec Anti-Virus
(http://www.cmu.edu/computing/doc/software/virus-windows/index.html)
Encryption (http://www.cmu.edu/computing/doc/security/encrypt/index.html)
Managing Your Andrew Password
(http://www.cmu.edu/computing/doc/accounts/passwords/index.html)
System Restore (http://www.cmu.edu/computing/doc/security/restore/index.html)
Information Security Office (ISO) (http://www.cmu.edu/iso/)
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Step 1. Download & Install Symantec Endpoint
Protection for Desktops

Carnegie Mellon owns a volume license for Symantec Endpoint Protection which is
our licensed, supported and recommended solution for virus protection. Beginning with
version 10.0.1, Symantec also guards against Spyware.

When kept current, Symantec Endpoint Protection detects viruses, trojans, some
worms and spyware as they appear on your hard drive and alerts you so that you are
aware that your machine has been infected. You should always keep your antivirus
software up-to-date to avoid any problems. Please note, anti-virus software does

not protect you against break-ins. For more information on these terms, see the
Definitions (http://www.cmu.edu/computing/doc/security/general/definitions.html)
section of the Securing Your Computer: General Practices
(http://www.cmu.edu/computing/doc/security/general/index.html) document.

IMPORTANT: If you have a new machine, any anti-virus software that was included
when you purchased it is most likely a trial package that is set to expire in three months.
Once the software expires and you can no longer receive the continuous updates, the
virus definition file quickly becomes outdated.

To ensure that your machine is protected you will want

to download a copy of Symantec Endpoint Protection
(http://www.cmu.edu/computing/doc/software/virus-windows/index.html) software from
Computing Services Software (http://www.cmu.edu/computing/software/all/index.html)
page. For detailed instructions, read the Download and Install
(http://www.cmu.edu/computing/doc/software/virus-windows/install.html) section of the
Symantec Endpoint Protection document.

Run Live Update

Virus definitions change daily. To fully protect your computer, you need

to download the latest virus definition files by running LiveUpdate.

The Carnegie Mellon installation of Symantec Endpoint Protection is
pre-configured to run LiveUpdate daily. In addition, the software is configured

with File System Auto-Protect enabled. Read the Symantec LiveUpdate
(http://www.cmu.edu/computing/doc/software/virus-windows/live-update/index.html)
document for details.
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Step 2: Run Microsoft Update

Load Service Packs

Windows users should be aware of which version of the operating system
they are running and should update to the latest Service Pack. To determine
which Service Pack is installed on your computer and to download the latest
Service Pack, visit the ISO Microsoft Windows Security Patches and Updates
(http://www.cmu.edu/computing/security/ms-update.html) page.

Upgrade to Microsoft Update

Microsoft developed Microsoft Update to install Windows and Office patches via the
web making it easier to keep Microsoft products up-to-date.

The following steps will upgrade Windows Update to Microsoft Update:
IMPORTANT: You MUST use Internet Explorer to use Microsoft Update.

1. Open Internet Explorer.
2. In the Address Bar type http://update.microsoft.com/microsoftupdate
(http://update.microsoft.com/microsoftupdate) (Microsoft Update web page).
3. If prompted, install the Microsoft Update ActiveX control.
 Right-click the Information Bar (below the Address Bar).
e {‘] ikt ffupdate, microsa . com fmicr esafiupdate S Srucoiche Fault, aspoctin men e tumud shittps /fupdabe. micr oo f, oo fmicnos | ¥
This site might require B following ActiveX. confrol: Miarosoft Updake’ from Mioosof o

icrosoft Information Bar Helo

» Select Install ActiveX Control from the pop-up menu.
* In the Security Warning dialog box, click Install.

h"rlal ActhveX Controd...
AT =

Internet Explorer - Security Warning

Do you want to install this software?
Mame: Microsoft Update
Publisher: Microsoft Corporation
Mare options | Install Don't Install

@ While files from the Internet can be useful, this file type can potentially harm
yvour computer. Only install software from publishers you trust, What's the risk?

4. If you haven't already configured your computer for automatic updates, "Change
your Automatic Updates setting” appears. Click Turn it on now.
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Microsoft Update

" Welcome
ﬁ" to Microsoft Update

Change your Automatic Updates setting?

Windows can automatically install the maost important updates for your computer
determine, This is the easiest, most convenient way to keep your computer up tg

@ Automatic Updates: OFF Turn it on now

You do not automatically get high-priority bpdates when the
Your computer might be at risk until all high-priorify Opdates are insta

| Check for Updates |

5. The Automatic Update window appears. Under Install new updates, select Every
day. Be sure to select a time when your computer is turned ON and has Internet
access.

6. The "Microsoft Update setup is complete” window appears. Click the Check for
Updates button. Continue with the Run Microsoft Update steps below.

Run Microsoft Update

1. A Microsoft Update screen appears (similar to the following) select Express to
update Microsoft Office AND the Microsoft operating system.

Micresoft ;:

Microsoft Update
T —

—— i

Microsoft Update Home . We | C O m e
wr to Microsoft Update

Options
Review your update history| - Keap your computer up to date

R g Check to see if you need updates for Windows, vour programs, your
hardware or your devices,

et A A= - =4
w2 LL H

m
m
i'||

i

Change settings

FAQ [m Get high-priority updates

(recommended)
Get help and support

Use administrator options
Select from optional and high-
priority updates for Windows

and other programs
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2. The program scans your system to determine which updates you need to install.
Once the program finishes scanning, one of the following appears:
» A message that "No high-priority updates for your computer are available...". If
this message appears, you're done! Your computer is up to date.

ake Home n wp E%I “ﬁiﬁ iﬁili”i

pdates (0] Review and Install Upclates

Download size (tokal): 0 KB
Estimated time at wour connection speed: O mir
ipdate hiskaory

_4—'_'_'_._'_ _‘_‘__'_\—\_

P -FFF'_F.-._'_
n updates (f’F High-priority updates

Mo high-priority updates for vour computer are available.
. _return to our home page and click Custom.

“hh—h._‘___‘__‘_‘_‘_‘_

A list of updates that you need to install. If this list appears, click Install
Updates. The program will hang for a few moments as the updates are

-+ Express results

) Review and Install Updates

Tu

= e

= e

x:Eu:n';u'nIDau:l size (total): 23.3 MB

Install Updates
Iﬂ x | . stimated time at vour connecti

ETory iy =

High-priority updates

Microsoft Windows XP
Security Update for Windows XP (KB9218{

Security Update for Windows XP (KB3964!

IMPORTANT NOTE: If you have a high number of priority updates to install,
you may be prompted to reboot your system between updates. To assure that
ALL AVAILABLE updates have been installed:

0 Relaunch Internet Explorer

0 Reuvisit the Microsoft Update (http://update.microsoft.com/microsoftupdate)
web page

0 Select Express. If the "No high-priority updates for your computer
are available..." message appears. You're done. If the Install Updates
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message appears again, click Install Updates. Repeat the process until
there are no high-priority updates.
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Step 3. Configure Windows Firewall
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Step 3: Configure Windows Firewall

A firewall is a system designed to reinforce the security of the data flowing
between two networks, the internal network and the outside network, such
as the Internet. It's important to note that enabling a firewall may break
some applications that use non-standard or uncommon ports. For these
applications, you can relax the firewall settings and enable exceptions. For
more information on these terms, see Securing Your Machine: Definitions
(http://www.cmu.edu/computing/doc/security/general/definitions.html) .

Follow these steps to configure the firewall:

1. Click Start > Control Panel.
« If “Switch to Classic View” appears in the
top-left of the window, select it to reveal the control panel.

B Coantrol Panel

Fie Edit View Favorites Tools Help
€ &~ ¥ Pseach [Fo
stkess | B Control Panel

| E"' Control Panel

[ Swsitch bo Classic Yiew

Double-click Windows Firewall. Windows Frewal
The Windows Firewall window appears.
3. Uncheck Don't allow exceptions and select the On radio button.
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= Windows Firewall

General | Exceptions  Advanced

i
W'/ ‘Windows Firewal iz helping to protect your PC
St

wWindows Firevaal helps piobect wour computer by pieventing unauthcnzed users
from gaining acoess bo wous computer through the [nternet of & netwoik.

@ ® llin iscommanded]
Thiz seting blocks all outside sowces hom conneching to this
computer, wath the exception of those selected on the Excephions tab.

[1 Don't allow exceptions

Select this when vou connect to public nebwarks in less secure
locations, such as aipoits. You will not be rolibed when Windows
Firewal block s programs. Selechions on the Excephions tab vall be

igriosed.
@ () Off [not recommended)

&void using thiz sefting. Tuming off Windows Fuewall may make this
compter more vidnerable to vituzes and intruders.

What else should | know about ‘Windows Firswall?

Lok J[ Cocel |

4. Select the Advanced tab.
5. Under Security Logging, click the Settings button. The Log Settings window will
appear.

%2 Windows Firewall

ET E

Metvk Conrmction S eltrg:

‘Wirdows: Frewal iz enabled for the cornechons pelecied below,. To add
excepbions lor an indradusl conrection, select i, and then clek S ettings:

A | [ settrgs.. ]

LARCANCANC|

Secunly Logging
.

You can create alog fle for toubleshooting puposes. (1 Setingr.. )
o
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6. In the Log Settings window
» Check Log dropped packets
» Check Log successful connections
» Enter 10240 for Size limit (KB):

Log Settings

X

Logging Options

Log successful connections

Log File Options

M arne:

CAWIMD WS plirewall. log Save Az

Size limit [B]: 10240 —

aFk. | | Cancel

~

Click OK to close the Log Settings window.
8. Select the Exceptions tab.
Note: See the Definitions
(http://www.cmu.edu/computing/doc/security/general/definitions.html) page for
exception details.
9. Do the following:
» Uncheck any program or service you DO NOT wish to accept incoming
network connections.
» Check any program or service you DO wish to accept incoming connections.
» Check Display a notification when Windows Firewall blocks a program.
Note: Advanced users, if you need to make changes to a service
or program, select the program or service and click the Edit...
button. A list of common ports can be found in the Definitions
(http://www.cmu.edu/computing/doc/security/general/definitions.html) page.
10. Click OK to close the window and save all changes.
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Step 4: Disable Simple File Sharing

Simple File Sharing allows users to share folders without a password and may allow
malicious attackers to read or write files from your shared folders.

Windows XP Professional only allows you to disable Simple File Sharing and
require a userid and password for shared folder access. To disable Simple File Sharing
follow these steps:

1. Click Start > Control Panel.

z y/

——

Double-click Folder Options. Folder Cptions

3. Select the View tab.

4. Scroll down in the list and uncheck Use simple file sharing
(Recommended).

5. Click OK.

-11 -
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Folder Options

Generm Wigw |)ile Tvpes | Offline Files

Folder views

Y'ou can apply the view [zuch as Detalz or Tiles] that
woL are using for thiz folder to all folders.

| Heset All Folders |

Advanced settings:

[] Launch folder windows in a separate process
.1 Managing pairs of “Web pages and folders
(*) Show and manage the pair az a single file
() Show both parts and manage them individually
() Show both parts but manage as a zingle file
Remember each folder's view zettings
[] Restore previous folder windows at logon
[] Show Control Panel in My Computer
Shaow encriypted or compreszed MTFS files in colar

|

4

| Restore D efaultz

"I' Cancel || Apply

Set a Password for File Sharing

If you are going to permit file sharing from your computer, you should always set
permissions for the folder being shared. Before sharing a folder, keep these tips in
mind:

» Sharing entire drives can be dangerous, especially if you are sharing the C: drive.
* Do not make a network share writable by others.
* Itis never a good idea to give Full Control to your share.

For detailed information on sharing folders visit Microsoft's Folder Permissions Support
page (http://support.microsoft.com/default.aspx?scid=kb;en-us;308418&Product=winxp)

-12 -
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Step 5. Secure Your Accounts and
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Step 5: Secure Your Accounts and Passwords

You must establish effective passwords for all active accounts. Existing accounts with
weak or nonexistent passwords are an invitation for malicious attackers to compromise
your system. For tips on selecting an effective password, read Managing Your Andrew
Password_(http://www.cmu.edu/computing/doc/accounts/passwords/index.html) .

To disable any unused accounts such as "Guest" and to verify that an effective
password is set for the Administrator account, follow these steps:

. Click Start > Control Panel.

: 8.
Double-click User Accounts. L=er Accounts
The User Accounts dialog box appears.

H

3. Select the User Account you want to set a password for (e.g., Administrator).
4. Click Change the password and enter your old and new password.
5. To disable a Guest account, select it in the dialog box and click Turn off the guest
account.
ext
Step

Step 6: Enable a Screen Saver Password
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Step 6: Enable a Screen Saver Password

To prevent someone from using your computer when you have stepped away, you
should enable screen saver passwords. Your screen saver password will be your
account login password.

Note: The settings for this option are specific to each user account so be sure to set it
for each account.

1. Click Start > Control Panel.
2. Double-click Display.
The Display Properties window appears.
3. Select the Screen Saver tab and set the following properties:
» Select a Screen saver from the drop down menu.
» Set the Wait time to 10 minutes or less.
» Select (check) On resume, password protect.

Display Properties

Themes | Desk --w Appeaiance || Settings

5 ceen Savel
30 Fying Objects o[ setings | [ Prewiew |

ik + mirtes [] On resume, password ;:-u:ntectl

Morfor poseen
T sdiet morstorl power sefling: and save ansigy.
chek Power,
| ok || cancel || apob |
4. Click OK.
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Step 7: Configure Windows Event Logs

Windows records system events, software changes, and some system setting change
occurrences in the Windows Event Logs. By default these logs clear events older than 7
days because the log size is too small.

If your computer becomes compromised, keeping more logging information increases
the chances that experts will be able to determine how and when the compromise
occurred. This information is also useful in diagnosing other system and performance
problems.

To increase the log size, follow these steps:

Click Start > Control Panel.
Double-click Administrative Tools and then Event Viewer.
In the left pane, select Application.
Choose Action > Properties.
Set the following:
* Maximum log size: 10240KB
» Select Overwrite events as needed
Click OK to save the settings.
7. Repeat Steps 3 through 7 for Security and System. Then, close the window.

kN

o

B Event Viewer

Event Viewer (Local)

Mame | Type | Desaiption | Sze |
1] Appcation Log  Apphcation Error Rec... S512...
5] Security Log  Security Audt Records  64....
4] Intemet Explorer [ System Log System Error Records 512

14 Internet Explorer  Log  Custom Log Errer R...
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Step 8: Configure Local Security Auditing Policies

Windows XP Professional has the ability to record more security events, but the settings
are not enabled by default. Follow these steps to enable additional security event

logging:

NogakrwppE

Click Start > Control Panel.

Double-click Administrative Tools and then Local Security Policy.

In the left pane, select Local Policies > Audit Policy .

Double-click Audit account logon events in the right pane.

Under Audit these attempts select (check) Success and Failure.

Click OK to save the settings.

Repeat Steps 4 through 6 for each Audit policy listed in the right pane. Then, close
the window.

& Local Security Settings

Policy Security Setting
Eaudt account logon events MNo auditing
E].ﬂu:i'l:acccum managem... MNo audiing
& audt drectory service ac... No audting

¥ | &) Audt logon events Mo auditng

E)Audt cbject access Mo auditng

Erfl.ﬂu:itpcicyd'ﬂ'hge Mo auditng

+ (20 Software Pestiction | SAudt priviege use No audiing
+ & 1P Security Pelicies « |EAudt process tracking No auditng
&) Audt systemn events Mo auditing

Note: These steps can not be performed on Windows XP Home Edition.

Once you complete the basic security steps, review the Additional Security Tips and
Advanced Steps pages.

ext
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Additional Security Tips
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Additional Security Tips

* Update Other Software
Security vulnerabilities can exist in all software. Keep your software updated. You
will find update information, for most software packages, from the Help menu.

* Use Encrypted Authentication
Clear-text transmission methods transfer your user ID and password WITHOUT
converting them to an encrypted form. This makes your user ID and password
readable by outsiders who may attempt to intercept and use the information.
Carnegie Mellon servers DO NOT allow clear-text authentication. To ensure normal
email and server access, follow the steps in the Using Encrypted Authentication
Methods _(http://www.cmu.edu/computing/doc/security/encrypt/index.html)
document.

* Backup Your Data Periodically
You should perform regular backups on a weekly basis. At a minimum,
backup your data before and after any system or data changes. Recovering
from a system crash or a security compromise can be expedited if you
maintain proper backups. Otherwise, you may be without your system
for days or weeks and recreating lost work can be extremely difficult.
For more information, read Microsoft's Windows XP Backup Made Easy
(http://www.microsoft.com/windowsxp/using/setup/learnmore/bott_03july14.mspx)
article.
Important: Secure your backup media in a safe, locked place. It may contain
sensitive information.

Next
Step
Advanced Security Steps

Last Updated: 01/12/07
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Advanced Steps
We strongly recommend that you follow the advanced steps if you:

* Visit web sites you do not trust on a regular basis.
» Download software from servers you do not trust.
* Run a web server or semi-private file server.

If any or all of these usage patterns apply to you, please complete the following:

Step 1: Create an Everyday User Account

Step 2: Disable Un-necessary Services

Step 3: Run and Update a Malware Removal Program

-20 -
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Step 1: Create an Everyday User Account

By creating an everyday user account for daily work you limit the damage a virus or
malicious attacker can inflict.

Follow these steps to create a normal user account.

. Click Start > Control Panel.

2. ﬁg

Double-click User Accounts. Liser Accounts

The User Accounts dialog box appears.

Select Create a new account.

Enter a name for the account. Click Next.

Select Limited for the account type. Choose Create Account .

Follow steps 2-3 in Step 5: Secure Your Accounts and Passwords page to create a
password for this account.

H

o gk w
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Step 2: Disable Unnecessary Services
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Step 2: Disable Unnecessary Services

Any services which are not needed for your day-to-day use should be disabled. By
disabling or removing these services, viruses have less avenues of attack and you have
fewer services to maintain through patch updates.

Note: Be sure to work with your departmental computing administrator as you adjust
or shut off services on your machine. Some of these services may be in use by
departments for automatic patching or backups.

Note: Before you begin, see the Definitions
(http://www.cmu.edu/computing/doc/security/general/definitions.html) page for a list of
services that can typically be turned off.

To view and disable the services that are running on your machine, follow these steps:

1. Click Start > Control Panel.
2. Double-click Administrative Tools and then Services. The Services window
appears.
3. Double-click the service you wish to disable (e.g. Clipbook). The Properties window
for that service appears.
4. From the Startup type: drop-down menu choose one of the following:
« Automatic: This setting will start the service at boot time.
* Manual: This setting allows Windows to start a service when needed.
» Disabled: This setting will stop a service from starting, even if needed.

ClipBook Properties (Local Computer)
@ Log On | Recovery | Depandence:

SmicE Fiaime ChpSev
Drizpley e [CloE ok

Desctiption Ersbles: CipB ook Vievesd to shode mioemabon and = A
share it wath iemole computess. |F the serace is

Path to executable:
C: MDD S spstam 3 e bpsrv, sve

SLarbup ps Diizabled - I

Sedice slatus  Slopped

o can specily the stad paramaeters that apply when pou slal the serace
Inom here

D T
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5. Repeat these steps for each service you want to disable.

S E%xt

Step 3: Run and Update a Spyware Removal

Program

Last Updated: 01/12/07
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Step 3: Run and Update a Malware Removal Program

Malware or more specifically, spyware is any technology-such as web site tracking or
keystroke logging software-that aids in gathering information about a person without
their knowledge. SpyWare is often installed along with popular programs such as
KaZaA, GrokSter, iMesh and others. It is also installed by some web sites via pop-up
ads and viruses.In some cases spyware can take over your web browser or generate
pop-up ads even when your browser has been closed.

Before you can run a removal program, you need to download it. You

can use any program of your choice, but we recommend Malwarebytes

Anti-Malware Software. For help with downloading and running Malwarebytes,

refer to the "Download, Install and Run Malwarebytes' Anti-Malware"
(http://www.cmu.edu/computing/doc/security/clean-win/basic#malware.html) section of
the Clean Your Windows Computer document.

Last Updated: 8/21/09
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