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Managing Network Registrations
This document contains the following sections:

e Overview

Register New or Transfer Reqistration
Remove Registration

Maintain Group Info

Retain Outlet Registration

Retain NetReg Registration

For information related to this topic refer to:

e Connecting to the Network
(http://www.cmu.edu/computing/network/wire/index.html)

e Connecting to the Campus Network [PDF]
(http://www.cmu.edu/computing/doc/network/connect/getconnected.pdf)
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Overview

Department administrators are responsible for maintaining system information for

their group using the Network Registration System (http://netreg.net.cmu.edu) . For
security reasons, it is important that machines and outlets are properly assigned

to the individuals who use them. If necessary, Computing Services may need to

identify owners of machines and outlets in instances where the Computing Policy and
Guidelines are violated. We do understand and accommodate the need for registrations
that are not owned by individuals - such as machine and outlet registrations (e.g.,
clusters or departmental machines) that are properly owned by the department group
only.

All department administrators will receive important network information for the
machines registered in their department as well as warnings for any misuse.
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Register New or Transfer Registrations

Register a New Computer

Computers should be registered to the individual using them, not to the department
or the departmental administrator. Exceptions are made for cluster and departmental
computers.

To register a new computer, follow the steps below. You will need the hardware
address, building location and subnet for the computer you are registering.

1. Go to the NetReg page at http://netreg.net.cmu.edu (http://netreg.net.cmu.edu) .
The Network Registration page appears. Read the instructions on this page. Be
sure to download the Root Certificate.

2. Click Enter at the bottom of the page and enter your Andrew ID and password at
the WebISO login.

3. Select Register New Machine, at the top of the page.

Registered Machines [Help]

ister Machinep[Search Your Machines] [View Expiring Machines]
Salect a column heading o sort

[Hostname E.ammm.;.dﬂm: [Mode [IP Address [Subnet |

4. Depending on whether you are registering a wired or wireless connection, do one
of the following:
* Wireless Connections: Choose Wireless from the Network pull down menu
and click Continue.
» Wired Connections: Choose a location from the Building pull down menu
and click Continue. Next, select the subnet from the Subnet pull down menu.

Network Registration

. ag.net.cmu.edu
Machine Registration [Main] [Help] [Signoff)

Register a New Machine

Please select the location for this machine. You may select by network, building, or subnet, Subnets are
collections of common machines and typically are constrained to a single building or depaniment. Nebworks
arg popular subnets that do not belong to an individual buildings. If vou select the building that this maching
will ber used in, you will next be presented with a list of subnets in the building (assuming that more than one
exists for the building.) if you know the subnet already, you can select the subnet and proceed directly to the

registration page.

Select the Network [Help]

Metweork: I——S-ElEC'I:—— R Continue |
=0fr=

Select the Buildin [Help]

Building: | --select-- = Continue |
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The Basic Information page appears with fields for Hostname, Hardware Address
and Affiliation.
* Hostname / Domain Name: The Hostname field is optional; you may
enter a name for the computer in this field. In the Domain field, select the
appropriate domain for your group. Unless your group is specifically listed,
select andrew.cmu.edu.
» Hardware address: This field will be completed for you.
« Affiliation: Select the appropriate affiliation.
Click Continue to register the computer. Depending on whether your registration
was successful or not, you'll be presented with one of the following:
« If the registration process fails, you'll be presented with the Register a New
Machine screen again. A red box appears indicating the problem.
« If the registration is successful, you'll be presented with a green box and a
list of your registered machines.
Once you've completed the registration process, allow at least 30 minutes for the
information to propagate to the network.

Important Note: Machines and outlets should be assigned to the individuals who own
them. Next, follow the steps in the Transfer Machine Registration section of this
document to transfer the machine to the actual owner.

Transfer Computer Registration

Follow the steps below, to transfer a computer to the individual who will use it.

1.

Go to the NetReg page at http://netreg.net.cmu.edu (http://netreg.net.cmu.edu) .
Click Enter at the bottom of the page and enter your Andrew ID and password at
the WeblISO login.

At the Registered Machines page, select the machine you want to transfer. The
Machine Information page will appear.

Click the View/Update Protections link. The View Protections page displays.

Machine Information

Under the Add user/group to protections area of the View Protections page:
e Type a valid Andrew userID under Identity.
* Check the Read and Write options under Level Rights.
» Click Add Protection.
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Network Registratio

netreg.net.cmu.edu
Proteclions Admin |Main| |Search Machines| [$earch Qutlets| IEmuI!l_[Hﬂnl

[Activations] |Attributes| [Buildings| [Cables| [Dept Cotrd] [DHCP] [DNS]
[Metwaorks| [Dutlet Types] [Protections) [Senvices| [Scheduler] [Subnets|
[Telecom| [Trunk Set] [Users' Groups| [Vians| [Zones|

View Protections

Protections for host EXPIRE-TEST- [Tabla Protections]
JCARR.ANDREW.CMU EDU |Help]
|Refresh|

Thiz page shows the protections for the salected resource [rmaching or owllet, maost likely), For machine
and ouflets, & usar or group having READ parmizsion is able to view the resource, while only users or
groups having WRITE permission may updata the rasource. The ADD permmission type 15 not relevant far
riachines and aullels '-:'I'II]' dopartrental admimstrators (members of th dopl groups) may update tha
protections for @ maching of oulat,

ldentity Level Rights Delete

depticanest 5 * |FIREAD FIWRITE C]ADD Delete

jeam@andrew.cmuedu 1 v | FIREAD EIWRITE [ ADOD Delete
Update

Add user/group to protections [Help]

Identity Level Rights
idoa @ ondrewcmuedy ¥ |1 ¥ -"'-DD

I Add Frotection H—

5. The View Protections page redisplays. The Andrew userID that you entered
appears under the Identities assigned to this machine registration.
6. Once the machine is assigned to the owner, click Delete (next to your userlD) to

remove yourself.

Note: The machine information will be available as part of the department list only. It will
no longer appear under your name.
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Remove a Registered Computer

Removing obsolete machines from the Network Registration System
(http://netreg.net.cmu.edu) (NetReg) is an important step in maintaining accurate
department records. It also helps to reclaim valuable network IP space.

Follow the steps below to remove an obsolete machine:

1. Go to the NetReg page at http://netreg.net.cmu.edu (http://netreg.net.cmu.edu) .
Click Enter at the bottom of the page and enter your Andrew ID and password at
the WeblISO login.

2. From the Main page, select the machine you want to remove. The Machine
Information page will display.

Machine Information

Hosthame

The fully-qualfied hostrame for this machine s a combination of the short name,
which wou can enter in the box below, and the domain name, which you can salact
from the drog-down list, For example, if you choose a short name of 'mymachineg
and a domain name of res.cmu.edy’, vour fully-gualified hostiname will be
‘mymaching res, cmuedu’, If vou leave the short name field blank, a name will be
automabcally assigned, [You must sbil select an approprate domain name, )

ITPFIGTESTS |ANDREW.CMUEDU =]
Hardware Address

Your hardware address identifies the network card in your machine. For hints about
hiowd 10 find this addrass on wour maching, chck hera

112AB34CDSBEC

Subnet

This defines the location for the machine, Chanaging the subnet may requinng
chanaging your hostname and will cause your IP address to changs

Cyert Hall [Changell
IP Address

You may leave this field blank and an P address will be automatically assigned for
this host

128.2121.22
Mode

hWaost people will want to select a moda of 'stabic”. If s maching will Be infrequantly

used in this location, you may be able to select ‘dynamic’ (some locations do niot

3. Verify that this is the machine you want to remove and click the Delete Machine
link. The Delete Machine confirmation is displayed.

4. Click Yes, delete this machine. A confirmation page will display.
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Maintain Group Information

Each department has a key administrator who has the authority to assign and remove
department administrator privileges. Department administrators are authorized to
maintain group information within NetReg. If you are interested in becoming a key
administrator for your department, please email dept-computing@andrew.cmu.edu.
(mailto:dept-computing@andrew.cmu.edu)

Assigning a Department Administrator

To assign a new department administrator to your group, complete the following steps:

1. Go to the NetReg page at http://netreg.net.cmu.edu (http://netreg.net.cmu.edu) .
Click Enter at the bottom of the page and enter your Andrew ID and password at
the WeblISO login.

2. From the Main page, select Groups/Departments. The Groups/Departments that
you have administrative privileges are displayed.

Users & GFOLIFIS [Main] [Search Machines] [Search Dutlets] [Help]

[Signoff]
[Groups/Departments] [Department Admin Contraol]

Group/Department Administration

Groups You Are In [Help]
Group ID Group Name
dapl compseary Computing Seraces

3. Below Group ID, click your group name. The View Group Information page will
display listing the individuals who currently have administrator privileges.

4. Below Add User to Group, type the new administrator's UserID and click Add
User. The information is added to the list and that person will have administrator
privileges for the group.

Removing a Department Administrator

To remove a department administrator first follow steps 1-3 in the above section. Then,
continue below:

1. From the Group Information page below Group Members, click Remove next to the
department administrator's UserID you want to remove.

Group Members [Help]
Authentication ldentity |Fu|| MName Remove from Group
!am24@andrew.cmu.edu |Arthur Meyers Remu@

!cq?v@andrew.emu.edu |Chaskiel bl Grundiman Femove

|enigma@andrew.cmu.edu |Melinda Dilzon |F:em|:|\-'e

A confirmation is displayed.
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Retain Outlet Registrations

If you were notified of an outlet registration that is not assigned to a valid Andrew
account and you want the outlet to remain active, follow these steps to view, reassign
and retain the registration.

View Expiring Outlets List

1. Go to the NetReg page at http://netreg.net.cmu.edu (http://netreg.net.cmu.edu) .
Click Enter at the bottom of the page and enter your Andrew ID and password at
the WebISO login.

2. At the Registered Outlets page, click View Expiring Outlets.

3. Select the name of your group from the Expiring Outlets for drop-down list and
click Refresh. A list of Expiring Outlets for the selected group displays.

Outlets Expiring [Main] [Search Machines| [Search Outlets] [Reports] [Help| [Signofi]

[Activations| |Atributes| |Buildings] |Cables] [Dept Cotel] [XHCE] [N
[Hetwrorks) [Outlet Types] [Proteciions| [Semnvdces) [Scheduler| [Subnets|
[Telecom| [Trunk Sef| [Users'Groups| [Vans] [£enes)

Expiring outiets for Diepd of Test w | Rafresh |

Expiring Outlets [Halp|
The fallowing outlets are st b exgpire on e date listed. You can prevent 3 outiet fram expiring by
YiEwing the outlet information screen and chcking 'Hetain’

Raom Metwork

From To Type Building Floor Number Segment Retain
EI13@01- R13@02- Switthed- o g g 207 CompClub R |

325.20 @0055 100

Carneme Mellon Metwork Development -- Wzhmasrer

Reassign the Outlet to a Valid Andrew User ID

You received notification that the outlet will be purged because it is not assigned to an
active Andrew account. In order to retain this outlet registration, you'll need to assign it
to a valid Andrew account before the expiration date. Follow the steps below to reassign
the outlet to a valid Andrew userID.

Note: If this outlet does not have an individual owner because it is used for a server or
departmental machine, please skip these steps and continue with the steps to Retain
the Outlet Registration.

1. From the Expiring Outlets list, click on the outlet number in the From column to
open the Outlet Information page.
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Expiring Outlets [Help]
The foliowing outiets are set to explre on the date isted. You can prevent 3 outiet from expiring Oy
WIEWING the outlet infarmation screen and n;ln;k‘-ng '‘Retain'

FRoom Metwork

From To Type Building Floor NUmbat Segment Retain
R13@0L ) R13@02  Swiched |0y oy go7 CompChib

325-20 @0055 100

2. From the Outlet Information page, click the View/Update Protections link. The
View Protections page displays.

QOutlet Information

Information for: Outlet R13@01-325-20/R - 035 [Help]
[Redr View Update Protections] [Mew Advanced Options|

3. Under the Add user/group to protections area of the View Protections page:
* Type a valid Andrew userID under Identity.
» Check the Read and Write options under Level Rights.
» Click Add Protection.

View Protections

Protections for outlet R13@01-325-20R13@02-@D055 [Table Protections] [Help|

[Refresh]
Thiz page shews the protections for the selected resource (machine or outled, most likely). For machine
and outletz, a wsar or group having READ permizsion is able to view the resource, while only users ar
groups hivang WRITE permission may update the resource. The ADD perrmassion Eype is not melevant for
machinegs and oullets, Only deparimental adrminestrators (members of the depl. groups) may update the
protections for & maching or aulle

Idemntity Level Rights Delete
dept jcarmest 5 % [FIREAD FIWRITE CJADD Delete
|carn@andrew.cmuedu | 1 % FREAD COWRITE CJADD Delete
jCarngEes cmu edy 1 % [FIREAD CIWRITE JADD Delete
Add user/group to protections [Help|
Identity Level Rights
|-Jd-:-E ) | andrew.cmuedu ¥ 1 .-!-.EIEI
|  Add Protection e

4. The View Protections page redisplays. The Andrew userID that you entered
appears under the ldentities assigned to this outlet registration.

Retain the Outlet Registration
1. From the View Protections page, click Main and then click View Expiring Outlets.
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2. Select the name of your group from the Expiring Outlets for drop-down list
and click Refresh. The list of Expiring Outlets for the selected group redisplays
(including the outlet that you reassigned to a valid userID).

3. Click Retain next to the outlet number.

Expiring Outlets [Help|

The fodiowing outiets are set to expire on the date listed. You can prevent a outiet from expiring by
vigwing the outlet information screen and clicking 'Retain’

Room Metwork

From To Type Building Floor e Segment
El3@0l- R1H@02- Switched- }
lliaﬂ @0055 100 CyertHall 02 1227 CompCilub

4. If you are finished reassigning and retaining outlets, click Signoff.
If you would like to reassign and retain another outlet, click Main and then click
View Expiring Outlets. Repeat the steps to Reassign and Retain the registration
for the next expiring outlet.

Qutlets Expiring ({Main] Eearch Machines| |Search Outlets) [Rapors] [Halp([Signafi]}

[Activations| [Anributes| [Buildings] [Lables] [Dept Cotel] [DHCP] [DNS]
[Hetworks) [Outlet Types| [Protections| [Services| [Scheduler| [Subnets)
[Telecom| [Tounk Set] [UeemiGroups] [Wlans] [Zenes]
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Retain NetReg Registration

If you were notified of a machine registration that is not assigned to a valid Andrew
account and you want the machine to remain active, follow these steps to view,
reassign and retain the registration.

View Expiring Machines List

1. Go to the NetReg page at http://netreg.net.cmu.edu (http://netreg.net.cmu.edu) .
Click Enter at the bottom of the page and enter your Andrew ID and password at

the WeblISO login.
2. At the Registered Machines page, click View Expiring Machines.

Registered Machines [Help)

[Reaister New Machine] [Search Your Machines{View Expiring MachinesTy

Select a calumn hEﬁl:Iir‘lg to sort I:ry' thv@ column field.
Hostname Hardware Address Mode |IP Address Subnet

3. Select the name of your group from the Expiring Machines for drop-down list and
click Refresh. A list of Expiring Machines for the selected group displays.

Network Registration | i

eg.net.cmu.edu

Machines Expiring [Main] Iiu:.d-_ﬂasmMI [2earch Outlets) [Reports| [Help] [Signoff]

[Activations| [Atributes] [Buildings| [Cables] [Dept Crtrl] [DHCP] [DRS]
[Wetworks] [Duilet Types] [Protections] [Semnvices] [Schedular] [Sulinets]
[Telecom)] [Trunk Sei] [Users'Groups| [Vans] [fones]

Expiring machines for; | M RE=E b

Expiring Machines |Help}
Thie fallowirg machings are et 1o expire on the date listed_ You can prevent a maching from
Expiring oy viewing the machine information screen and clickng 'Retain’.

Hardware
Hostname A—d aE Expires |P Address Retain
EXPIRE-TEST- 2006-07- || Frgtain
ICARE ANDEEW CMU ERL AFDADFADFADF g 1282123 64 -

Carneme Mellom Network Developmenf -- Hehmaster

Reassign the Machine to a Valid Andrew UserID

You received notification that the machine will be purged because it is not assigned to
an active Andrew account. In order to retain this registration, you'll need to assign it to a
valid Andrew account before the expiration date. Follow the steps below to reassign the
machine to a valid Andrew userID.

-11 -
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Note: If this machine does not have an individual owner because it is a server or
departmental machine, please skip these steps and continue with the steps to Retain
the Machine Registration.

1. From the Expiring Machines list, click on the machine Hostname to open the

Machine Information page.
2. From the Machine Information page, click the View/Update Protections link. The

View Protections page displays.

Machine Information
Information for: ExPIHE-TEET-JcARH,AN - [Help]

3. Under the Add user/group to protections area of the View Protections page:
* Type a valid Andrew userID under Identity.
» Check the Read and Write options under Level Rights.
» Click Add Protection.

Network Registration

Protections Admin [Main] (Search Machines] [Search Outlets| [Reports) [Halp]

View Protections

Protections for host EXPIRE-TEST- [Tahle Protections]
JCARR.ANDREW.CMU EDU [Help]
|Refresh|

Thiz page shows the protections for the galected resaurce [rmathing or owllet, most likely), For machine
and ouflets, @ usar or group having READ parmission is able to view the resource, while only users or
groups haing WRITE permission may update the resource. The ADD permission type 15 not relevant for
riachines and aullels l:lnir dopatrantal adrmimstrators (membirs of the depl: groups) may update the
protections for a machine or oullet

Identity Lewel Rights Delete
deptjcarest § » |[FREADFEwWRITE CJADD Delete
jcam@andrew cmuedu | 1 ¥ READ FIWRITE CJADD Delete
Add user/group to protections [Help]

Identity Level Rights
jdoe @- andrew.cmuedu ¥ |1 * .E‘EAD FwWRITEXTADD

At F’rnla-:hm

[Signoff]
[Hetworks| [Qutlet Types] [Protections] [Senvices] [Scheduler] [Subnats]
[Telecom) [Trunk Set] [Users/Groups) [Vians| [Zones|
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4. The View Protections page redisplays. The Andrew userID that you entered
appears under the Identities assigned to this machine registration.

Retain the Machine Registration

1. From the View Protections page, click Main and then click View Expiring
Machines.

2. Select the name of your group from the Expiring Machines for drop-down list
and click Refresh. The list of Expiring Machines for the selected group redisplays
(including the machine you just reassigned to a valid userID).

3. Click Retain next to the machine name.

Expiring Machines |Help|
Thie fallowirsg machings are et 1o expire on the date listed. You can present a maching from
Expiring by viewing the machine imformation screen and clickng 'Retain’,

Hardware

Hostname m Expires IF Address Retain
EXPIRE-TEST- H006-07- ""
ICARE ANDEEW CMU EDL AFDADFADFADF e 1282123 Bl mt——

4. If you are finished reassigning and retaining machines, click Signoff.
If you would like to reassign and retain another machine, click Main and then
click View Expiring Machines. Repeat the steps to Reassign and Retain the
registration for the next expiring machine.

Network Registration

Machines Expiring @'- ai

[Activations| |Anributes| [Buildings] [Cables] Ilmuin:rﬂ] |[DHCP] [DNS]
[Networks] [Duilet Types| [Protections] [Services] [Scheduler] [Subnots]
[Telecom| [Trunk Se1] [Useis'Groups] I!ﬂaml [Zanes]
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