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File Sharing
This document contains the following sections:

e Overview

Disable File Sharing on Windows
Disable File Sharing on Mac
FAQ: File Sharing

For information related to this topic refer to:

e Copyright Violation Guideline
(http://www.cmu.edu/iso/governance/quidelines/copyright-memo.html)

e Connecting to the Campus Network [PDF]
(http://www.cmu.edu/computing/doc/network/connect/getconnected.pdf)

e Configure Time Capsule
(http://www.cmu.edu/computing/doc/network/time-capsule/index.html)
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File Sharing

Peer to Peer File Sharing

Peer to peer file sharing is the practice of downloading files from another “peer”
workstation. This is in contrast to a typical server/client relationship where servers
supply and clients consume. In traditional peer to peer file sharing, the person you
are downloading from is known; they might be someone on your campus, within
your corporation, or just another person on your home network. These file sharing
capabilities are built into Windows and Mac operating systems.

P2P File Sharing

P2P is an evolution of peer to peer file sharing. In P2P, the people/computers you are
downloading from are anonymous and can be from anywhere on the Internet. Because
P2P spans the Internet, there are likely a number of computers that will “share” the file
you want. In certain P2P protocols, pieces of the file you seek are retrieved from several
different computers. This expedites the transfer process and makes it an especially
useful method for sharing large files.

Legalities

Both Peer to Peer and P2P technologies can be used for legal or illegal purposes.

For example, P2P can be used legally when distributing large files such as

open source software, video transmissions (some podcasts), and Internet

radio. Unfortunately, because P2P is so efficient for transferring large files, it

has become a popular method for illegally sharing movies, music and pirated

software. This practice is contrary to Carnegie Mellon's Computing Policy
(http://www.cmu.edu/policies/documents/Computing.htm) and puts you at risk for losing
your campus network connection.

For information on how to disable peer-to-peer file sharing on a number

of popular programs (e.g., BitTorrent, BearShare, Limewire) visit the
University of Chicago's document entitled Disabling Peer-to-Peer File Sharing
(http://nsit.uchicago.edu/services/safecomputing/disableptp/) .

File Sharing Alternatives

File sharing is not supported on the campus network. Pages presented in this document
will walk Windows and Mac users through the process of disabling file sharing. We
recommend the following supported alternatives for sharing files:

AFS (Andrew File System) space:
e Using MyAFS (Windows)

(http://www.cmu.edu/computing/doc/clusters/windows/afs.html)
* Using MYAFS (Mac) (http://www.cmu.edu/computing/doc/clusters/mac/afs.html)

MyFiles:

* MyFiles (Windows)
(http://www.cmu.edu/computing/doc/clusters/windows/myfiles/index.html)
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* MyFiles (Mac) (http://www.cmu.edu/computing/doc/clusters/mac/index.html)
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Disable File Sharing

Follow the steps for your operating system, \Windows Vista or Windows XP:

Windows Vista

Follow these steps to disable File Sharing on Windows Vista:

1. Select Start > Control Panel.

2. Under Network and Internet, select Set up file sharing. The Network and Sharing
Center window appears.

3. Under Sharing and Discovery, check to be sure that the option for File sharing is
set to Off. If it is not, click the down arrow next to File sharing and select the radio
button to Turn off file sharing. Click Apply and then click Continue through the
warning message.

Windows XP

Follow these steps to disable File Sharing on Windows XP:

1. Select Start > My Computer. The My Computer window appears.

2. Select Tools > Folder Options.... A new Folder Options window appears.

3. Click on the View tab and scroll down to find the Use Simple File Sharing
(Recommended) entry. To disable Simple File Sharing, ensure this checkbox is
NOT CHECKED.

4. Click OK to close the Folder Options window.
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Disable File Sharing

Follow the steps for your operating system, Mac OS X 10.4 (Tiger) or Mac OS X 10.5
(Leopard):

Mac OS X 10.4 (Tiger)

Disable Personal File Sharing

To disable personal file sharing, follow these steps:

1. Select Apple menu > System Preferences...

2. Click Sharing in the Internet & Network section.

3. In the Sharing window, if necessary, click the lock icon and autheticate using the
administrator userid and password.

4. Uncheck the checkbox next to Personal File Sharing.

5. Click the lock icon to prevent further changes and quit System Preferences.

[ e&|nn Sharing
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Disable Windows Sharing

To disable windows sharing, follow these steps:

1.
2.
3.
4.
5. Click the lock icon to prevent further changes and quit System Preferences.

Select Apple menu > System Preferences...

Click Sharing in the Internet & Network section.

In the Sharing window, if necessary, click the lock icon and autheticate using the
administrator userid and password.

Uncheck the checkbox next to Windows Sharing.

Mac OS X 10.5 (Leopard)

To disable file sharing:

1.
2.
3.
4.
5. Click the lock icon to prevent further changes and quit System Preferences.

Select Apple menu > System Preferences...

Click Sharing in the Internet & Network section.

In the Sharing window, if necessary, click the lock icon and autheticate using the
administrator userid and password.

Uncheck the checkbox next to File Sharing.
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(http://www.cmu.edu/computing/governance/quidelines/copyright-memo.html)

FAQ: File Sharing

The Problem with Peer to Peer File Sharing

Peer to Peer (P2P) file sharing has become an issue on campus over the last few
years. Peer to peer programs are generally used to find and download various media
files such as music MP3s, movies, and images. What many users do not know is that
most of these programs also set themselves up as servers when they are installed

and run. The programs download into a "Shared" folder (the user can define a different
folder to download into). Anything in this folder, is subsequently shared with others
using similar programs on the Internet.

When users are sharing files which are not protected by copyright law (that is, files
which the owner/author has granted permission to share) there is no problem. The
sharing of copyright protected materials when the user does not have the right to do so
does pose a problem, and can result in loss of network access if the violation is found
and reported by an agency representing the copyright holder.

Because P2P file sharing is so pervasive on campus, and because violations of
copyright law cause problems for users on our campus, the following frequently asked
guestions (FAQ) is being provided.

FAQs

What is Peer to Peer file sharing?

Peer to peer (P2P) file sharing is a protocol used by various programs such as Kazaa,
Bearshare, Morphus, Gnutella, Limewire, and others to both download media files and
make them available for upload. Thus there is no single, explicit server - all clients are
potential servers.

Can I get into trouble for sharing files if | don't know my computer is doing it?

Yes. Computing Services does not look for computers sharing files in violation

of copyright law. Some organizations such as the RIAA, MPAA, MediaForce,
Universal Studios, and others, however, do. If they find that your computer is
distributing files to which they (or someone that they represent) owns the copyright
then you could get into serious trouble. Currently, the various organizations

will request that Carnegie Mellon make the illegal file sharing stop. To do this,
Computing Services will typically disable the machine's network access. Students
should read the Residence Hall and Dedicated Remote Access Guidelines
(http://www.cmu.edu/computing/guideline/residence-hall.html) and be familiar with the
issues and penalties for copyright violations.

Why is my computer sharing files if | didn't set it up to do so?

Most P2P programs set themselves up as servers when they are installed and run

for the first time. Every time that you run the program (typically to look for files to

download), it acts as a server, sharing the files in the Shared folder that it downloads

into. It is your responsibility to know what the programs that you install on your machine

are doing. If you do not want the program to share files, configure it to not do so.

Information on how to do this for many P2P programs can be found at the University of
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Chicago's site (http://security.uchicago.edu/guidelines/peer-to-peer/) on disabling peer
to peer file sharing

It is also possible that the machine has been compromised (hacked into) and has an
FTP or P2P file server set up on it. If this is the case, then the machine will have to be
repaired (often by reformatting the hard drive and reinstalling) before it will be allowed
back onto the network. Owners of compromised machines will not get into any trouble
unless it becomes a recurring issue.

What if a friend set up the file sharing and downloaded the files onto my machine
without my knowledge?

You are responsible for what your machine is used for. You should always set up
accounts for your users, and disallow guests, visitors, or strangers to access your
machine without your permission and knowledge. If you have set up accounts on the
machine, you are still at least partially responsible for what those users do because it is
your machine.

What if | own a DVD (or other media) copy of the file?

You are permitted by law to make copies of your CDs, DVD, tapes, etc., for your
personal use. You are not permitted to allow others to access them once you have
made digital copies, nor are you permitted to obtain digital copies from other sources.

Everyone shares files. Why was | singled out?

Just because "everyone" does something that is against the law and most of them

get away with it, it does not mean that it is acceptable for you to do it too. If the
representatives of the copyright find their property being served from your machine, you
will be caught, and will be held responsible.

How did the organization who reported me access my machine? Did they break in
or violate my privacy?

The organizations who report the copyright violations do not break into machines, nor
do they violate anyone's right to privacy. They use the publicly available P2P programs
such as Kazaa, Morpheus, Limewire, Bearshare, and others, to find the files that

they report. The programs provide the IP address of the machine from which they are
obtaining the file that they are downloading. They have no special access, nor are they
doing anything illegal - remember that they own the copyright.

| pay thousands of dollars every year to attend Carnegie Mellon. How can you
deny me network access when it is needed for my courses?

Your tuition money is not applied solely to Computing Services for network access.
There are facilities which are here for your use, there are instructors salaries, benefits,
and yes, network access. Carnegie Mellon provides network access to students so
that they may pursue their academic endeavors. We do not have any obligation to
provide students with network access so that they can violate copyright laws, and
provide servers to illegally distribute materials to off-campus users. Internet access

is provided as a convenience, and to allow research to be done. If you misuse your
access privileges by downloading materials illegally and are caught because of it, you
will lose that privilege for some period of time.

Is it illegal for me to download music or movie files, or allow others to download

them from my machine if I'm not making any money from the transactions?
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Yes. Itis illegal. According to U.S. copyright law, you simply are not permitted to
download or upload such files without the permission of the copyright owner.
How can | turn off sharing from my machine using peer-to-peer programs?

The University of Chicago has a web page
(http://security.uchicago.edu/guidelines/peer-to-peer/) that offers instructions on how to
turn off sharing using many of the more popular P2P programs.

What other things can happen if | share files illegally?

In addition to losing network access at Carnegie Mellon for up to 45 days, the
organization which either owns the copyright or represents the owner of the copyright
can file legal charges which could result in jail time and fines of up to $150,000 per
infraction (e.g., $150,000 per song, movie, or software product downloadable from
the system). Recently, the Recording Industry Artists Association (RIAA) filed suits
against four students at universities for aggregate copyright violations. This may only
be the beginning of a larger number of suits by the various entertainment industry
representatives.
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