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WebISO IIS Installation Guide 3.0

Audience

This guide is intended for professional system administrators intimately familiar with the NT file system,
system registry, and IIS.

Objectives

This guide walks you through the process of installing the Pubcookie 3.0 ISAPI filter on your Microsoft
Internet Information 6.0 server. Other objects include:

1. How to export your SSL certificate and private key using the Certificate Export Wizard
2. How to setup and use the Pubcookie keyclient utility to obtain an encryption key

3. How to add the Pubcookie ISAPI filter to IIS 6.0

4. How to test the Pubcookie ISAPI filter to confirm that authentication works

What is Webl1SO?

Before describing what WebISO is a little background information is needed. WebISO does not refer to
a particular software package or technology. But is an acronym for “web initial sign-on” from the
Internet2 working group of the same name. At Carnegie Mellon, we use a software package known as
Pubcookie to authenticate users using Kerberos. Pubcookie is a web authentication system originally
developed by the University of Washington. It provides a way to authenticate web users.

How does Pubcookie work?

When a user attempts to access a web resource protected by Pubcookie for the first time, the web server
will redirect the user to a login server, operated by Computing Services. This login server will prompt the
user for their user ID and password. If the username and password are valid, the login server will issue a
cookie to the user's web browser. The user is then redirected back to the protected resource.

The user's browser presents the cookie to the web server containing the protected resource, which validates
the cookie. The web server or the web application can then determine if the user should be allowed to view
the resource based on the user ID.

Further visits to protected pages don't requre the user to log in again, until the user

the user quits the web browser entirely
. the login cookie expires (12 hours after the initial login)
. or logs out by visiting https://webiso.andrew.cmu.edu/logout.cqi

How is this different from KWeb?

Pubcookie only requires the client web browser to support cookies and SSL encryption. Nearly all
browsers support these features. KWeb requires the use of a browser plug-in to handle
authentication. Computing Services isn't able to develop and test plug-ins for every possible browser
and operating system combination, so there are very limited combinations that work.


https://webiso.andrew.cmu.edu/logout.cgi

Pubcookie requires the user to enter their username and password into the web browser once per
session. KWeb doesn't require the user to ever enter their username and password, since it can read the
user's Kerberos ticket from the operating system.

Prerequisites

Before you begin:

Obtain your granting certificate, pubcookie granting.cert, at this AFS address: Zafs/andrew.cmu.edu/
data/db/pubcookie/client/usr/www/pubcookie/

keys/pubcookie granting.cert

Obtain a copy of your Certificate Authority’s certificate in PEM format, at this AFS address: Zafs/andrew.
cmu.edu/data/Zdb/pubcookie/client/usr/www/pubcookie/
keys/CMU-CA-server-1-06-mime.pem

Download the login server distribution.

System requirements for your IIS machine are:

Microsoft Windows 2000 Server or later on Intel hardware

Microsoft Internet Information Server (IIS) 4.0 or later

SSL enabled Web site using a 1024-bit private key (requires a SSL certificate -- we have a Certificate
Authority service if if you need a certificate)

Accurate system time - IMPORTANT!. It is recommended that you synch to ntp.net.cmu.edu.
Server registered in NetReg and in the cmu.edu domain

Installation Instructions

First, unzip the pubcookie distribution for Microsoft IIS into a folder of your choice. We will use c:\pubcookie
in this document.

Verify the SSL Certificate key size (1024 bits required):

1.

If you have installed your SSL Certificate on your web server then the easiest way to determine the key size
is to open a secure (https) connection to your server. Double-click the lock at the bottom of the browser
window and verify the key size is 1024-bits.

If you have not installed your SSL Certificate on your web server then open the certificate by double-clicking
on it and verify the key size is 1024-bits. Install the certificate and then continue.

If you have not yet obtained an SSL Certificate for your web server then generate a new certificate signing
request (CSR) and be sure to specify a 1024-bit private key. Send the request off to your Certificate
Authority and install the new certificate and then continue.

NOTE: Pubcookie requires a 1024-bit private key!

To export your SSL cert and private key:
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Bring up the IIS Management console.

Select your web site, click Properties.

Select the Directory Security tab.

Click View Certificate...

Select the Details tab, click Copy to File...

Follow the Certificate Export Wizard:

Click Next

Select Yes, export the private key, then click Next.

Select PKCS#12 (.PFX) making sure to check Enable strong protection then click Next.
Type and confirm the password then click Next.

Enter a filename (e.g. C:\pubcookie\appserver.pfx) and click Next.
Click Finish.
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http://www.pubcookie.org/downloads/pubcookie-3.0.0-win32.zip
http://www.cmu.edu/computing/CA/
http://www.cmu.edu/computing/CA/
http://webmaster.andrew.cmu.edu/webiso/netreg.net.cmu.edu

7. Click OK.

The intended result of this is a PFX-formatted file named appserver.pfx that contains your SSL certificate
and private key.

To convert from PFX format to PEM format:

1. Open a command prompt.
2. Run the following command:

cd c:\pubcooki e\ openssl pkcsl1l2 -in appserver.pfx -out appserver.pem -nodes

3. This will produce appserver.pem in the c:\pubcookie directory.
To separate your SSL certificate and private key:

1. Open appserver.pem in WordPad.

2. Use WordPad to extract the RSA private key into a new file called pubcookie_session.key.
3. Use WordPad to extract the certificate into a second new file called pubcookie_session.cert.
4. Save both new files in C:\pubcookie where the rest of the files reside.

To assemble the remaining required files:

1. Place the Pubcookie_granting.cert (from above) in the folder where you extracted the distribution (e.g. c:
\pubcookie\pubcookie_granting.cert).

2. Place the CMU-CA-server-1-06-mime.pem (from above) in the folder where you extracted the distribution (e.
g. C:\pubcookie\CMU-CA-server-1-06-mime.pem). This file will be used to establish the keyclient-keyserver
trust.

To install the 11S ISAPI filter within your Web site:

1. Edit PubcookieFilter_Install.bat and adjust names if necessary and save the file. Below is a sample .bat file:

nkdi r %8yst enr oot % Syst enB2\ | net sr v\ Pubcooki e
nkdi r %Syst enr oot % Syst enB2\ | net srv\ Pubcooki e\ keys
copy pubcooki e _granting.cert %Bystenroot % Syst enB2\ | net srv\ Pubcooki e\ keys
copy pubcooki e_session.cert %Systenroot % Syst enB2\ | net srv\ Pubcooki e\ keys
copy pubcooki e_sessi on. key %Syst enr oot % Syst enB2\ | net srv\ Pubcooki e\ keys
copy CMJ CA-server-1-06-m nme. pem %Syst enr oot % Syst enB2\ | net sr v\ Pubcooki e\ keys
copy PubCooki eFilter-3.0.0.dl | %Systenroot% Syst enB2\ | net srv\ Pubcooki e
rem Remenber to renove "Everyone" access to your Pubcookie dir
rem Renmenber to add "Systen read and "Admi ni strator" change control
rem Remenber to add "Systeni execute to the DLL
pause

2. Double-click PubcookieFilter_Install.bat to run it. It will copy all the necessary files from c:\pubcookie to a
new Pubcookie folder in your Systemroot folder called:

Usyst ent oot % Syst enB2\ | net sr v\ Pubcooki e

3. Remove the Everyone group from the access list to this folder.

4. Grant the following accounts Read and Execute access to this folder: System account and the WPG_IIS
group.

5. Grant the Adminstrators group Modify access.

6. Make sure the PubCookieFilter-3.0.0.dll in the %Systemroot%\System32\Inetsrv\Pubcookie folder is
executable by the System account.

7. Start the Internet Service Manager (usually found in the Administrative Tools Start Menu folder).



8.

9.
10.
11.

12.
13.
14.

15.

Right-click on the Web site into which you want to install the Pubcookie ISAPI filter and select Properties
from the popup menu.

In the ISAPI Filters tab, click Add.

Enter Pubcookie for Filter Name.

Click Browse and locate the Pubcookie DLL for Executable (e.g. %Systemroot%\System32\Inetsrv\Pubcookie
\PubCookieFilter-3.0.0.dll).

Click OK. And click OK.

Right-click your Web site. Stop and restart it.

Verify that IIS is installed by reviewing the Properties of your Web site. The status of the Pubcookie ISAPI
filter should be loaded; the arrow should be up and green.

Leave the Internet Service Manager window open. You will need to use it during configuration.

Configuration Instructions

To add local configuration settings to the registry:

1.
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Right-click example.reg from the distribution. Select Edit. This file contains registry settings used to
configure the Pubcookie ISAPI filter. Below is a sample registry file that is used to configure Pubcookie to
work in the CMU environment:

W ndows Regi stry Editor Version 5.00
[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Ser vi ces\ Pubcooki eFi | ter]

" Aut hTypeNanel" =" webi so"
"Keynmgt _URI"="https://webi so. andr ew. cru. edu: 2222/ "

"Logi n_URI "="htt ps://webi so. andr ew. crru. edu/ "
"Enterprise_Domai n"=".cnu. edu"
"Web_Logi n"="http://webi so. andr ew. cnu. edu/ "

"Debug_Di r"="C: \\ Wndows\ \ Syst en82\\ LogFi | es\\ Pubcooki eFilter"
" Debug_Tr ace" =dwor d: 00000001

[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Ser vi ces\ Pubcooki eFi | t er\ Webapp]
" Aut hType" =" webi so"
"Web_Logi n"="https://webi so. andr ew. cnu. edu/ "

" Appl D' =" ebApp"

"Har d_Ti meout " =dwor d: 00000e74

"l nacti ve_Ti meout " =dwor d: 00000190

"Ti meout _URL"="https://webi so. andr ew. crmu. edu/ | ogout . cgi "

[ HKEY_LOCAL_VACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Ser vi ces\ Pubcooki eFi | t er\ Webapp\ app- and- cl ear | ogi n- | ogout ]
"Logout _Acti on"=dwor d: 00000003

[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur rent Cont r ol Set \ Ser vi ces\ Pubcooki eFi | t er\ Webapp\ app- and- r edi rect - | ogout ]
"Logout _Acti on" =dwor d: 00000002

[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Ser vi ces\ Pubcooki eFi | t er\ Webapp\ app- onl y- | ogout ]
"Logout _Acti on"=dwor d: 00000001

Change the value assigned to Web_Login. Use the location of the WebISO login server.

Change the value assigned to Enterprise_Domain. This defines the scope necessary to send granting request
cookies between your IIS server and your login server.

Click File. Select Save. Close this window.

Double-click example.reg to enter these settings into the registry.

To force the 11S ISAPI filter to read new registry settings:

1. Start a Web browser and open /pubcookiefilter_reset on your IIS server. For example:



http://webserver. cnu. edu/ pubcooki efilter_reset

Stopping and restarting your Web site has the same effect.
2. Installation and configuration is complete. Close the Internet Service Manager window.
Testing Instructions
To test the Pubcookie ISAPI filter:

1. Copy the WebApp folder and content from the distribution to your Web site's root folder (e.g. C:
\inetpub\wwwroot\WebApp).

You can think of this as creating a IIS-protected application called WebApp. Notice that the
configuration instructions pre-populated the registry with a AuthType setting for this application.

2. Start a Web browser and open https://webserver.cmu.edu/WebApp on your IIS server. For
example:

htt ps://webserver. cmu. edu/ WebApp

You should be redirected to your login server. After being authenticated, you should be redirected back.

3. Verify that the response generated by /7WebApp/Default.asp displays the correction information. It
should look something like this:

Aut henti cati on Sanpl e

You | ogged in as user: kspacey@WNDREW CMJ. EDU
LOGQUT |i nks:

« invoke app-only-I| ogout

« invoke app-and-redirect-I| ogout

« invoke app-and-cl ear Logi n-| ogout

Pubcooki e Appi d: webapp

Pubcooki e User: kspacey@NDREW CMJ. EDU
Pubcooki e Creds: 1

Pubcooki e Version: Pubcookie | SAPI Filter,
3.0.0

Time: 2:32:03 PMon 2/25/2004

You were authenticated using:

Virtual Server: webserver.cnu. edu

Actual Server: webserver

Web | nstance: 1

URL: /webapp/ Def aul t. asp

See all the Server Variables with Dunpvars. asp

4. Enjoy!





