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Network Guest Accounts

This document contains the following sections:

Step 1: Confirm Account Type

Step 2: Understand Your Responsibilities

Step 3: Access the Network Guests Service

Step 4: Create Account
(http://www.cmu.edu/computing/doc/accounts/network-guests/account.html)
Step 5: Print Guest Networking Document
(http://www.cmu.edu/computing/doc/accounts/network-guests/print.html)
View, Modify and Delete Accounts

Reset a Network Guest Password

Search for Network Guest Accounts

For information related to this topic refer to:

e Account Types (http://www.cmu.edu/computing/accounts/types/index.html)

e Account Entitlements
(http://www.cmu.edu/computing/accounts/types/entitlements.html)

¢ Network Guest Accounts
(http://www.cmu.edu/computing/accounts/types/visitors/network.html)
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Step 1: Confirm Account Type

A Network Guest account is an appropriate account to create for short term visitors to
campus (e.g., individuals attending a conference, demonstration, seminar or meeting)
whose only need is wired/wireless network access.

BEFORE CREATING A NETWORK GUEST ACCOUNT, consider

which types of services your guest will require. If they will need

access to additional computing resources, please see About Andrew

Accounts (http://www.cmu.edu/computing/accounts/types/index.html)

or the Andrew Account Entitlements and Restrictions
(http://www.cmu.edu/computing/accounts/types/entitlements.html) table for information
on the different types of accounts, or contact the Help Center for assistance
(412-268-4357 or accounts@andrew.cmu.edu (mailto:accounts@andrew.cmu.edu) ).
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Step 2: Understand Your Responsibilities as Account

Administrator

As the administrator of a Network Guest Account, you are responsible for the secure
distribution of account userID and password information. As the point of contact for our
network guests, it is critical that you promote secure and responsible computing.

DO...

DON'T...

- use the comments field to note the
associated event or conference. By coding
this field, you can search for all accounts
created for a particular purpose.

- send userID and/or password information
via email.

- print the password report and individual
confirmation pages at the end of the
account creation process.

- leave password reports or individual
confirmations containing userlD and
password information in a non-secure
location.

- keep the password report and individual
confirmation pages in a secure place.

- urge guests to keep their userlD and
password information in a secure place
and to comply with all university policies
and guidelines as indicated on their
confirmation page.

- distribute a
printed copy
of the network
registration
instructions
found in

the Guest

Networking
[PDF

(http://www.cmu.edu/computing/doc/
network/connect/index.html) document.
Guests should be instructed to register
their machine under the department
supplying their network guest account.

- delete network guest accounts that are
not being used.
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Step 3: Access the Network Guest Accounts Service

1. Launch a web browser (Internet Explore, Firefox, etc.) and visit the Carnegie
Mellon Web Portal (https://my.cmu.edu/) , select Network Guest Accounts from
the Computing tab.

Note: If you have difficulties accessing the Network Guest Accounts portlet
from the portal, you can access it directly at hitps://mw.andrew.cmu.edu
(https://mw.andrew.cmu.edu) .

Note: If you do not see a Network Guest Account tab, you need

to request access to the service. To do so, send email to the

Computing Services Help Center at accounts@andrew.cmu.edu
(mailto:accounts@andrew.cmu.edu)

W ACADEMICS EMERGENCY ALERT ADD EVENTS MY PAGES

irectory  Download Software  Cluster Printers  Web Publishing Passwords Quo

2. Do one of the following:

* Click Create to create an account
 Click Search to search for an existing account
* Click the last name of a guest on the list to go directory to that account

1. From the Network Guest Accounts Home tab, select:

* My Guests: to display a list of guest accounts that you own. This area also
contains a link to the Password Reset tool used to change the password for a
Network Guest account.

» Create Guests: to create new guest accounts individually or from a batch list.

» Search: to search for and view details for an account.

» Help: to view this documentation page.
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Network Guest Accounts Carnegie Mellon

! Homa | My Guests || Creale Guests || Search || Help || Logoan
i =

Display a list of "your” guest stcounts. [Go| Creali néw guet! sccounts one al a lime or in

batches using a comma separated (4] filo. [co
Change network guest accoun password. [E]

Sgarch on name and or User 1D to reveal a isting of Find FAL's ard who 1o contact for furthar assistance,
all yser socounts thal match the search critena, and
Iken chek on the |33 name to vew dalads about and
adil an SEcount. Whal enlithernents do guest accounls hae?
Higwr dio | creade & goes! account?

Higwr can | create migtigds accounts wilh &
bateh inpat file?

W
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Create a Single Account

Before you begin: This process requires that you have contact information about your
guest such as their name, email address, and length of stay.

1. Select the Create Guests tab (or click Create from the Network Guests portlet) and
complete the following fields under the Single Account Creation section.

* Name: Enter the name of the person you are creating the account for. Do NOT
include any punctuation.

« Email: Enter an existing email address for your guest. Mail sent to the guest
user account will be forwarded to this email address.

» Department: This will prefill with your department based on your WebISO
login.

« Comment: Enter a comment or comment code to remind yourself of why you
created the account. By coding this field, you can then search on a specific
comment code to view all of the guests in attendance for a specific conference,
seminar or meeting.

Expiration: Enter the date on which the account should expire (1 to 90 days).

Hame || My Guests i Create Guests i Search || Help || Logow

Zingle Account Creation

Naima:
LA Fiut Middle AT, I

Emait

Department: Communecation & Desgn (Cormp SEmnces)

Comamini:

Expiration: | apd w2 w2007 »
Cresie [ Cew |

Batch Account Greation
Click here 1o dewnload a sample csv file 1o be wsed as a template.

File Mamae: Brerwsi

2. Click Create to create the account.
Note: The account creation process may take a few minutes to complete. Do not
click Yes multiple times while waiting for the confirmation to display.
-6 -
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3. A confirmation page similar to the following displays. Click Print Account Info.
Note: Once you exit this page, you cannot view this password information again.
If you misplace or fail to record the passwords, you must use the Password Reset
tool to change the password for each network guest.

Create Guest Andrew Account:
Guest Account successfully created.

J, pEssEWrd and usagenad TIMSTELor gul IalneEs WU Mgy then sinie s
al [0 netwark guest, You will NOT have the opportunity o print this information at a
ater ime . I ypow Tasl io pont the userlr and passward infarmation, you wall nesd 1o use the

Fassword Reset tool to change the system generated account password

UseriD: mpril3
Password: F"Bcikef
Hame:  Bargarel P Rool Mz
Users Email Address:  rsoobiE hotmail com
Department  Communication & Decign (Comp Sendces)
Comment:  COD
Expiration: 0451502007

psccunii S esnivaeor— R oe ]

4. A separate window opens displaying the usage and administrator guidelines for a
Network Guest account along with the name, userID and password for the account
you created. Select your printer and click Print to print this information. You may
distribute the individual guideline and account information page to your network
guest.

5. After you print the account information close the display window and return to the
primary Network Guests window. Click Done or Create Another Account.
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Create a Batch of Accounts

Before you begin: This process requires that you have contact information about your
guest such as their name, email address, and length of stay.

Batch Account Creation allows you to create a batch or group of Network Guest
Accounts quickly. To use this feature, you must first create a comma separated (.csv)
file that contains all of the account information for each Network Guest Account.

Using the .csv template

Download a sample .csv file to be used as a template.
(http://lwww.cmu.edu/computing/doc/accounts/network-guests/sample-csv-file.csv)

» The sample csv file provided above will open in Microsoft Excel. You may also
choose to open the file using a text editor (e.g., Notepad).

» The first row of headers can be left in the file. The Network Guest interface will
ignore the headers when you import the file.

* When you save a file as CSV (comma delimited *.csv) in Excel, you will receive the
following warning. Click Yes to keep the csv format.

Microsoft Excel E

kest3.cav may conbain festures that are not compatible with €5V (Comma delimbed). Do vou want ko keep the workboak in this Format?
-
JC.) = To kaap this Format, which leaves out any incompatible: features, chck. Yes.

= Tor praserye the features, chck Mo, Then save a copy in the latest Excsl format,
= Tor e whiat might be lost, dick Help,

= (= Ce=)

Rules for Creating a .csv file

» A .csv file can be created or modified using Excel or a simple text editor such as
Notepad or Simple Text. After creating the file, use the Save As option and select
CSV (comma delimited *.csv) file or save the file with the .csv file extension in your
text editor.

* The file must be a comma separated (.csv) file.

» The file must contain the required fields in the following order:

- Last name

- First name

- Middle name

- Suffix

- Email

- Comment: We recommend that you enter a code for the specific event,
conference or seminar. Coding the Comment field will allow you to search for all
network guests attending a particular event.

- Expiration: Enter the date that the account should expire in mm/dd/yyyy format.
This date can be anywhere from 1 to 90 days from the current system date.

» The first row of the csv file may contain the field names as headings for the
columns. These headings must be worded and in the exact order as noted above.


http://www.cmu.edu/computing/doc/accounts/network-guests/sample-csv-file.csv
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The program will recognize these as headings and begin to generate guest
accounts for the second row. Following is an example of a csv file opened in Excel.

A | B | c I o | E
1 [Last name First name Middle name Suffiz Email Eurnmerd Ekplfa"mr- ‘ﬂdmgs
2 |Smith Mary Ky Mg gmithmkg@heimail com  CS5 O220.2007
3 |Doa Jahn B e JioeE yahoo. com R0 2007
4 |Jonas Bill Bob jonesiadelphia,nel G35 02212007
5
E 4

« Each field must be separated by a comma. If you do not have data to populate one
of the fields, you must have a comma separated place holder for that field.
Note: When you create the file in Excel and save it with a .csv extension, commas
are automatically inserted where a cell was left empty.
In the example below, there is no content for the "comments" field for John B Doe.
Likewise, there is no content for the "suffix" field for Bill Bob Jones. The comma
acts as a placeholder for these fields.

E test.csv - Motepad

Ele Edt Fgrmat  Yew Help
Last name,First name,Mmiddle name, suffix, Email, Comment,Expiration

zmith, Hary,Hay1H;.5m%tth@ i1, com, C55, ﬁEH!leDG?
Dne.Jnhn.B.Hr oefyvahoo., zlejiﬂu?

Jones, 8117, 8 resgade’] “ner ,C5s, 022172007

= =
* Do not include the Department. This is automatically completed based on your
WeblISO log in.

Import the .csv file to create accounts

1. Select the Create Guests tab (or click Create from the Network Guests portlet).
2. Scroll down to the Batch Account Creation section and enter a file name to
upload or click Browse to locate the file.

Batch Account Creation

Browse for a csv file 1o upload (Meed Help?) and then click Submét to process the file
Click here to download a sample e file to be used as a templata.

File Blame:

3. Click Submit.

4. A confirmation page displays listing the user information for each guest. Click Yes if
you want to create these accounts or click No to make corrections or cancel.
Note: Depending on the number of accounts you are creating, the account creation
process may take several minutes to complete. Do not click Yes multiple times
while waiting for the confirmation to display.
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Batch Account Creation

Do wou weant to create these accounts?® Click on *Yes® to begin account creation or “Mo® 10 make comeclions of cance
Last First Middle
Row Hams Name Name Suffix  Email Comment  Expiration
1 Fonthar Serge M sgonchan@yahoo com  Peng EA 22007
F) ataahl Jardan r Jetaahl Fens 2 L2007
3 Croshy Sidney Pr scroshy Fens 52007

KN D

5. If you clicked Yes to create the accounts, a confirmation page will display along
with the system-generated userID and password for each account. Click Print
Account Info.

Note: Once you exit this page, you cannot view this password information again.
If you misplace or fail to record the passwords, you must use the Password Reset
tool to change the password for each network guest (see the Reset Password

page).

Guest Account|s) successfully created. :

risecnnrrs = o il b

Hasar LA LS gl L =l

Tt on to your network guest{s). Youwill MOT have the opportunity to print this information at a
later time. If you fail to print the userlD and password information, you will need to use the
Pasaword Resat tool [o change the systam genarated account passwords

-

L Initial Last First Middle

Emrors 0 Frae I e Mame Hams Suffix  Email Comment  Expiration
sidb 1 3uxat Gonchar  Serges bl sgonchanfyaboo com  Pens 501 22007
jE393  F)3eaysc  Stashl Joedan bie jstashl Pans 06012007
scBee L, 1fawsh Crasby Sidrery b srasby Pang [l 2007
et pccme i (oo |

6. A separate window opens displaying the usage and administrator guidelines for
a Network Guest account along with the names, userIDs and passwords for the
accounts you created. Select your printer and click Print to print this information.
You may distribute the individual guideline and account information pages to
each of your network guests. Retain the list and administrator guidelines for your
records.

7. After you successfully print the account information, click Done or Create Another
Account.

Last Udpated: 09/10/09
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View, Modify and Delete Network Guest Accounts
Use the My Guests tab to view, modify or delete a guest account(s).

View Your Network Guest Accounts

Select the My Guests tab (or click My Guests from the Home page). A list of the guest
accounts you have created displays.

Home |: My Guests ;| Create Guests || Search || Help || Logout

Welcorme

Edit the delails of vour guest Dy clicking on the last name and delete sp fic or @l guests you'e crealed diectly o
thas page. Chok thie “Wexd™ and "Prisous” ok 10 page throwgh &l of your guees! acce
L st First Andrew User  Expiration
O Mame Name D Date =L Fobd
[0  Srk Sue 25772 120672006 srifhz@hoimail. com  Access for beta
TEVIEw
Delele selected

Modify an Account

=

Select the My Guests tab. A list of the guest accounts you have created displays.

2. Click the Last Name link for the account (or, click the last name of the guest
account you need to modify from the Network Guests portlet).

3. From the View Guest Details page, click Edit Guest to modify the account

information. See Single Account Creation for a detailed description of the guest

account detail.

-11 -
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Edit Guest Details

Click on Update Guest 1o save changes

Fitel Lait Pellid el SuMix

Arvirew I0: rpri03
EmaiL | o oi@hotmail com

Department: Communication & Design (Comp Senices)

Comment: ~np0)

Expiration: | 4 v|15 le'EIEIT-' bt

4. When you are finished making changes to the account, click Update Guest to save
your changes.

Delete an Account

Network Guest Accounts can be deleted from the My Guests tab in one of two ways.
Note: After deleting an account, a confirmation message displays verifying the number
of accounts that were successfully deleted. However, your guests may still appear in the
list while the database is refreshed.

 Click (check) the box to the left of the account name(s) and then click Delete

selected.
Note: Click the box next to the Last Name heading to select ALL of the guests in

the list.

welcome

Edit the details of your guest by clicking on the last name and delete specific or all guesis you've created
diracily from this page Click the *Mext® and "Prewvaus® link to page thraugh all of your questi accounts
. Last First Andrew Expiration
O Name Hame User ID Date Sl R
® Srmith Jahn ibt1E2 02062007 emithi@yahoo. com

Delete selected

OR
* Click the Last Name link for the account. From the View Guest Details page, click
Delete Guests.

-12 -
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Wiew Guest Details

Click on Edit Guest 1o make changes

Mame: Johin D Smith
Andrew ID: 1bt162
Email: smithiyahoo, com
Department: Communication & Design (Comp Services)
Expiration: (2062007

Comment:

Back to My Guests Delete Guest

Last Udpated: 04/17/07
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Reset Password

As an administrator, you can change the password for a Network Guest Account that
you created. You will need the userID for the account. If you guest does not remember
their userID, you can look it up for them using the My Guests tab of the Network Guests

service.

1. From the My Guests area of the Home tab, select the "Change network guest
account password" option.
OR
From the Password Reset tool at https://webiso.andrew.cmu.edu/passr/

2. The Password Reset page displays. To change the password for a Network Guest
account, use the Reset Guest Password area of the Password Reset page.

Reset A Guest Password

If you are the administrator of a guest account, you can resel your guest's
password by entenng the guest's Andrew user ID here.

Andrewe user ID to [ Continue... ]
be resef: ' '

If you are not already authenticated to the YWeblS0O Pubcookie system, when
you press Continue you will first be taken to the WeblS0 authentication page.
Enter your Andrew |0 and password on that page to authenticate yourself as the
administrator of the guest account you enterad hera,

3. Enter the Andrew userID assigned to the Network Guest account for which you
need to reset the password. If the guest does not recall their userlID, you can look it
up on the My Guests tab of the Network Guests service.

4. Click Continue. If you are not already authenticated with WebISO, you will be
prompted to do so.

5. Once you are identified as the administrator for the guest account, you will be
prompted to change the password. Type the new password and then type it
again in the confirmation field. Click Change Password as Admin when you are
finished.

-14 -
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New Password

You are the Administrator of this account, and you hawve
used Webl=0 Fubcoolae to identify yourself. Fill in the
new passwiord for adix below and submit the form .

Set new ad1x password

hlew Password

Confirmn nesy passwiond

| Change Password as Admin |

6. A confirmation page displays and a mail message is sent to the guest instructing
them that their password was reset by the administrator.

Last Udpated: 5/20/09
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Search for Guest Accounts

1. Select the Search tab (or click Search from the Network Guests portlet) and
complete the following fields to search for a guest account that you created.
* Last name
* First name
» User's ID
» Comment
Note: Search Guests is NOT case sensitive. Search for a full name or ID or
use an asterisk (*) to search for partial names/IDs.
2. Click Search. The search results page displays the appropriate list of guest
accounts. You may either click on the last name link to open the account detail; or
select accounts you wish to delete and click Delete Selected.

Last Udpated: 04/17/07
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